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ABSTRACT

Many workflows are inherently distributed over large-scale enter-
prise networks. These workflows involve many collaborating part-
ners that interact in an autonomous and event-driven manner. Man-
aging these workflows in an efficient and reliable manner is a chal-
lenging task. In this paper, we propose and evaluate the design for
a distributed workflow management system that runs according to
a set of protocols which utilize a content-based publish/subscribe
messaging substrate. The novel features of our framework include
elastic management of resources and flexible re-location of man-
agement entities to ensure cost-effective and low-latency manage-
ment operations. Our experimental evaluation shows that the dis-
tributed and event-driven approach scales and maintains constant
response time for varying management workloads. The average re-
sponse time for management operations was reduced by 25% using
our elastic management cluster approach compared to a fixed man-
agement cluster. Management requests were processed up to 10
times faster.

Categories and Subject Descriptors

H.4 [Information Systems Applications]: Miscellaneous

General Terms

Algorithms, Design, Experimentation, Management, Performance

1. INTRODUCTION
Many applications require interactions among collaborating part-

ners that operate in different remote locations. For example, com-
plex inter-departmental interactions (as shown in Figure 1) reported
to us by an anonymous global electronics company, are not uncom-
mon in the real world. Also, as part of recent initiatives focused
on developing smart grids, companies such as Omicron [4] offer
distributed control systems that enable interoperation among trans-
mission towers based on the IEC standard protocol set [3]. Such in-
teractions and interoperations can be defined as a workflow whose
decomposed tasks can be deployed among the collaborating part-
ners in a decentralized and event-driven runtime framework [26,
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Figure 1: A sketch of a distributed workflow example from a

global electronics manufacturing company.

48, 34, 40, 49]. In general, the distributed interaction in a collab-
orative application is referred to as distributed workflow or service

choreography [36].
Much research has focused on the development of distributed

workflow concepts, including, but not limited to, standardization of
the languages for describing interactions such as WS-CDL [43] and
for the coordination of interactions such as WS-Coordination [44];
approaches for verification of workflow specifications [14, 18, 21,
29, 39, 11]; entire runtime frameworks [26, 48, 34, 40, 49]; and
reliable decomposition techniques [15, 10, 33, 23].

However, related approaches lack insight into the issues involved
in the reliable and efficient management of distributed and event-
driven workflows, even though the management of these workflows
is imperative for a number of reasons. For example, the timely
and safe runtime control over workflows such as pause and resume
is necessary for immediate handling of any anomalous situations.
Discovery of the workflow status is also a critical feature for admin-
istrators to check the conformance of the workflow to its specifica-
tion. While most commercially available centralized workflow pro-
cessing systems [2, 5, 6, 9] support administrative functions, dis-
tributed workflow processing systems often lack equivalent func-
tionality.

The management of distributed workflows is challenging in many
respects. First, distributed workflows can typically scale to hun-
dreds of collaborating partners and thousands of concurrent in-
stances, which may generate large management workloads. Hence,
management clients may have to issue thousands of status update



inquiries for the purpose of proactively monitoring for failures.
Second, the management workload can dynamically change over
time and space. For example, in a smart grid, a sudden spike in the
power usage may trigger events that are sent to the back-up power
generators to produce additional energy. These events will result in
a temporary increase in the management workload. Third, interfer-
ence can occur amongst concurrent management operations which
may result in costly damages. Suppose, two management opera-
tions of updating a variable associated with some running workflow
instance are issued from two different sources. Not processing the
operations in order, when they are planned to be executed in se-
quence, is a violation of the management logic. Lastly, manage-
ment operations on distributed workflows are sensitive to network
delays, as workflow tasks are dispersed across geographically re-
mote locations. The network delays, for example, can hamper the
timely discovery or the halting of an anomalous task.

A centralized management system is not sufficient to effectively
meet the aforementioned challenges. Centralized management sys-
tems have scaling limits when handling large-scale distributed work-
flows (like the ones shown in Figure 1). They are vulnerable due to
the single-point of failure they represent. Also, there can be cases
where a single centralized management entity is not desired at all.
For example, in a B2B scenario, delegating management functions
to one of the collaborating partners or an external provider, may
not be desirable for all interacting partners; rather a fully dencen-
tralized management approach, where each partner manages its part
of the workflow would be a desirable scenario. Even for the work-
flows within a single business domain, multiple distributed man-
agement entities are necessary, if autonomous and localized control
over the tasks at different remote locations is required.

In this paper, we introduce a novel distributed management sys-
tem that conforms to a set of administrative operations, known as
Interface-5, defined as part of the reference model suggested by
the Workflow Management Coalition [45]. We further extend the
semantics of Interface-5 to account for the concurrent nature of dis-
tributed workflows. That is, concurrent management operations can
interfere with each other and cause semantically conflicting behav-
ior [27]. For example, suppose there are two concurrent manage-
ment operations to be executed in order. One is to skip a halted
task and trigger the task following the halted task. The other suc-
ceeding management operation is to resume the halted task. If the
operation of resuming the halted task takes place before the skip
operation, then the two operations violate the management seman-
tics. In order to avoid this violation, the skip operation should not
be interfered with. We articulate this notion of interference in the
management context and devise techniques to prevent interference.
The techniques include basic in-order processing of management
requests and isolating a batch of management operations based on
scheduling constraints.

In addition, our distributed management system is built as part
of a management infrastructure consisting of agents that form an
elastic cluster, such that the agents can adaptively join or leave the
cluster to relieve or consolidate the management workload. Also,
the agents can flexibly relocate close to the remote task that requires
frequent management operations, so that overall response time of
management operations is kept minimal. These features are imple-
mented on top of a content-based publish/subscribe broker over-
lay [20] as an event-driven messaging substrate. The brokers in
this model decouple agents as publishers and subscribers in space
and time, thus showing that the publish/subscribe paradigm is well-
suited as a large-scale distributed workflow management system.

The rest of the paper is organized as follows: Section 2 reviews
the key management operations and explains the challenges behind

executing management operations; Section 3 presents the design of
the distributed architecture of the management systems and covers
implementation details; Section 4 evaluates the feasibility of our
approach based on key empirical results derived from our experi-
ment; Section 5 puts our work in the context of existing workflow
management systems and Section 6 concludes.

2. MANAGEMENT ACTIONS
This section reviews the primitive workflow management oper-

ations proposed by the Workflow Management Coalition specified
in Interface-5 [45]. Based on this specification, we introduce com-

posite operations that enable the isolated execution of concurrently
running primitive operations. We also review the use of the pub-
lish/subscribe paradigm for the execution of workflows. Finally,
we discuss various corner cases in the executing of management
operations specific to distributed workflows.

2.1 Primitive operations
The typical primitive management operations in Interface-5 [45]

are summarized in Table 2.1. The operations are applicable to par-
ticular runtime instances of an entire workflow, or to individual
tasks the workflow is comprised of.

Type Example

Workflow
supervision

Pause, resume, jump, skip an instance or individ-
ual tasks. Terminate a workflow or instance. As-
sign or update attributes in a workflow.

User
management

Establish, delete, suspend or amend privileges or
roles of users or workgroups.

Audit
management

Query, print, start new or delete an audit trail or
event log for monitoring purposes.

Resource
control

Set, unset or modify concurrency levels of an en-
tire workflow instance or its individual tasks. In-
terrogate resource control data such as counts,
thresholds, usage parameters.

Workflow
status function

Open & close a workflow or task query with op-
tionally set filter criteria.

Table 1: List of primitive management operations.

These primitive operations are executed based on the adminis-
trative needs. In order to understand how the primitive operations
should be executed in a distributed environment, we first review
how distributed workflows are processed in a publish/subscribe-
based execution systems.

2.2 Distributed Workflow Execution
Our primary focus is on NIÑOS, a publish/subscribe-based dis-

tributed workflow execution system that offers concurrent and au-
tonomous execution of tasks deployed across geographically dis-
tributed locations [26].

Figure 2 shows the distributed workflow execution architecture
where task agents (TA) are deployed to the PADRES [20] broker
network as both publishers and subscribers. A workflow is first
deployed by having TAs exchange advertisement and subscription
messages that are in the form of conjunctions over Boolean pred-
icates or composite subscriptions. Unlike subscriptions, also re-
ferred to as atomic subscriptions, a composite subscription is used
to correlate publications over time1. A composite subscription is

1A composite subscription is not related to a composite manage-
ment operation introduced above.
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Figure 2: Distributed workflow execution architecture [26].

Figure 3: A sample distributed workflow.

needed to express the dependency of a successor task on two or
more predecessor tasks, for example.

For example, suppose a sample sequential workflow with an iden-
tifier (ID) of "1" is given as shown in Figure 3. During the deploy-
ment phase, the TA for Task A advertises the following message.

[class, eq, TASK_STATUS],[workflow, eq, "1"], [taskName,
eq, "Task A"],[IID, isPresent],[status, isPresent] 2

The TA for Task B subscribes to the completion event (SUC-
CESS) of Task A by issuing the following subscription message.

[class, eq, TASK_STATUS],[workflow, eq, "1"], [taskName,
eq, "Task A"],[IID, isPresent], [status, eq, "SUCCESS"].

Once the deployment is completed, the workflow is ready for ex-
ecution. Workflows can be triggered from anywhere by publishing
messages subscribed to by the task in the workflow. For example,
the TA for Task A publishes the following message upon success-
ful completion of Task A.

[class, TASK_STATUS], [workflow, "1"], [taskName, "Task
A"], [IID, "1"], [status, "SUCCESS"].

Then, TaskAgent2, receives the publication and triggers the ex-
ecution of Task B.

2.3 Management mechanisms
Assuming the coordination of workflows according to the afore-

mentioned publish/subscribe-based coordination paradigm, we now
look into the mechanisms required for executing the primitive man-
agement operations listed above. The primitive operations can be
classified into three main categories: (1) Workflow modification,
(2) discovery and (3) variable update. The discovery operations
focus on monitoring the status of workflows, while the modifica-
tion operations manipulate the workflow and its attributes at run-
time. Variable update operations assist users in modifying the data
associated with workflows. We select representative operations

2eq is the equal operator on string attributes. The complete
description of the PADRES publish/subscribe syntax is available in
http://www.msrg.utoronto.ca/projects/padres/
docs/dev\_guide.

from each category and explain how they are realized in the pub-
lish/subscribe system and how they work around corner cases that
arise in an event-driven and distributed environment.

2.3.1 Modification operation: Pause/resume

To pause a particular running instance of a workflow, issuing a
message to unadvertise/unsubscribe the completion event for the
instance comes to mind. But, note that, during the deployment
phase, the TAs do not advertise/subscribe to the value of an instance
identifier (IID) of a workflow. The TAs, instead, advertise/subscribe
to all IIDs of a workflow by specifying the following predicate,
[IID,isPresent]. This is to avoid the re-deployment of the tasks
when a new instance is triggered.

Therefore, a two-phase execution of the pause operation can be
considered. First TAs unadvertise/unsubscribe to the events pro-
duced by the workflow, W . Then, TAs re-advertise/re-subscribe to
exclude the instance that should be paused by using the not equal
operator (neq) in the predicate such as, [IID,neq,<instance ID>].
However, during the first phase, instances other than <instance
ID> are going to be disrupted as unadvertisement/unsubscription
cause the completion events to be dropped, unless the TAs are syn-
chronized amongst themselves through some coordination mech-
anism. Even given that coordination would be enforced, the ap-
proach of removing and reissuing advertisement and subscription
messages is still not desirable, since the unadvertisement and un-
subscriptions messages have to traverse through the network, and it
can be expensive to delete and insert advertisements and subscrip-
tions at the brokers on which TAs run.

A simpler and more cost-effective approach is to apply the pause
mechanism on the broker event queues, as shown in Figure 4. Af-
ter the pause request is received, each TA holds any events with the
ID of the instance that has to be paused on a separate wait queue.
A resume operation is symmetric to the pause operation such that
TAs flush the wait queue that contains the paused events upon re-
ceiving the resume request. An unintended outcome can occur due

Figure 4: Execution of pause/resume operations.

to propagation delays. For example, given the sample workflow in
Figure 3, assume that a pause operation of an instance at Task B.
This command can fail, if the instance completes execution before
the pause command actually reaches the TA running Task B. A few
ways to solve this problem include: (1) Querying the status of the
workflow just before pausing; (2) pausing a more distant task which
has a lower chance of completing before the command reaches
it. For instance, Task C can be paused instead of Task B, when
Task A is currently being executed; (3) broadcasting the pause op-
eration to all the TAs responsible for that instance or workflow and
performing that operation at the earliest possible opportunity.

2.3.2 Modification operation: Skip

A running instance of a workflow, can skip over a task. For ex-
ample, in Figure 5, Task B is to be skipped and then Task C is to
be triggered instead upon the completion of Task A. The skip oper-



ation is performed as follows: (1) the TA for Task B halts the task
of instance I by simply ignoring the completion event of instance I

from the TA for Task A; (2) the TA for Task A newly advertises a
completion event for instance I; (3) the TA for Task C subscribes
to the event the TA for Task A publishes.

Note that the TA for Task B is still subscribed for the comple-
tion event coming from the TA for Task A. Thus, the events keep
getting delivered unnecessarily to the TA for Task B, which may
generate unnecessary messages. In order to prevent this, the TA for
Task B, can unsubscribe to the completion events from the TA for
Task A, and then re-subscribe to the completion events from the
instances of the workflow W except the instance I using the not
equal operation in the predicate as introduced in the previous sec-
tion. This entails the risk of dropping the messages for instances
other than I . To prevent the message drops, the TA for Task A
must hold the completion events during the preparation of the skip
operation. The overhead of the synchronization in this case is ac-
ceptable as the synchronization is applicable only to the TAs for the
to-be-skipped (Task B) and skipping (Task A) tasks.

Figure 5: Execution of skip operations

2.3.3 Discovery

Each TA is responsible for the information regarding the in-
stances it is currently executing or pausing. Information about com-
pleted instances are handled by the TA responsible for the final task
of the workflow. Alternatively, a logically centralized service could
be used to store and deliver all this information.

Discovery operations do not create concurrency issues with other
management operations. However, there is a possibility that queries
relating to concurrently executing workflow instances are ignored
in the de-centralized case. Revisit the sample workflow in Figure 3,
assume that Task A has completed and execution transitions to
Task B for instance x. During this transition time, suppose a query
for concurrently executing instances is issued to all TAs. While, ex-
ecution transitions, both the TA for Task A and the TA for Task B
do not include instance x in the query response. This is because,
from the perspective of both TAs during the transition time, there
is no concurrently executing task for the queried instance (instance
x). To handle this concurrency problem, the TAs keep ownership
of task instances until the succeeding TA takes ownership upon re-
ceipt of the trigger message.

2.3.4 Variable updates

This class of operations can support accessing or modifying vari-
ables and attributes associated with workflow instances and entire
workflows. For example, user management operations and certain
resource control operations such as set, unset, and modify of con-
currency levels can be performed through variable updates. This

class of operations is discussed in detail by Li et al. in the context
of the NIÑOS architecture [26].

2.4 Composite Operations
So far, we have looked into the mechanism for the execution of

primitive operations. Primitive operations are issued by multiple
management clients concurrently. For example, suppose two man-
agement clients (Client 1 and Client 2) issue operations on a work-
flow instance (I=1), as shown in Figure 6(a). The operations can be
interleaved depending on the order in which they are requested.
However, this can be unsafe as the operations may semantically
conflict with each other. Suppose one client issues "pause instance

- amend privilege of a user - resume instance" operations, while an-
other client issues "fetch instance status - resume" that are executed
between the "pause instance" and "amend privilege" operations. In
such a case the user whose privilege was supposed to be amended
can continue to execute a task of the workflow instance without
properly updated privileges. To prevent such interference amongst
multiple clients, we introduce composite operations in this section.

The management client may want a sequence of primitive op-
erations on a set of instances to be executed as a batch, such that
the batch does not interfere with operations issued by other man-
agement clients. We refer to a batch of primitive operations as a
composite operation. The interference is more precisely defined in
Definition 1.

Definition 1. A primitive or composite management operation
that is applied to a set of instances I1, interferes with another man-
agement operation that is applied to a set of instance I2, if I1∩I2 �=
φ.

(a) (b) (c)

Figure 6: Example of isolation through composite operations.

Figure 6 illustrates isolation of concurrent management opera-
tions through the enforcement of composite operations. In Fig-
ure 6(a), suppose each client issues three management operations
on the same workflow instance (I=1). In order to avoid that op-
erations from the two clients interleave, the operations issued by
Client 2 are blocked until all operations by Client 1 are completed.
The operations by Client 1 are executed in a batch and they are not
interfered with the operations of Client 2. Note that, as Definition 1
specifies, the composite operations can be applied across many in-
stances as well. In such a case, if the set of instances intersects
between two management operations, one of the management op-
erations has to be blocked. For example, as shown in Figure 6(b),
Client 2 is blocked, because Client 2 has two management oper-



Figure 7: Architecture of the management cluster of OAs man-

aged by an OAM.

ations (id=1 and id=3) on the workflow instance, I=1, which can
intersect with the management operations of Client 1 (id=4, id=5
and id=6). However, if there is no set of instances that intersect
between two management operations, then the two management
operations can run fully concurrently. For instance, as shown in
Figure 6(c), Client 1 and Client 2 issue management operations
that do not overlap on a set of instances, therefore there is no con-
cern for a conflict.

Composite operations trade off degraded concurrency for a conflict-
free execution of management operations through isolation. A com-
posite operation is similar in spirit to a transaction. However, at
least for now, our composite operations do not support atomicity,
consistency and durability, which is subject to future work.

In the following section, we discuss the distributed architecture
of the management infrastructure.

3. MANAGEMENT INFRASTRUCTURE
In the previous section, we presented the mechanism of execut-

ing management operations over distributed workflows. A cen-
tralized management entity could interact with the TAs to issue
management requests. However, a centralized approach may not
scale and suffer from a single-point failure. Instead, we develop an
event-driven and distributed management infrastructure where the
management agents flexibly join, leave and move in an on-demand
fashion.

3.1 Architecture
Our management infrastructure is built on top of the publish/subscribe-

based workflow execution system described in Section 2.2. The
management infrastructure consists of three main entities: Opera-
tion agents (OA), operation agent managers (OAM) and manage-
ment clients (MC). The OA is responsible for dispatching manage-
ment requests directly to the TAs (task agents). OAs form an elastic
cluster managed by the OAM that distributes management requests
from the MC amongst the available OAs. By default an OA cluster
is provisioned for a single workflow, and the OAM keeps the map-
ping between the OA cluster and the associated workflows. OAs
can also be clustered flexibly by the type of operation they perform.
There can be multiple OAM-OA clusters in the entire system. Fig-
ure 7 shows the interactions among the different entities in more de-
tail. The underlying communication substrate is the PADRES pub-
lish/subscribe system that allows all entities to be loosely-coupled

and benefit from location transparency [20]. The detailed specifi-
cation of the publish/subscribe messages that are exchanged among
the entities are available in the online appendix [22].

3.2 Scheduling of management operations
We provide the mechanism of processing the management re-

quest made concurrently by the MCs.
Primitive operations: Here, we explain how the primitive oper-

ations are scheduled. First, upon receipt of the management request
for a particular instance I from some MC, the OAM checks if any
previously issued management operation on I is still running by
checking the list of running instances (Running) and pending op-
erations (Pending) that are kept by the OAM. If there is already a
management operation running or pending for I , then the current
management operation is enqueued in the Conflicting queue (Algo-
rithm 1:1-2), otherwise, the management operation is assigned to
an OA that is available (Algorithm 1:5).

Algorithm 1: dispatch(op)

if runningList contains op.instanceID || pendingQueue1

contains op.instanceID then

conflictQueue.enqueue(op);2

else3

if an OA is available then4

runningList.add (op.instanceID);5

else6

pendingQueue.enueue(op);7

Algorithm 2: fetchNextOp

for op ∈ conflictQueue do1

if ¬ (pendingQueue contains op.instanceID || runningList2

contains op.instanceID) then

if op is first for instanceID then3

conflictQueue.dequeue(op);4

pendingQueue.enqueue(op);5

opPending = pendingQueue.dequeue;6

runningList.add(opPending.instanceID);7

If there are no OAs available, a management operation will be
put in the Pending queue as long as the operation does not conflict
with the operation currently running or pending (Algorithm 1:7).

When, an OA becomes available the OAM first scans through
the Conflicting queue to identify the first operation of any instance
that does not conflict with the operations pending or running. The
operation that does not conflict with any existing operations are
enqueued in the Pending queue. Then, the OAM dequeues an op-
eration from the Pending queue and assigns it to an available OA.
The OAM fetches the earliest operation from either the Pending or
Conflicting queue (Algorithm 2). This scheduling mechanism sat-
isfies the following property.

Property 1. Cross-client ordering of concurrent operations on

an instance: Suppose a pair of management operations, m0 and
m1, for a given instance I are issued by two different clients. If the
operations are received by an OAM, where m0 is received before
m1, then the OAM must block m1 until m0 completes its execu-
tion.

Property 1 ensures that an operation on a particular instance is
mutually and exclusively executed by a single OA in order to pre-



vent out-of-order processing of concurrent operations through par-
allel OAs. An OA has time-outs on each operation to prevent in-
finite waits and consequently suffer from deadlocks. However, a
high degree of concurrency can still be achieved if operations on
different instances are issued concurrently.

Note that not all management operations have to be scheduled to
be executed by an OA. For example, concurrent queries for work-
flow state, i.e., discovery requests, do not have to be synchronized.
Also, concurrency among variable update requests is already han-
dled through the use of variable agents in NIÑOS[26]. For data
stored in attached historic data stores (i.e., databases), databases
themselves provide concurrency solutions which can be leveraged
by a TA. Hence, an MC can contact variable agents, TAs or database
service agents directly for these management operations. However,
even these operations can be a part of composite operations which
have to be scheduled through the OAM as explained in the follow-
ing section.

If the same operation repeats itself either in the Pending queue
or Running list, then only one of these operations will be executed
to eliminate duplicates3. For example, if two management clients
send commands to turn on the same device simultaneously, then
only one of these commands is executed.

Composite operations: In case a batch of operations on multi-
ple instances has to be executed without interruption, a composite
operation can be used as explained in Section 2.4. Scheduling of
composite operations is as follows. All primitive operations in a
composite operation are issued by an MC in sequence. Each oper-
ation in the sequence is tagged with a composite operation ID. The
operation is executed one at a time based on the availability of the
OAs, while the other operations are put in the Pending queue. Once
the last operation in the composite operation completes, the com-
posite operation ID is removed from the Running list. Any other
primitive or composite operations issued by other MCs are put in
the Conflicting queue if they conflict with the previously submit-
ted composite operations. Otherwise, they are put in the Pending

queue. This scheduling mechanism for the composite operations
satisfies the following property.

Property 2.Per client and per instance set isolation: Let a com-
posite operation, m0, in the sequence of primitive operations, p0,
p1, . . . , pi, executed on a set of instances, I0, of a workflow, then
any primitive or composite operations on I1 following p0, such that
I0 ∩ I1 �= φ, is blocked until m0 completes its execution. Each
primitive operation in the composite operation also executes se-
quentially.

Property 2 ensures isolation and operation ordering of a compos-
ite operation by locking the instance set, I0 ∪ I1. This degrades the
level of concurrency.

A stronger isolation level applies for the case when the compos-
ite operation consists of a sequence of primitive operations on the
set of instances across different workflows as stated in Property 3.

Property 3.Per client and cross workflow isolation: Let a com-
posite operation, m0, in the sequence of primitive operations, p0,
p1, . . . , pi, execute on a set of different workflows, W0, then any
primitive or composite operation on W1 following p0, such that
W0 ∩ W1 �= φ, is blocked until m0 completes its execution. Each
primitive operation in the composite operation also executes se-
quentially.

3This only applies to modification and composite operations.

Property 3 can be easily supported by having a single OAM han-
dle multiple workflows. However, provisioning a single OAM for
all the workflows in the system limits the scalability of the man-
agement infrastructure. Thus, multiple OAMs can be assigned to a
subset of the workflows, and the OAMs can coordinate themselves
to enforce isolation.

3.3 Deployment and dynamic migration
The communication channels among OAM, OAs and TAs are

set at deployment time by using subscriptions and advertisements.
Each TA subscribes to management operation command messages
from OAs, and advertises management operation command response
messages to the OAs.

On the other hand, OAs subscribe to management operation com-
mand response messages and advertise management operation com-
mand messages. The status attribute in the corresponding subscrip-
tion or advertisement has three possible values: completed, paused

and in progress. OAs and OAM exchange subscriptions and ad-
vertisements, via the OpControlLogic message class to set up the
management control logic [22].

One of the challenges in building a distributed management in-
frastructure mentioned in Section 1 is caused by network delays in-
herent to the distributed character of the architecture. The response
time of management operations can be sensitive to the location
of the OAs that interact with the TAs. To address this challenge,
we deploy the OAs and the OAM in a location on the underlying
publish/subscribe-based messaging systems where the average dis-
tance between the OAM and the TAs is minimal. Given n TAs, the
average distance between OAM and TAs is formulated as follows:

∑n

i
(d(OAM, TAi) + d(OAj , OAM))

n
, (3.1)

where d(x,y) denotes the distance between x, y measured in mes-
sage substrate overlay hop counts. Alternatively, other metrics could
be used. OAs can be initially co-located with the OAM or placed
in adjacent locations. This is a static approach that cannot account
for the dynamic management workloads that can be skewed to-
wards particular TAs over some period. To address varying work-
loads over time, OAM and OAs can be dynamically migrated to-
wards the TAs that experience heavy traffic, so that overall latency
in executing the management operations can be further reduced.
Dynamic migration is based on the metric in Equation 3.2 which
adapts Equation 3.1 to include the workload information:

∑n,m

i,j
(w × d(TAi, OAj) + d(OAj , OAM))

n
, (3.2)

where w is the workload of TAi that is measured as the number
of management operations that are executed. The OAM maintains
this information which is made available at deployment time. At
deployment time, not only OAMs but also OAs are migrated to
the new location through the movement protocol developed by Hu
et al. [24]. The static approach in Equation 3.1 assumes that the
workload is uniform, thus w is 1. The transactional concerns of the
message delivery during the movement are atomicity, consistency,
and isolation properties which are supported through the movement
protocol. Hu et al. empirically proved the scalability of the proto-
col as it yielded constant average movement latency under 5 sec-
onds in terms of topology size and the number of clients to move.
Therefore, the movement protocol can be used to enforce service
level agreement (SLA) [32]. In Section 4, we show the benefit of
the dynamic migration in the management infrastructure.



3.4 Elastic management cluster
We assume that a pool of resources in form of a cloud, for exam-

ple, is available throughout the enterprise network, which allows
our management infrastructure to flexibly allocate OAs to handle
high loads, or consolidate load during periods of low utilization
of the existing OAs. A feedback loop is built to the OAM that
monitors the queue length and determines the need for changing
the management capacity through allocation or consolidation. We
reassert the need of the publish/subscribe substrate, since dynami-
cally joining OAs can seamlessly integrate themselves to the man-
agement cluster by simply issuing the set of advertisements and
subscriptions to talk to the OAM whose location is transparent to
the OAs.

4. EVALUATION
This section presents the experimental evaluation of our manage-

ment infrastructure and the management mechanisms itself. The
management infrastructure has been implemented on top of the
open source PADRES4 content-based publish/subscribe system. The
management infrastructure was evaluated on a Dell PowerEdge 2900
with two quad-core 3.00 GHz processors and 16GB of RAM.

An acyclic and connected publish/subscribe broker overlay was
constructed to enable asynchronous communication among the man-
agement entities. Five TAs were deployed to the overlay to process
sequential workflow instances. Up to 12 OAs were utilized in a
dynamically growing and shrinking management cluster managed
by a single OAM. Management operations were issued at varying
frequencies as high as 10 messages per second.

Given this evaluation setting, we conducted the following exper-
iments: we profiled the performance of modification and discovery
operations to assess the overhead of the management cluster; we
analyzed the effect of an elastic management cluster; we observed
the performance trade-off between isolation and concurrency by
varying the number of conflicts in the management workload; and
finally we demonstrated the effects of dynamic migration and an
elastic management cluster.

4.1 Execution latency of primitive operations
This experiment evaluates the latency of executing two types of

primitive operations: Workflow modification and discovery. The
average, minimum and maximum execution latencies were mea-
sured by an MC that first initiates the management operations. The
number of OAs was fixed at 5; all of which were managed by a
single OAM. As shown in Figure 8, the management cluster was
deployed to a overlay of PADRES brokers (n1, n2 and n3). The
management cluster was placed on the location where the distance
(Formula 3.1) between the OAM and each of the 5 TAs was con-
stant, so that the effect of the network delay is controlled. Man-
agement operations were issued at a rate of at most 2 messages
per second to emulate the actions of a human administrator. As
shown in Figure 9, on average, a workflow modification operation
such as pause, resume and skip took approximately 60 ms, while
a discovery operation took approximately 10 ms. The 50 ms ex-
ecution latency gap between the two different types of operations
represents the overhead of the management cluster, since modifica-
tion operations are processed through a management cluster of an
OAM and OAs, while discovery operations directly communicate
with the TAs as explained in Section 2. The execution latency for
both categories of management operations remained constant dur-
ing the experiment. This is because the management cluster was
not saturated due to sufficient capacity (5 OAs). The elasticity of

4Available for download at http://padres.msrg.org.

our management cluster to handle overloads is demonstrated in the
following experiment.

We also observe that the execution latency for any type of man-
agement operation can increase, if the TAs are overloaded. For ex-
ample, if a TA is involved in a workflow that goes through frequent
iterations, then, the TA may not promptly respond to the request
from the management cluster or MCs. As optimization, manage-
ment operations can be processed at a higher priority at the pub-
lish/subscribe brokers, so that more critical management operations
can be delivered to the TAs more quickly.

Figure 8: The topology for evaluating execution latency of

primitive operations.

4.2 Effect of elastic management cluster
The effectiveness of a management cluster is measured by two

parameters: The execution latency and the overhead of running
the cluster. A more effective approach has both lower latency and
lower overhead when faced with varying workloads. Execution la-
tency is measured for different frequencies of incoming requests
by using the management client (MC). The amount of resources
used is measured by the size of the cluster, more specifically, by
the number of OAs present in the management cluster. To evalu-
ate both parameters, we compared two different clusters: one with
an elastic cluster and the other with a fixed number (4) of OAs.
The other settings were the same as in Section 4.1. As shown in
Figure 10, the MC constantly tried to saturate the OAM with mod-
ification requests at increasing frequencies. This in turn increased
the queue lengths within the OAM. So, the OAM grew the manage-
ment cluster (by adding an OA) and kept the response time nearly
constant. For any given management request frequency, the elastic
management cluster had a better average execution latency of 45
ms when compared to 60 ms of the static management cluster (as
observed in Figure 9). The MC sent a batch of 20 requests for ev-
ery frequency. The duration represents the time interval in which
all the requests of a given batch were completed.

4.3 Trade-off between isolation and concur-
rency

To evaluate the trade-off between isolation and concurrency, a
key scheduling constraint, the number of conflicts to resolve, was
modified while keeping the number of management requests per
second constant. Given the same setting as the experiment in Sec-
tion 4.1, the MC increased concurrency by issuing modification re-
quests to more workflow instances so that the chance of interfer-
ence, as defined in Definition 1, was reduced.

Figure 11 shows a sharp drop in execution latency at a concur-
rency level of 2. After which there is a gradual decrease from 58 ms
at concurrency level 2 to 50 ms at concurrency level 10. The ben-
efit of increased concurrency is reduced because the parallelism is
bounded by the fixed number of OAs in the cluster, and each OA
can process only one management request at a time. To let the man-
agement infrastructure scale and exhibit higher speedup, we have
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Figure 10: The effect of an elastic management cluster.

already demonstrated the growing and shrinking of the manage-
ment cluster in Section 4.2.

4.4 Effect of dynamic migration
To highlight the benefit of dynamic migration, we moved the

management entities along a flat publish/subscribe broker overlay
to systematically vary the average distance from the OAM to TAs,
as shown in Figure 12. OAs and OAM are connected to an edge
broker (e.g., n19, n20). The locations of MC and TAs are fixed.
When the load is uniformly random, (i.e., w = 1 in Equation 3.2),
n9 would be the optimal location for all OAs and the OAM.

Two comparison runs for randomized requests with varying fre-
quency were performed and their execution latencies were mea-
sured. One of the two runs had a random placement of the manage-
ment cluster. This was emulated by using uniformly randomized
delays (between 20 ms to 70 ms) in each OA and OAM. This was
to emulate their offset from the optimal deployment position. In the
other run, the cluster had dynamic migration and the entire cluster
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Figure 11: The effect of isolation on performance.

Figure 12: The dynamic migration experiment setting.

was attached to broker n9, so there were no additional emulated
delays.

In Figure 13, when dynamic migration feature was enabled the
execution latency was approximately 10 times lower than the exe-
cution latency with random deployment.

5. RELATED WORK
In this section, we put our work in the context of workflow man-

agement systems, distributed workflow processing systems, and
management system from other domains that adopt publish/subscribe-
style processing.

Workflow management systems: Notable commercial work-
flow management systems are IBM WebSphere MQ Workflow [2],
Oracle Business Process Management [5], Sage ERP X3 [6], Syman-
tec Workflow [9] and SAP Netweaver [7]. These products offer
process change functions and real-time monitoring/analysis of pro-
cess instances. The management is done in a centralized fash-
ion and does not support distributed management and execution of
workflows.

Event-driven monitoring approaches for the distributed Web ser-
vices are found in [47, 28, 25, 38]. These approaches express
policies and requirements in the event calculus, so that inconsistent
events can be detected. For assessing performance interference,
Taiani et al. provide a black-box approach for profiling concurrent
and composite applications on grid [41]. These systems are focused
mostly on discovery and monitoring features. Our approach goes
beyond supporting discovery and monitoring operations; we aim
at supporting the full pallet of workflow execution management,
especially targeting distributed workflows.

Several existing management systems focus on ensuring isola-
tion and consistency for transactional Web services in a workflow.
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Choi et al. developed a management system that detects and fixes
inconsistent states in loosely coupled Web services [17]. Paul et

al. [35] and Puustjarvi et al. [37] focus on ensuring isolation
properties in Web service transactions while maintaining accept-
able levels of service and a high degree of concurrency. Alrifai
et al. [13] introduce an extension to the Web service transaction
protocol to ensure consistency of data when independent business
transactions access data concurrently under relaxed transactional
properties. These approaches focus on the reliable execution of
transactional Web services, which is an orthogonal concern to the
problem we address. In this paper, we focus on enabling differ-
ent levels of isolation for executing concurrent management opera-
tions.

Distributed workflow processing systems: Distributed work-
flow processing has been studied to address scalability, fault re-
silience, and enterprise-wide workflow management [12, 46, 31].
Alonso et al. present a detailed design of a distributed workflow
management system [12]. Muth et al. [31] describe a behavior pre-
serving transformation of a centralized activity chart, representing a
workflow, into an equivalent partitioned one. The transformation is
realized in the MENTOR system [46]. The objective of this work is
to enable the parallel execution of the partitioned flow, while mini-
mizing synchronization messages, and to analytically prove certain
properties of the partitioned flow [31]. Another parallelization ap-
proach is based on control flow and data flow analysis that are used
to parallelize the business process so that the highest possible con-
currency can be achieved [33]. Casati et al. present an approach to
integrate an existing business processes into a larger workflow [16].
They defined event points in business processes where events can
be received or sent using a centralized publish/subscribe model.
The interaction of existing business processes is synchronized by
event communication. These approaches focus on the processing a
workflow according to a specification in a distributed environment;
they often runtime re-configuration and control capabilities.

Li et al. [26] propose a workflow processing approach operat-
ing in a distributed environment, which partially addresses runtime
management. In [26], activities in a business process are decoupled
and are executed by activity agents, which are publish/subscribe
clients, and the communication between agents is performed in
a content-based publish/subscribe broker overlay network. Basic
workflow supervisory functions such as pause and resume are sup-
ported, but at a coarse-grained level, i.e., pausing or resuming entire
activity agents. In this work, we extended the management capa-

bility in [26] to support a much more finer-grained level of control
over individual tasks and workflow instances, also operating across
different workflows.

Publish/Subscribe-based management systems: There is a proven
track record for the successful adoption of publish/subscribe sys-
tems in supporting distributed applications with monitoring and
control capabilities. Mukherjee et al., for example, used a pub-
lish/subscribe system to monitor and detect intrusions [30]. Tock
et al. built a stock-market monitoring system [42]. Fawcett et al.
employed publish/subscribe to detect changes to a business activ-
ity [19]. For the distributed orchestration of interoperable electric
devices, IEC 61850 specifies protocols such as the Generic Sub-
station Event (GSE), which are used for real-time transfer of event
data [3]. GSE is a publish/subscribe-based communication plat-
form adopted by companies such as ABB and Siemens [1, 8]. The
event-driven monitoring and control by means of a publish/subscribe
system in the above listed approaches enables the asynchronous
and scalable management of applications, properties directly founded
in the publish/subscribe-based realizations.

6. CONCLUSIONS
We presented and evaluated an approach for the fine-grained

management of event-driven and distributed workflows. Our ap-
proach employs a publish/subscribe messaging substrate that sup-
ports location transparency and asynchronous communication among
all management entities and task agents. The management entities
can flexibly join or leave the management infrastructure depending
on the management workload. In addition, management entities
can migrate to locations to reduce overall latency of management
operations.

The experimental evaluation shows that our distributed and event-
driven approach scales and maintains constant execution latency
for varying management workloads. Also, the average execution
latency was reduced by 25% using our elastic management cluster
approach. The execution latency with dynamic migration enabled
was substantially lower than without migration.
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