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ABSTRACT

A new publish/subscribe capability is presented: the tgttidi pre-
dict the likelihood that a subscription will be matched at somiafpo
in the future. Knowing that some phenomenon of interest @iab
to take place, applications can take proactive steps tceptehe
situation from occurring altogether, or speculatively inegeact-
ing to the event even before it has transpired. A publisisistibe
matching algorithm is developed in which composite sulpsioms
consisting of temporal and logical operators are efficiergpre-
sented by a set of finite state machines and rules. The digorit
trains a Markov model to an application’s event workload] pre-
dicts the probability that a given subscription will matcithin a
window in the future event stream. Evaluations demonsttziée
the memory and processing costs of the algorithm scale wiil w
the number of subscriptions, and the prediction precissonigh,
especially when the workload characteristics do not chazgjelly.
Furthermore, a comparison with a hand-crafted Markov madel
ing real data traces shows that the algorithm consumes nessh |
memory and processing power, yet still delivers predicpoeci-
sion that approaches that of the hand-crafted model. Thes-is
pecially impressive since the algorithms lack any of the diom
expertise embedded in the hand-crafted model.
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1. INTRODUCTION

A wide variety of scenarios require the detection, correlat
and aggregation of events. For example, a credit card fraud d
tection system may correlate users’ purchases to detersuisya-
cious usage patterns. Current event processing enginepuind
lish/subscribe systems support the real-time detectisuc com-
plex patterns [1, 3,5, 7,14, 15, 19]. In many applicatiorsyéver,
it is too late to raise an alert of a malicious activity aftehas
occurred. What is needed is a waypeedict the likelihood of a
given pattern matching at some point in the future. This pape
poses a novel publish/subscribe matching algorithm thaipees
the probability that a subscription, or pattern, will mat@sed on
events observed in the past, application workload, andgbattb-
scription matches.

Many applications benefit from predictive subscription chat
ing capabilities. For example, in a network monitoring eys{8],

a particular pattern of login attempts and port scan oparatmay
not constitute a successful attgoér se but experience may indi-
cate that it is a precursor to an intrusion. The system may the
proactively block the intruder or take other defensive mess
Other scenarios that may exploit predictive matching idelalgo-
rithmic trading [13], business analytics and busineswyiggtinoni-
toring [8], and epidemic warning [22].

One approach to realize predictive capabilities is to dedite
ditional subscriptions whose match indicates some likelihthat
an activity is about to occur. For example, the increaseelssai
a cough medication followed by long hospital wait times migy s
nify an 80% probability of a flu outbreak. The problem withsthi
approach, however, is that defining these additional sigismts
and rules requires domain expertise, can be complex anccbme
suming, and may need to be revised as the workloads change.

The predictive publish/subscribe matching engine in thiggp,
on the other hand, is easy to use, and can predict when a gibscr
tion is about to be matched without requiring any domain eiige
or additional rules to be defined. The prediction is dynatftjica
tuned to the current application workload based on the fyigib
events. Furthermore, the user is able to control the quafithe
prediction, in terms of the number of false positives, byc#fyeng
the minimum prediction threshold and how far into the futtoe
look ahead. The predictive publish/subscribe capatsliiee im-
plemented in ouP-ToPSS prototype (the Predictive Toronto Pub-
lish/Subscribe System.)

This work complements probabilistic databases and evecepr
ssing approaches [4,6,17,22] that work with uncertain.datiaere-
as these systems are designed for scenarios where theggrécim
sion in the event stream and event values, this paper asshates
the events themselves are precise; the only uncertainty ikei
future event stream. This work also complements existingr pu



lish/subscribe research [1, 5, 7, 14, 17] that determinehiray
subscriptions based on published events, but can not pfetlice
matches based on events observed in the past.

This paper makes three main contributions:

1. A set of algorithms are developed to represent arbiyraril
complex subscriptions consisting of temporal and Boolean

Uncertain event management systemsin event processing
systems, events from the environment are correlated ance-agg
gated to form higher level events. Uncertainty in the evemay
be due to a variety of factors including imprecision in thesseg
of events or in the generation of events, and errors regultom
the propagation of events over unreliable communicati@nobls.

Wasserkruget al. [22] present an event processing engine that

operators. Temporal sub-expressions of a subscription are matches events enriched with degrees of uncertainty. Therun

matched by a finite state machine and Boolean sub-expres-

sions by a rule-based engine. This partitioning avoids the
state explosion of FSMs with Boolean expressions. As well,

tainty of events propagates through to the event matezihbs a re-
sult of a pattern matching, thus transmitting the uncetyaicross
the event causality chain. An algorithm based on a Bayes&n n

some common sub-expressions among a set of subscriptions,york and a more efficient approximation algorithm are depetb

are merged so as to reduce computation and memory costs.

. An efficient algorithm is proposed to predict matches &f su
scriptions. A Markov model is used to perform the predic-
tion, and the model is continually tuned to the application
workload. The algorithm can be configured to report only
those predictions above a given threshold and within a given
time in the future.

. A thorough quantitative evaluation of the costs of theoalg
rithms are conducted. The computation and memory con-
sumption scalability of the algorithms are presented, tied-q
ity of the predictions under a variety of situations is azaly,
and a comparison of the prediction engine to a hand-crafted
Markov model for a real-world scenario is made.

The paper continues with a comparisorPefoPSS to the liter-
ature in Sec2. P-ToPSS's subscription language and data model
are outlined in Se@ followed by a description of the subscription
data structures in Sed, and matching and prediction algorithms
in Sec.5. Sec.6 presents a detailed quantitative analysis of the
algorithms.

2. RELATED WORK

This paper complements ideas developed in probabilistabda
ses, event processing systems, and publish/subscritersy/¢hat
operate on uncertain data.

Probabilistic Database Probabilistic databases are currently an
active area of research. A probabilistic database is anrtaice
database in which the possible worlds have associated lgtieba
ties. Fuhr introduced a probabilistic relational algeloragpresent
imprecise attribute values and integrate vague queriestmbdse
systems [10]. While there are currently no commercial pbdlsa
tic database systems, several research prototypes egistliimng
Trio [4], Orion [20], MystiQ [6] and MayBMS [2].

Trio [4] is a database management system which integratas da
uncertainty of the data, and data lineage. Trio is based cexan
tended relational model. The ORION database system [2@)) is
uncertain database management system with built-in stuppor
probabilistic data as first class data types. In contrastterain-
certain databases, Orion supports both attribute and tupter-
tainty with arbitrary correlations. MystiQ [6] is a systehat uses
a probabilistic data model to find answers among large nusndfer
data sources exhibiting various kinds of imprecisions. &doer,
users sometimes want to ask complex, structurally richigseus-
ing query constructs typically found in SQL queries suchaiss;,
subqueries, existential/universal quantifiers, aggeegat group-
by queries. MayBMS [2] uses probabilistic versions of ctiodial
tables as the representation system, but in a form engithdere
admitting the efficient evaluation and automatic optimaatof
most operations of a language using robust and matureedati
database technology.

PEEX [18] manages ambiguous and unreliable events from RF-
ID tags by annotating events with a probability distribatan their
values. Evaluations show that the system improves recdheat
expense of precision.

The A-ToPSS system [16, 17], one of the first approaches to
model uncertainty in events as well as in subscriptionsipeg
events, supports the modelling of imprecision through yuzet
theory and possibility theory. Imprecisely given valued ancer-
tainty about the exact value are modelled with fuzzy setspmsdi-
bility distributions. A-ToPSS supports the matching of imprecise
events against imprecisely defined subscriptions.

Publish/Subscribe SystemsPublish/Subscribe systems are an
active area of research [1, 3,5,7, 14,15, 19, 23]. Subsangpex-
pressing subscribers’ interest in events are continualhfuated
against publications representing events. The approauieedis-
tinguished by the data formats they process and by the tigud
design. Common among the approaches is the determinatian of
match based on the publication processed. None of the agisa
predicts matches based on publications processed in the pas

Stevens [21] extends traditional publish/subscribe véthgoral
reasoning capabilities, allowing a user to specify coistsan the
time when events occurred, such as whether an event should oc
cur before or after another event. Events are stored in dasga
and temporal relationships are evaluated by querying fdcima
ing events in the database. The temporal operators usedsin th
paper, however, support more expressive contiguity andiewn
constraints. In addition, the algorithms in this paper dbraquire
storing or querying the history of all events in a databasstead
relying on state machines to capture the required tempelation-
ships among events. Moreover, the temporal reasoning waek d
not address the issue of predicting subscription matches.

Along the same lines, the PADRES system unifies access ttseven
in the past and future, allowing for complex correlationsoam
both historic and future events [12]. The system include®-al
rithms to optimize the retrieval and correlation of hetenogous
data streams, and supports multiple data partitioningrselezach
with its own tradeoffs. However, this paper again differaiitiz-
ing state machines to encode temporal constraints, andsigrié
icantly, provides the ability to predict matches beforeytbecur.

Unlike probabilistic databases and uncertain event psicgs
systems P-ToPSS assumes that the events are precise and have
no ambiguity. Instead, it is the future event stream thahlgiown
and the matching of a pattern at some point in the future dipied
with some probability.

3. P-TOPSS SYSTEM MODEL

In this section we describe the language and data model-under
lying theP-ToPSS publish/subscribe approach. The objectives are
to allow subscribers to express interests in complex ctastas
of events over event streams. Subscriber can join indiviekents
through Boolean operators and constrain interests vidgaixahd



Table 1: Event stream of login history

EID TIME STATUS P

€ 2007/02/14/12:38:10 denied 128.100.2.15
el 2007/02/14/12:42:10 denied 128.100.2.15
es 2007/02/14/12:42:10 denied 128.100.2.15
es 2007/02/14/12:43:28 success  128.100.2.15
es 2007/02/14/12:43:56 logoff 128.100.2.15
es 2007/02/14/12:45:28 success  128.100.5.10

implicit temporal conditions. The language is the basisdigo-
rithms to match subscriber interests and to predict matctgaults
from partially detected events.

3.1 Publication Data Model

Publications describe real-world events and are defineddst a
of attribute value pairse; = {(a1,v1), -, (@n,vn)}.

Unlike conventional publish/subscribe approachesPtiePSS
model developed in this paper operates over event streahesew
anevent streamF, is interpreted as an infinite sequence of events,
and each event represents an occurrence of interest atomaliesi
point in time. As is common in the publish/subscribe litarat
we are using the termaventandpublicationsynonymously. Each
event contains a field that records when it occurred. Evergs a
assumed to be processed in the order they occurred.

For example, Tablé shows the events logged by a typical op-
erating system monitoring facility. Whenever a login afpns
registered by the system, the event is recorded with a tanmgst

it adds an explicit temporal condition that requires the ahiatgy

events to occur in the specified time interval. .
In our intrusion detection scenario a possible intrusion ke
modelled by a composite subscription as follows:

IP =$x ASTATUS = denied
IP =$x ASTATUS = success

CSintrusion : S1;82;83Q(t(s3) — t(s1) < 5min); sa
csintrusion. defines an intrusion as at least three failed login at-
tempts within a 5 minute interval followed by one succeskfgin,
with intermittent events allowed before the successfuinagp-
tured byss. The variableg, in the IP predicate is used to represent
a join condition that all login attempts originate from trere IP
address. The functiot{s;) as part of the explicit temporal opera-
tor retrieves the time stamp of. ! The non-contiguous sequence

operator used allows for other events to occur in between.
A more general example:

S1,52,83 .
S4

s1,82: IP=8x ANSTATUS = denied

83,84 : IP =81z ANSTATUS = success

s5: IP=8x ANSTATUS = passwd

s¢: IP =%z NSTATUS = logoff
CScompromised = 515 ((52;83Q(t(s3) — t(s1) < d))V

(54,85)); s6
CScompromised d€fines an intrusion pattern bracketed by a failed
login attempt and a logoff action; in between these everitisere
there are at least one failed login followed by one succékxiin,
or one successful login followed by a password reset acfldnis
composite subscription illustrates the combination ohtlietporal

a status message, and the IP address from where the attempt waand Boolean operators.

made. We add an event ID, as a unique identifier for each event.

3.2 Subscription Language

A subscription expresses a subscriber’s interegirimitive sub-
scription is matched by a single event, whereasoaposite sub-
scriptionis matched by a set of events.

A primitive subscription is a conjunction of predicates;teared-
icate defining a constraint over an attribute= p1 Ap2 A--- A pg,
where thep; are Boolean predicates.

For example, a primitive subscription that monitors a fhltegin
from a specific computer is expressed asiied_iogin : (STATUS
= denied) N(IP = 128.100.2.15). Eventse; ande, would each
match primitive subscriptioRsaiied_iogin -

A composite subscription expresses interesmposite events
which represent constellations of events. More formalbgmpos-
ite subscription is an expression over primitive subsii that
are composed with temporal or Boolean operators. The teahpor
operators supported includentiguous sequendeenoted by “"),
non-contiguous sequengdenoted by “;"), andexplicit temporal
conditions (denoted by “@"). The Boolean operators supgubare
conjunctions (denoted by\") and disjunctions (denoted by*).

The contiguous sequence operatgt, fequires its operand sub-
scriptions to be matched by contiguous events in the evesdrst
We see this operator apply in scenarios where events, maybe d
to pre-filtering, are already channelled into certain cattieg from
which patterns are to be detected. The non-contiguous segue
operator, ¥, is similar, but allows other events to occur between
the events in the event stream matching the operand sutisusp
as long as the matched events occur in order. Since evertig in t
event stream occur in order and we assume no events occ at th
same time, there is an implicit temporal condition asseciatith
both “” and “;” operators. That is the time interval between the
events matching the operand subscriptions has to be gitbater
zero. One event cannot match two operands of the same cdmposi
subscription.  In contrast,@” is an explicit temporal operator;

3.3 The Matching and Prediction Problems

The matching problem solved B+ ToPSS is similar to the stan-
dard publish/subscribe matching proble@iven a set of compos-
ite subscriptionsC'S and an event strean¥;, find all cs € C'S
such that the events iR satisfycs that is satisfy the primitive sub-
scriptions incs as well as any temporal conditions and Boolean
operators.

For examplecsintrusion iS matched by the event sequence
e1, e2, es from Tablel.

Next, we describe the prediction problem solved™yoPSS.

At some time..w, events in the event stream may have matched
some of the primitive subscriptions registered with theeys A
composite subscription for which some of its primitive surijs
tions are matched is said to be ipartially matchedstate. This is
the case, for example, whem ands: in csintrusion are matched.

Our objective is to be able to predict that the probabilityub-s
scription, cs, will match is greater than a thresholl,, after pro-
cessing\V further events.

Say, based on past observations, we know that an intrusion oc
curred half of the time after the first failed login as% of the
time after two failed logins. Based on this, we conclude that
composite subscriptionsintrusion, 1S matched with a probability
of 0.5 after observing the first login failure and with a probalgilit
of 0.8 after the second failure.

That is given an event stream, we aim to calculate the prébabi
ity that a composite subscriptions, is matched some time in the
future given its current partial matching state. The clmgjeis to
efficiently calculate this conditional probability for aibmposite
subscriptions. Thus, the prediction problem is as follo@&zen a
set of composite subscription§,S, and an event stream, find all
partially matched composite subscriptions € C'S such that the
probability ofcs transitioning from a partial match to a full match,
after processingV events, is greater than the threshofd;.

L ater we sometimes writes, to refer to this time stamp.
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Figure 1: System architecture

4. SUBSCRIPTION PROCESSING

P-ToPSS performs four principal matching tasks. These are the
matching of primitive subscriptions, the matching of setpgeand
temporal operators, the matching of Boolean expressiodgrun
lying composite subscriptions, and the prediction of stiption
matches based on partial matching state evolving over tiang-

ure 1 shows the matching engine architecture and hints at the pro-

cessing flow of events through the system.

Before discussing the event processing flow in more detal, w
describe how composite subscriptions are decomposed pret re
sented in the system. A composite subscription is an express
tree. Intermediate tree nodes represent the operatorgafwddes
the expressions of the primitive subscriptions.

The Boolean expressions defining the composite subsariptio
are represented as Boolean trees and are managed Botte
ean Matching EngindBME) in the architecture. The temporal
sub-expressions of composite subscriptions are repessest fi-
nite state machines (FSM) and are managed bysthte Machine
Engine(SME). Individual primitive subscriptions, which are agth
leaves of the tree, are managed byAlbemic Subscription Matcher
(ASM). The decomposition of a composite subscription insdvs
and Boolean trees is described in S&&

Input events are first evaluated against all primitive stipgons
stored in the ASM. The resulting matches drive the statesitians
of the SME and the matching of the Boolean operators of compos
ite subscriptions in the BME. SME and BME produce three kinds
of outputs. The first kind are the fully matched compositesstip-
tions. The second kind are referred todesived eventsThese are
events that are fed back from the SME to the BME and from the
BME to the SME to trigger further state transitions and Baale
matches, respectively. The third kind are partial matclassed on
to thePrediction EngingPE).

Primitive subscription matching and Boolean expressiottra
ing have been extensively studied [5, 7, 9, 14] and will notltse
cussed further here. Here, we focus our discussion on tle alg
rithms underlying the State Machine Engine (SME), whictetev
ages FSMs [11] to process sequence operators. Subscretion
pressions are graphs that represent FSMs derived fromdbesee

Figure 2: FSMfor F, F, FQ(tn, — tn, < d), S

Table 2: Example instances for state machine in FigR.

Incoming event  Instance  Current state  Transition timesaies
Fattq i N, Ny atty
i No N, atty, No atts
Fatty i N1 N, atto
i N3 N,y atty, No atts, N3 atts
F atts ii No N atto, No atts
iii N1 N,y atts

operators. In the graph a node represents a state, and arepdge
sents a state transition labelled by a primitive subsaniptivhose
match triggers the transition. State transitions are éiigd by
events. Below, we describe the FSM construction and event pr
cessing algorithms for our composite subscription exjwass

4.1 Sequence Operators

Constructing an FSM and processing it for expressions ubimng
contiguous sequence operator is simple. It constitutesdiry
block for supporting the other operators. In our preseotative
assume the processing of one expression, deferring optiioizs
for the merging and joint processing of multiple FSMs to lelo

Given an expression with primitive subscriptiongs = s1, s2,

-, sk, the FSM hag + 1 states capturing the intermediate states
of matching the individual primitive subscriptionadl, is the initial
state (no matches)y; represents the state that matches Ny
represents the state that the previéus1 contiguous events match
s1, 82 -+ Sg—1, and the last statey},, represents the state that the
whole expression is matched. For each sfstewhere0 < i <
k — 1, we add a transition from stat¥; to state/V;;1 upon the
match of the primitive subscriptios 1.

During matching, the initial state is always checked forheaew
event to see whether a new partially matching instance df 8¢
must be initialized. If nothing matches the incoming evaiitcur-
rent FSM instances are simply discarded, exploiting the ety
that no intermittent events are permitted in matching thatigo-
ous sequence operator.

We treat the temporal condition defined yas an additional
predicate of the associated primitive subscription. Theesalgo-
rithm can be applied to build the FSM for expressions coirtgin
@ operators as for building the FSM for contiguous operators.

To support the explicit temporal operator in event processi
each state has an associated field that records the time ofasie
recent transition into the state. Furthermore, when a netaite
of a state machine is created, separate transition timesaire
tained for the states in each instance. These transitiogstiane
used when the time condition is evaluated to determine veinéth
take the transition.

Consider the example subscription and associated statemeac
in Figure2. This composite subscription is similar 8;ntrusion
from the earlier intrusion detection scenario, and exgess in-
terest in three failed login attempts, followed by one sestd at-
tempt with the additional constraint that the three faduoecur
within a time window of durationi. In the figure,F’ and S rep-
resent the primitive subscriptions that define a failed @csasful
login attempt, respectively. That is, we abstract in thesgngation
from the underlying primitive subscription matching, wéét and
S are the results of evaluating the primitive subscription.
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Figure 3: FSMfor F'; S1; F; S2@(ts, —ts, <T')

Continuing the example, suppose an event stream conta@s a s
quence of three failed login attempts occurring at time$-, and
ts. After the first failed login event is processed, a state rimach
instance is created that transitions from the initial sfé§eto state
N at timet;. Upon the second login event at timg the first
state machine instance transitions to sfsite and second instance
is created that transitions from the initial stateé\fp. After the third
login event at timé s, the first instance transitions to statg, the
second instance transitions to stafe and a third instance is cre-
ated that transitions from the initial state M. The information
about the instances as they are created is summarized ieZabl

At this point there would be three instances of the state mach
in Figure2. In one instance, the current stateNs, stateN, has
a transition time of,, and stateV; has a transition time af;; in
another instance, the current staté\is and stateV; has a transi-
tion time ofts; and in the last instance, the current stat&/iswith
a transition time of 3.

There are two differences when constructing an FSM for expre
sions with non-contiguous sequence operators. Firstesments
not contributing to matching an expression are allowed fwnc
the FSM must remain at the current state, even if the primgiwb-
scription that triggers the transition to the next stateoismatched.
Second, if the next primitive subscription is matched, wech®
take two transitions in order to track all matching posgiks. One
transition leads to the next state, the other transitiodddzack to
the state itself to allow future matches of the next prineitsub-
scription to trigger the transition to the next state.

To correctly support the explicit temporal operator “@’isinec-
essary to differentiate the transitions by which a state#hed.
Taking Figure3 as an example, there are three incoming links to
stateN,. From stateVy, there is a link to stat&/» upon the match
of S. This is the first time thalV, is reached upon a match, and we
call this link theprimary link. From stateN-, there are two links
back to itself. One is also triggered upon a matcly pand we call
this link the secondary link The selflink which is labelled byx,
is triggered for every event except those that cause a tiamsif
the primary or secondary links. Onpyimary andsecondarylinks
are triggered upon a match and the transition times assdoiéth
a state should be recorded on these two transitions forefuise
when evaluating relevant time conditions.

When both contiguous and non-contiguous sequence opgrator
are used in one composite subscription, the composite Sptisno
is decomposed into multiptermsseparated by the non-contiguous
sequence operators where each term contains only contiggesu
guence operators. First, a state machine is built for each te
and then transitions are added between the state machirres co
sponding to the terms, as detailed in AlgoritBuildStateMachine
In this algorithm, %” represents any input. Figuré shows an
example for a composite subscription composed of threesterm
(F,F,S), (F,S)and(F,S).

Complexity Analysis: In Algorithm BuildStateMachingthere
are two steps to build a state machine: first build the grapkdoh
term, then add transitions between terms. Consider a sptisor

Algorithm BuildStateMachings)
(* construct an FSM for a CS containing temporal operatdrs
1. Decomposes into n terms separated by non-contiguous se-
quence operatorses = T4;Ts;--- ;T,; where each term
T; = Si1, Si2,-- -, Sik, contains only contiguous sequence
operators
m=ki+ke+--+kn
Constructm + 1 statesNo = (), N1 = (s11),-+, Nmm =
($11, S12,° " 5 S1ky5 * " 5 Snl,Sn2, " ,Snk, ), Where each
state represents the partial match state of one more pramiti
subscription
for each stateéV; where(0 < i < m)
add an edge; 1 from N; to N; 11
for each terni; where(1 < i < n)
let N; = $Si1, 8i2,
add an edgeJ from N; to N
add an edge from N; to N;

wn

ki (= 85)

©CeNouIA

Term2: F,S

Terml F,F.S

' *'N

Figure 4: FSM for F, F, S1; F, S; F>Q(tp, —ts, <T),S

with m sequence operators of whiehare non-contiguous oper-
ators, thereby having + 1 terms andm states in total (exclud-
ing the initial state). Suppose the time to create a new &ate
and the time to add an edgetis When building the state ma-
chine for termT;, we need to creatg; states and ad#; edges.
Thus, the time to build a state machine for a terrtis+ t.) * k;.
In the second step, two additional edges are added at the term
boundary states, and so the second step takestime. There-
fore, the total time to build a state machine for a subsaipis
" (s 4 te) * ki + 2nte = m(ts +te) + 2nte. Sincen < m,
the time complexity to build a state machine is linear in thenber
of StatesTbuild_state_’rnachine = O(m)

4.2 Combining Boolean/Sequence Operators

A general composite subscription containing both sequande
Boolean operators is decomposed into a set of state macikes
Boolean machines. Boolean machines here are simply thexpr
sion trees that represent a Boolean expression. The deseghpo
state or Boolean machines are hierarchically organizediratiel
vidual machines are referred to parentor child machines based
on their relationships in the hierarchy. As well, the maehan the
root of this hierarchy is called thmastermachine.

As an example, the composite subscriptien= s1; ((s2, s3) A
(s4,55)); s6; (s7 V sg) can be represented by three state machines
and one Boolean machine as shown in Fighireln Figure 5(a),
the two state machines labelléd and.S, are child machines of
the S, Boolean machine, and the two Boolean machines are in turn
children of the master state machine in Fighie). The entire com-
posite subscription is matched when the master machinbesats
matched state.

Special trigger events are used to transition between atate
Boolean matching enginesn-trigger events are sent by a parent
machine to start a child machine, amat-triggerevents are sent by
a child machine to notify the parent of a match. Once a child ma
chine is triggered, it remains active in order to detect nmoagches.
Matches in the child machine generate derived events thatan-
sumed by the master machine. The child machine only teresgnat
when the master machine terminates, i.e., the whole comepmsgd-
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Figure 5: General composite subscription

scription is matched or times out.

For example, in Figur, when the master machine transitions to
state Ny, it sends an in-trigger to itS. child Boolean machine to
activate it to begin examining the event stream for matckirants.
Similarly, when theS, A S, sub-expression matches, thie Bool-
ean machine sends an out-trigger that causes the masteineszh
transition to stateVs.

4.3 Merging Multiple Graphs

When composite subscriptions share common sub-expression
portions of their respective state and Boolean machinebeaner-
ged. This saves memory and reduces the matching computason
merging Boolean expressions has been studied and is naidbe f
of this paper, we only describe state machine merging here.

Merging state machines should not affect the matching of the
associated subscriptions. Two stat®$,in cs; and Nz in ¢sz, can
be merged if they arequivalent that is, any timecs; arrives at
stateN1, cs» also arrives at stat®», and vice versa.

Definition: StatesV; and N, areequivalentf the following hold:
(1) The number of incoming transitions of; and N, are equal.
(2) Any incoming transitions arrive from equivalent stasesl are
triggered by the same set of events. Formally, for everysttiam

N’' = Ny, there exists a transitioN” = N», whereN’ and N/

are equivalent.

Notice that based on the above definition, the initial stafeke
generated state machines, which have no incoming transjtare
considered equivalent. These initial states can be usedrtortate
the recursive equivalent state condition.

Figure6 shows the result of merging three state machinges=
a;b,c, csa = a;b,d andess = a. StatesMy and M, are merged
states representing the partial matches for kethandcss. Note
that states\/; and M5 are not equivalent and cannot be merged,
even though both are triggered by evenbecause there is another
incoming transition (the edge) associated with staié; .

Complexity Analysis: Without merging, the time to build the
state machine for a composite subscription withprimitive sub-
scriptions andh non-contiguous operatorsis(ts + te) + 2nte,
for a total time of N[m(¢s + t.) + 2nt.] when there aréV sub-
scriptions. With the merging optimization, subscriptiovith com-
mon sub-expressions can share states. For a $étsnibscriptions
with a merging degree af,,,, meaningd.,, fraction of the states
are common, the total time to build the state machines deesday
N[m(ts + te) + 2nte] * dpm.

After merging, all the state machines can be considered @s on
large graph (perhaps with multiple connected componenitse

o

Figure 6: Merging multiple state machines

cs2

memory required to store the entire graph is the size of taphyr
which depends on the total number of statésand the total num-
ber of edged.. Therefore, the total space complexityd$\/+L).

5. EVENT PROCESSING

This section develops algorithms that use the state maghirnik
in Section4 to perform event matching and prediction.

5.1 Matching Algorithm

Composite subscriptions are represented as state andaBoole
machines, with each primitive subscription match trigggia tran-
sition. During matching, it is important to correctly maeathe
time information for each matched primitive subscriptiard&o
efficiently evaluate the associated time conditions. Tlseutision
below considers cases where the explicit temporal operafer-
ences states either within a single FSM or in multiple FSMs.

5.1.1 Time conditions within an FSM

Each time condition involves two primitive subscriptiong/e
refer to the earlier and later matched primitive subsaigias the
referencinganddependensubscriptions, respectively. In the state
machine, the states arrived at when these subscriptionshraas
called the referencing and dependent states. For exangle, f
time condition@(¢,, — ts,) < d between primitive subscriptions
s1 andss, s1 andss are the referencing and the dependent subscrip-
tions, respectively. During matching, all the primary asdandary
transitions into the referencing state are recorded sctlieatime
condition can be evaluated when the dependent state isagach

For each referencing state referred to by a time conditi@asy
sociate a time list’, (s;) that records when the state is reached (or
when the primitive subscription triggering the arrival bf¢ state
is matched). New entries will be inserted into the time listenw
aprimary transition or asecondarytransition is taken. Since each
state can be referred to by multiple time conditions and ¢iacé
entry may satisfy a different set of time conditions, we a&xe a
time compatibility sef.(s;) with each entry containing the set of
time conditions satisfied by this entry.

Figure7 shows an example of the data structures to support ex-
plicit temporal operators. There are three time conditionthe
example involving three subscriptions, sz, andss (and their as-
sociated stated’;, N2, and N3), so a time list is maintained for
each of these states.

Now suppose the incoming events match the subscriptions at
the times indicated in the timeline at the bottom of FigdreThe
first three times (where events matgl) are inserted into time list
T (s1) to record the times when events matched At time 4,
s2 is matched, but before moving to stae, time conditionT}
is evaluated based on the matching timesof(t,, = 4) and the
entries inT;, (s1). Only times2 and3 in the list satisfyl, so time
1 can be pruned frorff’, (s1). Time4 is then inserted intd, (s2)
and times2 and3 are inserted intd.(s1). Similarly, at time5,
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Figure 7: Data structure for subscription cs = s1;52@(ts, —
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s2 is matched again, timg is inserted intdl’;, (s2) and time3 is
inserted intdl.(s1). Attime 6, sz is matched yet again, but since
it does not satisfy the time conditidhi, based on the time entries
in T,,(s1), it is discarded. For the same reason, at times is
matched, but it is discarded because time condifipris not sat-
isfied. At time 8, subscriptioss is matched once more, and we
evaluate the associated time conditidisand73. This time, 15
is satisfied using2's matching time oft, andT5 is satisfied using
s1's matching time oB. Sinces;’s matching time o is no longer
referenced, it is pruned from tHE,, (s1) andT.(s1) lists. Simi-
larly time 5 is deleted fronil}, (s2). At this point, the time lists
and time compatibility lists will be updated as shown in tigaife.
According to these entries in the lists, we know that the casitp
subscription is matched using the events at times 3, 4, and 8.

As explained in the above example, the time lists and time-com
patibility lists are updated as the state machine tramstiaccur.
This procedure is detailed in AlgorithnhdatchandPrune

Upon an incoming event, we find the primitive matched sub-
scriptions and the next stafé, based on the current stadé.. If
there is no time condition associated with this transitiam, just
move to the next state. Otherwise, we insert the time intdithe
list of the next state if it is referred to by a time conditiaN,{ is
the referencing state of a time condition). If there are tooa-

Algorithm Match(F'SM, ¢)
(* Given a finite state machingSM and an event x)
(x update the current state and time ligfs
1. N, =J(Ng,e,t) /I Find next stateéV,, based on current state
N., event inpuk, current timet and transition function
2. if 3time condition@T referred by statev,,
3 insert timef into 75, (sn)
4. for each time conditio®7" dependent on stat¥,
5. N; = Get_Ref_State(QT)
6. Listl,, = Nj.get_time_list()
7 Set matched_timeseal(QT, I, ,t)
8 if Imatched_times.isEmpty()
9 entry =T, (sn).insert(t)
entry.set{V;, matched_times)
if N, # Ne

12. prune(V.), N. = N,

13. if N, is matched state

14. find the final matched time if no time list is empty
15. returnN..getMatchedPattern()

Algorithm PrungN.)
(x Recursively update the time lists when leaving a state

1. Listl. = Nc.get_time_list()

2. for each time conditio®T" associated with incoming transi-
tion to IV,

3. N; = Get_Ref_State(QT)

4. Listl; = N;.get_time_list()

5. U =, le[k].get(Ny)

6. l;.Update(U)

7. Prune(V;)

8. for each time conditio@7" associated with outgoing transi-
tion from N,

9. N; = Get_Dependent_State(QT)

10. Listl; = N;.get_time_list()

11. for eachl;[k].T¢(s.)

12. l;i[k]. Tc(sc).update(;)

13. PrunelV;)

ditions dependent oiV,, (V,, is the dependent state), we update
its time compatibility lists. When leaving the current stawe re-
cursively prune all time lists and time compatibility lidis find
the final matches that satisfy all time conditions.Nf, is a final
matched state, we get the associated composite subsasigtial
report the result.

Complexity Analysis: There are three main steps during match-
ing: find the next state, evaluate the associated time dgondit
and prune the time lists. The first step requires a constard ti
lookup if the transitions are stored in a hash map. For therlat
two steps, the processing time depends on the number ofiatesbc
time conditions as well as the evaluation time and prunimg tior
each time condition. Suppose there are on avekaggependent
time conditions and:, referencing time conditions per state. For
each time condition, the evaluation time depends on thetheoiy
the time listl;. Thus, the processing time for the second step is
Zfil |l;]. The time list pruning recurses through each time con-
dition. From the current state, suppose on average, thangrun
process is called recursivelytimes on dependent time conditions
and 3 times on referencing time conditions. For each time list,
the pruning time depends on the length of the time list. S@in t
tal, the pruning process requiresy <1 |I;] + 332, |li| time.
Therefore, the time complexity of the whole matching altjom is
Time(matching) = Y2, L] + o X [l + 8382 |Ll.

The above formula indicates that the event processing tiere d
pends on the length of the time lists. One solution to coritrel
size of the time lists is to expire events and delete thebaated
entries from the time lists. However, this may result in netedting
certain matches.

5.1.2 Time conditions across FSMs

A composite subscription with both temporal and Boolearr-ope
ators will contain both state and Boolean machines. Acoorit
the locations of dependent and referencing states, wefgltisse
condition evaluation into five cases as listed in Téhl&he graphi-
cal representation of the example composite subscriptidable3
is shown in Figurés.

In Table3, SM, represents state machimge BM (SM,) rep-
resents the Boolean machine where a reference to statemachi
appears, an@@(ts,, ts,) denotes a time condition that is a function
of referencing and dependent subscriptionginds;, respectively.

In Case 1, the time condition is defined between two subscnipt

in the same state machine. In Cases 2 and 3, the time condition
is defined across the child and master state machines. Irs@ase
and 5, the time condition is across two different child stat-
chines that are referred to by the same Boolean machine é@}ase



Table 3: Time condition @Q(¢,,, ;) for example subscription
cs = s1; ((s2;83) A (84,55)); S6; (57 V s8).

Case| Ref. State Locatiorf] Dep. State Location] Example
(SM(s:)) (SM(s;))
1 SM,(= Sx) SM., Q(tsy,tsy)
2 master SM,(= Sy) Qts,,ts,)
3 SM, master Q(ts,,tsg)
4 SM, # SM, # master
BM(SM,) = BM(SMy)(=Sz) | Q(tsy,ts,)
5 SM, # SM, # master
BM(SM,)(= Sz) # BM(SM,)(= Su) | Q(tsy. ts;)

or by different Boolean machines (Case 5).

For time conditions across different state machines, aadjtoine
condition tablel’C'T (as shown in Figur@) stores the mapping be-
tween referencing or dependent states and the correspptidia
lists. When the referencing state is reached (8,gs matched), a
new entry is inserted into its time list iRC'T". When the dependent
state is going to be reached (e g.js matched), the associated time
condition will be evaluated and the time list and its time paii
bility list is updated accordingly. I§; is not referred to by any later
time condition, the time list 0§, is cleaned up. This procedure is
applied for Cases 1, 2, 3 and 5 as listed in Taéhle

Markov chain.
With this objective, we count the number of times each transi

tions in a state machine is traversed, and use these cotmtarid
a Markov chain whose probability distribution captures thfathe
event stream.

Definition: Given an FSM represented as a digraph= (V, E),
e;; € E'is an edge from node; to nodev;, wherev; € V,v; € V
are the states. The transition probability from state statej is

defined ag;; = EI:NJk whereN,, ; is the number of times that

the transition from staté to statej has been taken and’, N.,,

is the total number of times that all incoming transitionséhbeen

taken, which is also the number of times we have arrived & &ta
Given the transition probabilities between the states,state

machine can be considered as a complete Markov chain model.

Since the state space is finite, the transition probabil&gribution

can be represented Igansition matrix P whose(z, j)-th element

ispij = Pr(X,4+1 = j | X, = ), which is the conditional proba-

bility of transitioning to statg given the current state is

5.2.2 Prediction for Simple Composite Subscription

We assume the Markov chain is time-homogeneous, so that the
transition matrix” remains the same after each transition in the
Markov chain. Note that a transition corresponds to the hiagc
of an incoming event. The following probabilities can thendom-

For Case 4, when the time condition spans state machines withpteq:

the same parent Boolean machine, there is no order coridteain
tween these two primitive subscriptions. In this case, theet
condition is treated as an absolute time difference, of trenf
[ts, —ts;| < T. For this type of time condition, we can not fix ei-
ther state to be the dependent state at which the time condtio
be evaluated. Instead, we evaluate the conditiGh< ts, —t,, <

T after boths; ands; are matched. To reduce the evaluation time,
we insert new entries into the time lists upon the match,aind
sj, but we do not evaluate the condition, create the compiyibil
list or perform pruning until we transit into the first commde-
scendant node of the two nodes in the Boolean tree refewitiggt
state machines wherg ands; appear.

Notice that an absolute time condition is not possible foseCa
Since SMx and SMy do not belong to one Boolean machine,
there must be a sequence operator betwekhy andSMy mak-
ing an absolute time condition impossible.

5.2 Prediction Algorithm

(a) The probability of reaching the final matched state oker t
nextn events given a current state. The matfi¥” is used to de-
termine the transition probabilities overtransitions, and is com-
puted asP™, the matrixP raised to the exponent The probability
«; of reaching the final matching stafe(which represents a match
of the entire subscription pattern) from the current staieer the
nextn events is computed as™” = P.7*), which is the(i, F)-th
element in transition matrie ™.

(b) The probability of reaching the final matched statthin the
nextn events given a current state. The probabifityof reaching
the final matched stat& from state: within the nextn events is
computed ag™ =3, _ o =3, _ P

7

5.2.3 Prediction for General Composite Subscription

We define a global state to represent the matching state of com
posite subscriptions that require multiple state and Baoolma-

Each FSM records incremental matches of a pattern, with suc- chines.

cessive states representing a further partial match dtatasds the
final full match. A machine in statd. moves to statév,, upon the
next event with a probability that depends only on the presgte.
In other words, the present state fully captures all thermégion
that could influence the future evolution of the process.ré&tuee,
an FSM in our model can be considered as a Markov chain.

Definition: A global stateG is a group of sub-states. For master

state machiné/ and child state maching€s, , - - - , Cy, the current
global state can be representedas= {M.N;,,,C1.N;_,,C2.N;_,,
ey, Cszck}

The prediction problem for a general subscription with mplet
state and Boolean machines is then defined as follows.

We propose a mechanism to leverage Markov chains to predict Definition: Given the current global stat&;, find the probability

the probability of a future match of a composite subscripbased
on the current state and event history. First, we explain tow
assign the transition probabilities for a Markov chain.(iestate
machine) based on the event history. Then, we introduce @i-con
tional probability for a single state machine to reach thectmed
state given the current state. Finally, we define a proliglofi a
match occurring in the future for a general composite sujpson
represented by multiple state machines and Boolean machine

5.2.1 Markov Chain Model Training

To calculate the probability of reaching a state, we neecdeto d
termine the long-run transition probability for the FSMg.j.the

of reaching fully matched stat@,, in n steps: Pr(™ (G,,|G;),
whereG; = {M.N;,,, C1.N;_,, C2.N;_,,---,Cy.N;_, } and
Gm ={M.Npm,;, C1.Nim,, - ,Cx.Nmm, }-

WhendG; or G, consist of active states of child state machines,
individual conditional probabilities can be computed fack state
machine separately, and these probabilities are then ceuhlzic-
cording to their relationship in the Boolean machine. Based
probability theory, we give the definition of the conditibpaoba-
bility for a simple composite subscription which contaimyctwo
child state machines that are combined by one Boolean apehat
this case, there are two states in the master state machine.

Given a composite subscriptiot: = sc, A sc, Wheresc,



andsc, contain only sequence operators aridand C, are two
child state machines, suppose the current global sta; is=
{C1.N;1,C2.N;2}, and the matching state &,, = {C1.Nr1,
C>.Np2}. Then the probability of reaching the final matched state
in n steps is computed aBr) (G |Gi) = Pré, (Nri|Nii) *
Pré, (Nr2|Ni2). If, however,s¢ = sc, V sc,, the probability
would bePrU(Gm|GZ) = P”I‘gvl (NF1|NZ'1) + PT%Z (NF2|N7;2).
For composite subscriptions with multiple child state niael
and Boolean machines, the conditional probability is dgoosed
into three steps. The first step considers the transition fhe cur-
rent stateM/. N;,, to the next statéd/.V;,, +1; the second step the
transition fromM. N, +1 to the state just before the final global
state,M.Nj,, —1; and the third step the transition froM.N;,, —1
to the global statéd/.V;,, .

Prn(G]|GZ) = 2P+q+7‘:n PTp(Gi i M'Nikl"’l)’
P?”q(M.NiA{+1 — M'ijwfl)'

Pr(M.Njy -1 — Gj)

The first and last function will be expanded according to the
combination functions if5; or G; contain active child state ma-

F: full match
P: partial matc

subscription:a,b;c

eventstreara babecefabcddga
P F F P

Figure 8: Sample event stream

sequences. The event stream is generated as follows. West,
determine with 50% probability whether to generate a set-of i
relevant events. If so, a sequencelafngth;., irrelevant events
are appended to the event stream. Otherwise, one of the sempo
ite subscriptions whose quota of partial or full matcha,f, or
N¢n) has not been met is randomly selected, and a sequence of
events that correspond to either a partial or full match reegated.
If a full match is required, the necessary set of events igadd
the event stream, otherwise a partial match of ledgthgth,., is
appended to the stream. By defadf,, = 20, Ny, = 20 and
Length, is a uniform distribution in the range, 100].

Two sets of event stream workloads are used, characterized b

chines. The second function can be computed based only on thethe distribution of the partial match lengtisengthp., . In theuni-

master state machine since it does not involve any active stite
machine.

Taking Figure5 as an example, suppose currentlyands, are
matched, then the probability thet is fully matched inn steps is:

Pr(Gm|Gi)
Pr™(M.N4|X.Nx,,Y.Ny,)
SptqenPr?(M.N2|X.Nx,,Y.Ny, ) - Pri(M.N4|M.N>)
Sptgen(PrP(X.Nx,|X.Nx, ) - Pr?(Y.Ny,|Y.Ny, ))-
P?”q(M.N4|M.N2)

6. EXPERIMENTS

In this section we experimentally evaluate our approachl Al
the algorithms are implemented in Java and the experimeats a
run on a 3GHz Linux machine with 4GB of RAM. We are using
two workloads for experimentation: a synthetic load thet Les in-
dependently examine various aspects of our approach bynginn
controlled experiments and a second real-world data setrtmd-
strate the behaviour of our approach under realistic cmmdit Our
workloads comprise composite subscriptions and events.

The synthetic subscription workload is generated as faldV s
composite subscriptions are generated, each contalingth.s
primitive subscriptions. Primitive subscriptions in tuare gen-

form_pubworkload, Length,,, follows a uniform random distri-
bution in the rangél, Length.s — 1], whereas in thgaussian_pub
workload it varies with a Gaussian distribution over the eaamge.

It should be noted that the event stream workload only Igosel
controls the length and number of partial and full matchethef
composite subscriptions. In reality, the events generatedhieve
a partial or full match of a particular composite subscaptmay
contribute to matching other composite subscriptions.

In the following experiments, all measurements are peréokm
after the subscriptions have been inserted into the maj@rigine.
To evaluate the matching algorithm, the parameters oféstan-
clude the effect of the number of composite subscriptiohsirt
lengths, the number of non-contiguous operators and tledfiz
the event pool (i.e., more or less diverse primitive sulpsicns,)
For the prediction algorithm, the evaluated factors ineltite ratio
of full matches to partial matches, the number of predictitaps,
and the prediction threshold.

6.1 Matching Performance

Number of subscriptions Figure 9(a) shows the number of
states with increasing number of subscriptions. We seettteat
number of states grows linearly as the number of subscnipfiio-
crease. Furthermore, the rate of increase for a small esehsjze

erated to match exactly one of the events in a predefined event(i.e., fewer primitive subscriptions) is less than that tfrger event

pool of sizeN,,. Of the Length.s — 1 operators in a composite
subscription,Nyon_contiguous_op are uniformly selected to be the
non-contiguous sequence operator and the remainder thigwon
ous sequence operator. By defaiNt,s = 1000, Length.s = 10,
Nep = 50, andN’rwn_contiguous_op =2.

Two sets of subscription workloads are used, charactetized
the distribution of the primitive subscriptions. In theiform_cs
subscription workload, each primitive subscription math ran-
dom event uniformly drawn from the event pool, whereas in the
gaussian_csubscription workload, events are selected following a
Gaussian distribution.

Since the number of partial and full matches of subscrigtiil
affect the prediction algorithm, we control the number oftiah
and full matches of a composite subscriptiof,,, and Ny,, re-
spectively, when generating the event stream workload.hés/s
in the example in Figur8, the event stream contains sequences of
events that partially or fully match a given subscription. addi-
tion, a number of irrelevant events that do not match any iprim
tive subscriptions are interspersed among the partial ahdhftch

pool size (i.e., more primitive subscriptions). This is &ese there
are more merged common states with a smaller number of clistin
primitive subscriptions in the workload. Similarly, forelyaus-
sian_csworkload, the workload exhibits more locality and fewer
distinct primitive subscriptions are involved and hencer¢hare
even more common states than in theform_csworkload.

Figure9(b) shows the average time to process one event given
a fixed set of subscriptions. As the subscription size irsggsaso
does the matching time. Unlike for the number of states, give
a fixed number of subscriptions, the matching time is largeaf
workload with fewer distinct primitive subscriptions (i.a smaller-
sized event pool) ogaussian_csubscriptions where the workload
share more common states. This is because with a larger mumbe
of common states, a given event may trigger more transitibos
requiring more processing time.

Number of non-contiguous operators Figure9(c) shows that
as the number of non-contiguous operators increases, sotkee
matching time. This is because more subscription instareain
partially matched, waiting for events to trigger their s#ions.
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Figure 9: Matching performance

Composite subscription length Figure9(d) shows the effect of
increasing the length of composite subscriptions on mgrgitle
plot the commonality, which is represented by the ratio leefv
the number of shared states with merging and the total nuotber
states without merging. We see that the commonality deeseas
with increasing subscription length. In our FSM model, estzette
in the FSM is defined by the prefix of the subscription. For &
subscription, there are much more combinations to selecttevo
generate a subscription compared to a shorter subscripfibis
explains why the commonality degree decreases with theaser
of the subscription length. This experiment also shows that
merging process favours shorter subscriptions.

Number of distinct primitive subscriptions (size of event mol):
The remaining figures show the effect of number of distinanpr
itive subscriptions on merging and matching. Figa(e) shows
that the number of states increases as the number of diptintt
itive subscriptions increases for batiniform_csand gaussian_cs
workloads. As the number of distinct subscriptions incesashe
number of states for both workloads increases. This is lsecthe
number of shared common states among subscriptions desreas
with increasing number of distinct subscriptions. Taissian_cs
workload results in more locality, that is among the largemn
ber of subscriptions there are fewer distinct subscrigtioalative
to the same number of subscriptions in th@form_csworkload,
therefore, thggaussian_csvorkload results in fewer states than the
uniform_csworkload.

Figure9(f) shows that the number of transitions decreases with
the increasing number of distinct subscriptions for déferwork-
loads. Recall that the number of shared states among spitisicsi
decreases with increasing number of distinct subscriptibtence,
there are fewer instances during the matching process afietvso
transitions as well. The Gaussian publication workloadt@ios
shorter partial matches than the workload generated byrifierm
distribution, which also results in fewer transitions.

6.2 Prediction Performance

We evaluate our prediction algorithm on three importantiost
false positives, true positives and precision, which isreefias the
ratio between true positives and all predictions. We lookhat
effect of the number of lookaheads, the threshold, and ttie ra
between the number of full matches and partial matches, and a
the effect of the workload distribution. The predictionuks are
shown in FigurelO.

Synthetic workload: First, we compare the precision results us-
ing the same workload to train our model, but test the présict
algorithm on different workloads. The workloads differ hretin-
creased number of partial matches (i.e., decreased ratie olum-
ber of full matches and partial matches) in the event stream.
Figure10(a) we can see that the precision decreases as the num-
ber of lookaheads increases. Remember that as the lookahead
creases, the algorithm is asked to make predictions abdiches
further into the future, and hence the quality of the preolict is
expected to decrease. The results also show that the preaisi
proves with the increase of prediction threshold but it i$itads for
larger thresholds. What this means is that, at least for thrlaads
evaluated, many of the predictions are made with high pribab
ity, and there are diminishing improvements in precisiat tome
with increasing prediction thresholds. Also observedas the pre-
cision decreases when the test file contains more partialhest
that is, when it the training and test workloads diverge.

Second, we compare the precision results when using differe
workloads for training, but test on the same workload. I #x-
periment, the workloads are different in terms of the evasitrie
bution; all the other parameters are the same. Fig0(b) shows
the precision when testing on the same workload as trairfimy.
ure 10(c) shows the precision when training with a Gaussian event
stream and testing on a uniform event stream. Comparing thes
two figures, we see that the precision decreases when thegai
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Figure 11: Evaluation on real data, compared with a model wih full knowledge
workload and testing workload are not consistent. An aoidéi without any knowledge of the event data. In the generatedeiod
discovery is that the precision converges for different hamof there are only 5 states and each state represents one matayhot
lookaheads in Figur&0(b). We can conclude from this result that  than the previous state. For comparison, we divide the tesmpe
if we train and test on the workload with the same distrilutian ture into 4 categories separateddty 20, 10 degrees and manually

increase in the number of lookahead steps does not dectease t build afull Markov model consisting of all temperature combina-

quality of prediction for larger thresholds.

tions from 1 day to 5 days. There are 1365 states in total. We ra

Realistic workload: In order to validate the practicality of our  our predicting algorithm for these two models and the resaife

approach, we evaluated with a real-world data set, wherdate shown in Figurel 1
temperatures are monitored and an alert is announced whken th  Comparing Figurd 1(a)with 11(d), and Figurel1(b)with 11(e)
temperature is high for several consecutive days, perhajsait- the generated model makes more predictions than the fulemod

ing a heat wave. We use real average daily temperature data fo including both false and true positives. However with lanigeka-

157 U.S and 167 international citiésWe define the subscription  head, both false and true positives drop to zero faster irfuthe
ass = (T > 30),cs = s,s,s, s, s, which expresses that the tem- model when increasing the prediction threshold. This isabee
perature is higher than 30 degree for five consecutive day® T the additional states in the full model capture more infdram
generated model is built based only on the composite syt&gr] about the event history, allowing it to better distinguigiwia par-

2Source
mary

data from the

of the Day database

is

Global S tial match state was reached. Notice also that neither nymiedr-
° ::/ailable umét ates any true positives with a threshold higher than 0.9¢catithg
that for this workload, even the full hand-crafted modelrishble to

http://ww. engr. udayt on. edu/ weat her/ sour ce. ht m
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make predictions made with a very high degree of confidenae. F
prediction precision, Figuresl(c) and 11(f) show that when in-
creasing the lookahead, the generated model performs natter b
than the full model. Furthermore, the number of states ingeur
erated model is significantly less than that in the full mpeat so
the prediction algorithm runs much faster and consumestess-
ory with the generated model than with the full model. As wiié
memory and computation required to maintain the transiiaib-
ability matrix is also significantly smaller in the genexhtaodel.

7. CONCLUSIONS

This paper presents the néwToPSS publish/subscribe model
that, in addition to reporting when a subscription has medcipre-
dicts the likelihood a subscription will match in the futur@he
system requires no additional subscriptions to be defired dg-
namically adapts its prediction to the application workloa

Content-based publish/subscribe semantics are suppoctad-
ing both temporal and Boolean operators. The temporal gub-e
pressions of a subscription are stored as finite state meshamd
the Boolean parts as Boolean trees, thereby avoiding stpte-e
sion that would result from representing Boolean operatothe
state machine. Furthermore, some common sub-expressiens a
merged to reduce memory consumption and matching efficiency

The finite state machines, which are also Markov chains, are

trained using an application’s event history, and modelttha-
sition probabilities among the partial match states of thiessrip-
tion. The Markov model is then used to predict the probabdit
a subscription matching within some number of transitionthie
future given its current partial match state.

Experiments show the memory and computation performance

of the prediction algorithms scale with the number of sulpscr
tions, and that the merging optimizations can significarglyuce
the state machine sizes especially when subscriptiondiexbi
cality. Moreover, as expected, the prediction quality,dmis of
precision, improves when only higher probability predios are
considered, and as the lookahead into the future is decteAts®,
interestingly, when the system is trained and tested usiegame
distribution of events, the prediction precision for diffat looka-
head distances improves and converges. When the systeximisdr
using a different set of data, however, while the precisiay still
be high, increasing the lookahead does impair the precisibere-
fore, if an application event distribution does not fluceuedpidly
and a user is only interested in highly precise predictitimsie is
no harm in asking for predictions further into the future.

The prediction algorithms are also compared to a handeztaft
Markov model for a real application workload. The predingdn
the hand-crafted model are expected to be better, but eegujrer-
tise to construct and are much more expensive computaltycarad
memory-wise. Results show that despite being much cheaper t
evaluate, the prediction precision of the model in this pagpaot
much worse than the hand-crafted one. In fact, when the loch
is increased, the learned model performs much better.

As this is the first paper to propose predictive publish/stibs
matching, there are many opportunities to extend the worke O
such avenue is to support predictions with imprecisely éefsub-
scriptions. For example, in an intrusion detection systaere may
be many ways to perform an intrusion that are similar to, lmit n
exactly like, the intrusion signatures defined by an adrriaisr.
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