
Three Hops Overlay Routing

Patrick Lee
University of Toronto

Hans-Arno Jacobsen
University of Toronto

Abstract

Improvement in datacenter networks will enable archi-
tects to built larger distributed systems. However, stan-
dard distributed system architectures and their resulting
communication patterns are incapable of supporting sys-
tems much larger than the current limits.

This paper describes the design and evaluation of an
overlay topology and messaging infrastructure that can
be used for creating datacenter-scale distributed systems.
The topology provides sufficient scalability to accom-
modate future datacenter growth. Theoretical analysis
suggests its fault resiliency and network capability are
unmatched by other common network topologies. The
messaging infrastructure build on top of this topology
supports incremental scaling, node failure recovery and
flexible routing. Properties of the topology ensure that
the overlay has constant bounded delay and bandwidth
usage, which are useful for planning incremental deploy-
ment while guaranteeing performance. Finally, evalua-
tion of our overlay prototype reveals usage trends that
best matches the characteristics of our overlay.

1 Introduction

The increased reliance on cloud-based distributed sys-
tems (e.g., BigTable[9], PNUTS[10], Dynamo[12], Cas-
sandra[25], MapReduce[11] and Dryad[21]), henceforth
referred to as services, pressures services to scale beyond
their existing capacities. However, the scalability of ser-
vices are hindered by their architectures and resulting
communication patterns. To understand this issue, we
must first examine the underlying network architectures
and their implications on service designs.

Tree-like physical network topologies dominate cur-
rent datacenter network designs[16, 19, 17]. While such
physical networks are simple to deploy, they suffer from
severe oversubscription due to the lack of interconnect-
ing links between switches. Traffic generated by ser-

vices that routes through multiple tree levels may ex-
perience heavy network congestion, which result in ser-
vice performance degradations. To cope with these con-
cerns, services are deployed within their own clusters or
pods, each occupying an unique subtree partition[18]. As
a direct consequence of this arrangement, services are
rarely designed to scale beyond low thousands of servers,
a small number relative to the total number of servers
available to a typical cloud datacenter[15].

Given this environment, two classical approaches
thrive in the service design space: the (hierarchical)
master-and-slave approach and the direct peer-to-peer
approach. GFS[14], BigTable[9] and MapReduce[11]
are prime examples of (hierarchical) master-and-slave
designs using star (or tree) topology communication pat-
terns. Unsurprisingly, the master node is a single point of
failure and a potential bottleneck for operations that re-
quire the master’s coordination. While careful planning
can reduce the reliance on the master node, it is unlikely
that these techniques are adequate to improve scaling
by (one to two) orders of magnitude. Dynamo[12] and
Cassandra[25] are two examples of direct peer-to-peer
designs which use complete graph topology communica-
tion patterns. Because each node may interact with any
other node within the system, accurate global member-
ship states must be maintained by each node to deal with
failures. This requirement places a heavy burden on both
the network and the nodes. Therefore, direct peer-to-peer
designs quickly become impractical when we wish to de-
ploy services spanning, potentially, an entire datacenter.

Recent advancements in physical network topologies,
such as VL2[16], DCell[17] and Dragonfly[23], will en-
able future datacenters to overcome the flaws of current
physical network designs. This in turn enables service
architects to design larger services. Since the aforemen-
tioned standard practices are incapable of fully utilizing
a datacenter, services must be structured around an al-
ternative approach that uses a different communication
pattern.
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At first glance, Internet-scale distributed hash ta-
ble (DHT) overlays (e.g., Chord[38], Pastry[35], and
CAN[32]) seem like ideal building blocks for datacenter-
scale services. Despite the wide adoption of consistent
hashing[22], service architects have consistently avoided
the use of Internet-scale DHT overlays; this is clearly ev-
ident in the designs of Dynamo[12], Cassandra[25] and
Memcached[2]. We argue the design choices which en-
abled these overlays to scale to their targeted size prevent
them from being viable solutions for building services.

Firstly, because Internet-scale DHT overlays are de-
signed to hypothetically support millions to billions
of nodes1, N , each node can reasonably maintain at
most O(log(N)) entries within its forwarding table,
and require an average ofO(log(N)) hops to forward
a message. As a consequence, each message con-
sumesO(log(N)) times more bandwidth; latency also
increases byO(log(N)) times2. Since most service level
agreements have strict latency budgets (e.g., PNUTS[10]
must complete a typical request within a latency budget
of 50-100 ms), an unbounded logarithmic growth in la-
tency and bandwidth usage makes it difficult to plan for
incremental scaling while guaranteeing performance.

Secondly, the communication patterns of common
functionalities, such as event notification, content distri-
bution and replication, often do not conform to the over-
lay’s DHT-based routing pattern. While it is possible to
implement other routing paradigms, such as multicast, on
top of DHTs through the use of rendezvous points (e.g.,
Scribe[36]), such implementations are highly inefficient
since they require the use of twice the average number of
forwarding hops to deliver a message.

These observations motivate us to develop a new over-
lay abstraction intended for datacenter-scale services.
This overlay must have a small yet constant diameter to
minimize the message forwarding overhead, and to en-
sure a constant upper bound for the routing delay3 and
bandwidth usage. The overlay must be fault tolerant
since failures are the norm in cloud datacenters consist-
ing of commodity servers. It must also support arbitrary
routing paradigms without relying on mechanisms, such
as rendezvous points, that aggravate network congestion
and introduce additional delays due to extra forwarding
hops.

Our proposed solution is a hierarchical hybrid peer-to-
peer overlay that satisfies all of the aforementioned con-
ditions. The overlay is based on a topology class that
has a constant diameter of three and exhibits superior
fault resiliency and network capacity when compared
with other common network topologies. Scalability is

1One to four orders of magnitude larger than the largest datacenters
2Assuming the increased bandwidth requirement does not cause

serve network congestion
3Provided the network is not heavily congested

ensured since each node within aN node overlay only
maintainsO(N

1

3 ) states. Embedded within the over-
lay, each node forms an unique broadcast tree of height
three. This is exploited to create a simple generic multi-
cast algorithm. Thus, arbitrary routing paradigms (e.g.,
DHT, publish/subscribe, and point-to-point) can be im-
plemented using this multicast algorithm by placing fil-
ters at appropriate nodes along the forwarding path.

Section 2 presents the topology design along with scal-
ability and fault resiliency analysis from a theoretical
perspective. Section 3 describes the construction of the
overlay. Section 4 explains how the overlay is used to
facilitate efficient message routing. Section 5 examines
implementation issues and presents an evaluation of our
overlay prototype. Finally, Section 6 discusses related
work.

2 Topology Design

Intuitively, our topology is a two-level fractal structure
where each level forms a complete graph. Given a set of
nodes, we partition the nodes into equal-sized sets, called
virtual node groups. Each virtual node group forms a
complete graph by connecting all the nodes within the
same virtual node group. We then consider each virtual
node group as a single vertex, called a virtual node, and
connect all the virtual nodes to form yet another com-
plete graph. In many respects, our topology is similar to
a super-peer network[42], where each virtual node can be
view as a super-peer. However, unlike super-peer over-
lays, the responsibility for connecting the virtual node
to other virtual nodes is evenly distributed among the
nodes within the virtual node group. Figure 1(b) and 1(c)
are two examples of the proposed topology. Since each
node is at most one inter-virtual node edge and two intra-
virtual node group edges aways from any other node, our
topology has a constant diameter of three.

(a) c=3,
i=0, N=4

(b) c=3, i=1,
N=12

(c) c=3, i=2,
N=10

(d) c=3,
i=3, N=4

Figure 1: Topology examples

Note that we can obtain different topologies by vary-
ing the fractal level (in particular, a fractal level of one
yields a complete graph). The diameter of these topolo-
gies is a function of the fractal levels,k,

diameter(k) =

{

1, k = 1
2 · diameter(k − 1) + 1, k > 1.

Clearly, we must select a fractal level that balances our
scalability needs and latency requirements. In situa-
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tions where the number of edges per node is bounded
from above (e.g., when creating a physical router
topology[17]), higher fractal levels may be used to im-
prove the topology’s scalability. However, this improve-
ment comes at the expense of increasing the topology’s
routing latency and complexity, and reducing the topol-
ogy’s fault resiliency. Because our aim is to develop
an application level overlay, our design is not severely
restricted by connection limitations. The main limita-
tion is the need to efficiently maintain neighboring states.
Therefore, we can afford to use only two fractal levels.

2.1 Maximizing Scalability

To reduce the stress on any individual node in terms of
managing its neighbors’ states, each node should main-
tain the same number of connections,c, thus forming a
fully connectedc-regular graph. The overlay’s size can
then be expressed as the trade off between the number
of connections used within each virtual node group and
the number of connections used between virtual node
groups. More formally,
N = OverlaySize(c, i)

= (# of nodes per virtual node)× (# of virtual nodes)
= (c− i+ 1)(i(c − i+ 1) + 1)

wherei is the number of connections used by a single
node to connect its virtual node group to other virtual
node groups. Figures 1(a)-1(d) illustrate this trade off
for c = 3 andi = 0, 1, 2 and 3, respectively. In gen-
eral, selectingi from the two ends of the range will yield
topologies that are more fault resilient yet less scalable,
while selectingi from the middle of the range will yield
topologies that are more scalable but less fault resilient.
For now, our focus is on improving scalability. We will
address the issue of fault resiliency in Section 2.4.

Keeping the total number of connections per node,c,
fixed, we can find the optimal trade off by maximizing
the overlay’s size with respect toi,

i∗ = argmax
0≤i≤c

OverlaySize(c, i)

This amounts to finding the local maxima ati∗, which
can be obtained by solving∂

∂i
OverlaySize(c, i) = 0

using the quadratic equation, resulting in

i∗ =
4(c+1)−

√
4c2+32c−8
6

≈ c+1
3

Thus, each node should allocate⌊ c+1
3 ⌋ number of con-

nections for connecting to other virtual node groups, and
the remainingc − ⌊ c+1

3 ⌋ number of connections to han-
dle neighbor nodes within the same virtual node group.
For c = 3, the optimal topology is Figure 1(b).

For the rest of the paper, we will usei∗ = c

3 and ex-
press the overlay’s size as

N = OverlaySize(c) =
(

2c
3
+ 1

) (

c

3

(

2c
3
+ 1

)

+ 1
)

to simplify analysis.

2.2 Suboptimal Topology

The topology we have discussed up until now is the op-
timal topology given a fixed number of connections per
node. However, since we cannot always partition nodes
into equal sized virtual node groups and node failures can
occur, it is not always possible to construct the optimal
topology. Here, we briefly discuss the cost of maintain-
ing a suboptimal topology, where every virtual node is
still fully connected to every other virtual node and every
node within a virtual node group is still fully connected
to every other node within the same virtual node group,
but not all of the virtual node groups contain the optimal,
2c
3 + 1, number of nodes.

In order to preserve a complete graph at the virtual
node level, the inter-virtual node connections must be
redistributed evenly within the suboptimal virtual node
group. The cost for a suboptimal virtual node group, with
respect to the total number of extra connections required,
can be express as

cost = (# of inter virtual node connections for an

optimal group)− (# of inter virtualconnections

that can be handled by the suboptimal group)
= c

3

(

2c
3

+ 1
)

−
(

c

3
+ f

) (

2c
3

+ 1− f
)

wheref is the number of failures, or missing nodes,
within the virtual node group relative to the virtual node
group’s optimal size. Simple algebraic manipulation re-
veals that a suboptimal virtual node group does not suffer
from additional cost whenf < c

3 + 1. Thus, it is in our
interest to ensure each virtual node group retains the ma-
jority number of nodes relative to the optimal size4.

2.3 A Realistic Look at Scalability

To put the scalability of our overlay into context, we
compare its size as a function of the number of connec-
tions maintained by each node, to some publicly avail-
able figures in Table 1. Comments on the relative size
are included whenever appropriate. All figures, with the
exception of Google’s and Microsoft’s datacenters, rep-
resent the total number of servers deployed across multi-
ple datacenters by each company as of 2009.

Table 1 shows that our overlay can comfortably ac-
commodate the scale of today’s largest datacenters.
While we anticipate datacenters will continue to grow in
size, we do not expect datacenters to grow significantly
(i.e., multiple orders of magnitude) larger than the cur-
rent largest datacenters5 (e.g., Microsoft’s Chicago dat-
acenter). This is mainly due to the physical limitations,

4This condition can be relaxed for large topologies since a slight in-
crease in the total connection cost will have little impact when averaged
over a large group

5The current industrial trend is to deploy numerousmicro datacen-
ters close to major population centers to minimize end-user application
latency[15]
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c N Relative Size Comparison

10 200 —
20 1,386 —
30 4,431 —
40 10,220 iWeb 10,000 [30]
50 19,686 Peer1 10,277 [30]
60 33,661 Facebook 30,000 [30]
70 53,040 Akamai 48,000 [30], a Google

datacenter (2005) 52,200 [29]
80 78,786 Rackspace 56,671 [30],
90 111,691 Intel 100,000 [30]

100 152,660 Microsoft’s Chicago datacenter
(Phase I, 2009) 140,000 [13]

110 202,686 —
120 262,521 —
130 333,080 Microsoft’s Chicago datacenter

at maximum capacity 300,000 [28]

Table 1: Overlay size comparison

such as power availability, and the risks, such as power
outage, involved in placing a large amount of computing
resources within a single location. Research in improv-
ing the utilization of existing resources will also play a
major role in reducing the need to enlarge datacenters.
To this end, our overlay succeeds in providing sufficient
scalability to handle future datacenters growth.

2.4 Fault Resiliency and Network Capacity

To investigate the fault resilience property of our topol-
ogy, we simulated failures within fixed size topologies
and examined the percentage of nodes that belong to the
largest remaining connected component. For our pur-
pose, link failures are not considered. Node failures are
assumed to occur independently and all remaining nodes
are assumed to be correct (i.e., omission and Byzantine
failures are not considered). Each simulation is repeated
50 times and the average is reported.
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N = 200 (c = 10)
N = 1386 (c = 20)
N = 10220 (c = 40)
N = 33661 (c = 60)
N = 78786 (c = 80)

Figure 2: Stability in the presence of node failure

Figure 2 summarized. The figure show that our pro-
posed topology can suffer up to 50% node failures with-
out degradation in the topology’s connectivity. Further-

more, as the size of the topology increases, the risk of
partitioning the topology also decreases. In other words,
the topology becomes more fault resilience as its size
grows. With the exception of the complete graph topol-
ogy, this last behavior is not exhibited in other well
known network topologies.

To enhance our understanding of this behavior, we fo-
cus on two theoretic metrics used for analyzing fault re-
siliency and network capacity: the bisection width[26]
and the bottleneck degree[17]. The bisection width is
the minimum number of links that can be removed in
order to divide a graph into two equal sized partitioned
networks. By definition, larger bisection width implies
stronger fault resiliency. The bisection width also pro-
vides an upper bound for a graph’s overall network ca-
pacity. The bottleneck degree is the maximum number
of active forwarding paths that uses a link in an all-to-all
communication model. In other words, it is the max-
imum degree of multiplexing required for any particu-
lar link within the topology. In terms of fault resiliency,
the bottleneck degree indicates the relative importance of
any individual link; the lower the bottleneck degree, the
less likely that a path is effected due to an arbitrary link
failure. In terms of network capacity, because a lower
bottleneck degree implies a smaller amount of multiplex-
ing within each link, therefore, traffic is more spread out
over all the links and individual paths can achieve higher
throughput.

Graph
Degree Diameter

Bisection Bottleneck
Structure Width Degree

Complete N − 1 1 N
2

4
1

Star − 2 N−1
2

N

Ring 2 N

2
2 N

2

8

2D Torus 4
√
N − 1 2

√
N N

√
N

8

Tree − 2 logd−1 N 1 N2
(

d−1
d2

)

FatTree − 2 log2 N
N

2
N

Hypercube log2 N log2N
N

2
N

2

Butterfly * 4 2l N

l+1
O(Nl)

de Bruijn d logd N
2dN

logd N
O(N logd N)

DCell k + 1 < 2 logd N − 1 N

4 logd N
< N logd N

THOR Θ( 3
√
N) † 3 Ω(N

4

3 ) ‡ O(N
2

3 ) £

*
N = (l + 1)l ‡ Bisection width> 1

81

(

27N

5

) 4

3

† 3

√

27N

5
< c <

3

√

27N

4

£ Bottleneck degree< 4

9

(

27N

4

) 2

3

Table 2: Topology comparison

Table 2 compares our topology to other common net-
work topologies. It is an extension of the table presented
by Guo et al.[17]. Within the table,N represents the
topology size,d represents a fixed degree andk repre-
sents the number of levels used within the DCell topol-
ogy. Our topology occupies the last row of the table,
under the heading of THOR. The star topology was also
added for the sake of completeness with respect to the
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discussion of overlay topologies.
Our topology is the only topology besides the com-

plete graph which has super-linear growth in bisection
width and sub-linear growth in bottleneck degree. There-
fore, we conclude that the abnormal growth in bisection
width and bottleneck degree, relative to other topology
structures, are the main contributing factors for the be-
havior where our topology becomes more fault resilience
as its size grows. From the network capacity stand point,
we can also conclude that our topology will have bet-
ter performance in terms of maximum capacity and load
distribution when compared with other topologies.

3 Overlay Construction

In this section, we describe the mechanisms used for
overlay construction and maintenance. For simplicity
we assume that a node will not be reassigned to another
group once it has joined the overlay6, and node depar-
tures will not cause a decrease in the number of groups.

3.1 Membership Service

Centralized services such as Chubby[7], Autopilot[20]
and Zookeeper[1] have demonstrated their usefulness in
reducing the design complexity of large-scale production
systems. Borrowing this idea, we choose to simplify our
overlay design through the use of a centralized member-
ship service. Similar to other centralized services, our
membership service is a single point of failure and must
be replicated to ensure high availability.

The membership service is used for assigning node
identifiers when nodes first join the overlay. The mem-
bership service also provides look up functionality for
finding members within a specific group. By maintain-
ing the node information at a centralized location, we can
accurately keep track of statistics such as the total num-
ber of nodes within the overlay and the expected number
of connections per node. These statistics significantly re-
duce the complexity of deciding where a node should be
assigned to, and when a new group should be created.

To ensure the membership service can scale with the
overlay, we need to minimize our dependency on the
membership service. Hence, we choose not to rely on
the membership service for managing connections. This
lessens the membership service’s storage requirement
since there are far fewer nodes than connections. Fur-
thermore, since the membership service is not heavily
involved in the failure recovery process, it does not need
to constantly maintain an up-to-date view of the entire
overlay. Thus, interactions between the membership ser-
vice and the nodes can be cut down dramatically.

6A node can join a new group by leaving and reentering the overlay.

Node Assignment Policies. The datacenter’s physical
network has a major impact on the overlay’s perfor-
mance. As such, node assignment policies should ac-
count for the underlying network’s characteristics and
the service’s requirements. For instance, in existing dat-
acenters, bandwidth availability between racks is scarce
relative to bandwidth availability within a rack[19, 14].
Services that have a high bandwidth requirement can as-
sign nodes from the same group into the same rack to
minimize communication cost, but at a cost of increased
failure correlation within a group and reduced fault re-
siliency within the overlay due to potential router fail-
ures. In contrast, services that require high availabil-
ity can spread nodes from the same group onto separate
racks, but at the cost of reduced bandwidth availability.
Because our implementation was not designed for a spe-
cific workload or physical network topology, we choose
to assign nodes based on a first come first serve policy.

3.2 Establishing Inter-group Connections

Once a node decides to create a inter-group connection,
it must select a connection partner from the external vir-
tual node group such that the number of connections is
evenly distributed amongst the nodes within that group.
To deterministically achieve this goal, we must rely on
either consensus or a coordinator node to perform the se-
lection. However, neither option is palatable since the
communication overhead of consensus is very high for
large quorum groups and the coordinator approach can
create a significant workload on the coordinator node7.

Instead, we opted to use a randomized load balancing
algorithm described by Mitzenmacher[31] to select the
connection partner8. When a node wishes to establish an
inter-group connection with another group, it looks up
a randomized subset of that group’s members from the
membership service. Because the returned candidate list
may include faulty nodes, the initiating node usually re-
quests more than two candidates at a time. Upon receiv-
ing the candidate list, the initiating node creates tempo-
rary connections with every node in the list and requests
load information from each node. It then waits for re-
sponses from the candidate nodes, up to a maximum time
window. Finally, from the set of candidates that respond
in time, the initiating node selects the node with the least
load as its connection partner and then closes all other
temporary connections between the two groups.

7Leader election is also a costly operation due to potential failures.
8In retrospect, parallel randomized load balancing[3] would have

worked better, but this does not effect the correctness of the overlay.
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3.3 Re-balancing Inter-group Connections

Significant imbalance of inter-group connection assign-
ments can occur when a new node joins an existing
group, or occasionally, by chance due to randomized
load balancing. Periodically, each node checks its lo-
cal topology states for imbalance in inter-group connec-
tions. Within each group, if there is a substantial dis-
proportion between the node with the most number of
inter-group connections, referred to as the old node, and
the node with the least number of inter-group connec-
tions, referred to as the new node, then the old node will
attempt to transfer an inter-group connection9 to the new
node. We will refer to the node on the other end of the
inter-group connection as the external node.

To prevent oscillating migration behavior due to over
aggressive re-balancing within the group, the new node
will only accept a single inter-group connection at a time.
To ensure consistency between groups, we need to avoid
the scenario where both the old node and the external
node concurrently attempt to shed the same connection.
Therefore, the old node must first acquire a lease from
the external node, which temporarily prevents the con-
nection from migrating within the other group, before the
old node can transfer the connection to the new node. To
prevent live-locks, at most one lease can be held by the
old node and the external node at any given time; lease
disputes are resolved by group priorities.

Once the old node acquired a lease, it directs the
new node to connect to the external node, bypassing the
mechanism described in Section 3.2. The new node will
then notify all members within the group of this event.
The old node continues to use its existing connection
as an uni-directional channel to forward already queued
messages. However new traffic between the two groups
are diverted to the new node. Once the backlog queue is
drained, the old node will finally closes its connection.

3.4 Node Arrivals

For a large service, the performance impact of adding a
few nodes to the service is negligible. This reason, along
with economy of scale, dictates that incremental scaling
should be done in batches of noticeable size. On the
other hand, service administrators may wish to replenish
nodes that were brought offline either due to failure or
maintenance. This is usually done in batches, although it
can also be done one node at a time. For the purpose of
our discussion, we will consider single node arrivals and
batches arrivals separately.

Single Node Arrivals. Based on our assumption that
nodes will not be reassigned to other groups and the

9The least used connection is selected to minimize disruption.

analysis in Section 2.2, we should not create a new vir-
tual node group for the case where a single node joins
to the overlay; otherwise, the new node must bear the
entire burden of connecting to every other virtual node
group. Upon arrival, the membership service will assign
the node to an existing virtual node group with the least
number of members. The node joins the virtual node
group by connecting to every other member in the group.
The node can then rely on the connection re-balancing
mechanism described in Section 3.3 to redistribute the
inter-group connections within the group.

Multiple Node Arrivals. If the overlay can accommo-
date the new batch of nodes without creating new groups,
or if the batch size of the new nodes is smaller than
half the optimal group size, then the membership service
will assign all new nodes to existing groups. Otherwise,
the membership service will create as many groups as
needed in order to accommodate all of the nodes, and the
new nodes are then distributed among all of the groups
such that each group ends up with roughly the same num-
ber of nodes. New nodes assigned to existing groups will
join their groups by using the procedure stated in the pre-
vious paragraph. As for the nodes assigned to the newly
created groups, a node first joins the group by connect-
ing to all members within the group. It then establishes
inter-group connections with candidates from a bootstrap
list provided by the membership service, using the mech-
anism presented in Section 3.2; the bootstrap lists are
generated such that each node within the same group will
handle a partition of the external group set.

3.5 Node Departures

Following Hamilton[18]’s advice, our overlay does not
distinguish between normal shut down and node fail-
ures. This design choice greatly reduces the implemen-
tation complexity and ensures the recovery mechanism
will function correctly during failures. Because reactive
recovery schemes are prone to create positive feedback
cycles when the network is congested[34], we choose
to implement a periodic recovery scheme. Our recovery
scheme was designed to handle node failures and tempo-
rary inter-group link failures.

A node checks its local topology states for failures
at regular intervals. If the node detects that it is man-
aging the least number of connections within the local
group and the local group is disconnected from an ex-
ternal group which has a lower group priority, then the
failure recovery protocol is triggered.

Upon initializing the recovery process to reestablish
communication with a targeted group, the node sends out
lease requests to its neighbor within the local group to in-
dicate it will commence the recovery process and other
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members should temporary ignore the targeted group.
The node then waits for a short interval to ensure no other
member attempts to recover the same group; during the
waiting period, if the node receives a lease request from
another member for recovering the same group and that
member has a higher priority than itself, then its lease is
revoked and the recovery protocol is aborted. Once the
node confirmed that it is the designated recovery handler,
the node communicates with the membership service and
asks for a subset of candidate nodes from the discon-
nected group. Finally, the node reestablishes inter-group
connection with one of the returned candidates, using the
method described in Section 3.2.

4 Message Routing

Efficient message routing in unstructured graph-based
overlays is generally a challenge. Since graph-based
overlays inherently contain cycles, cycle detection and
prevention mechanisms are needed to avoid circulating
messages infinitely. Depending on the overlay’s topol-
ogy properties, such mechanisms may introduce high
overhead to the routing cost. Furthermore, designing a
routing scheme that uses efficient (i.e., shortest) paths
can be difficult. For these reasons, tree-based over-
lays are usually preferred over unstructured graph-based
overlays for message dissemination. Although message
dissemination for tree-based overlays is extremely sim-
ple, drawbacks such as unbalanced node workloads and
poor fault-resiliency make tree-based overlays unattrac-
tive for large-scale service deployment.

A

B

C

D

Incoming
Messages

Outgoing
Messages

Figure 3: An embedded dissemination tree

By utilizing additional information associated with our
overlay hierarchy, message routing within our overlay is
no more complicated than tree-based message routing.
In particular, we observe there is exactly one shortest
path between any pair of nodes, and this shortest path
will only involve nodes that belong to either the source
or destination virtual node group. Furthermore, when
the source and destination virtual node groups differ, the
shortest paths between a source node and all of the nodes
within the destination virtual node group will share a par-
tial path, diverging only on the last hop within the desti-
nation virtual node group. Thus, for any arbitrary node
within the overlay, there exists an embedded dissemina-
tion tree with depth of three, rooted at that node. Fig-

ure 3 illustrates the dissemination tree for an arbitrary
node,A, embedded with the topology from Figure 1(b).
The notion of a central node associated with tree-based
overlays does not exist in our overlay because each node
is the root node of its own unique dissemination tree;
hence, unlike tree-based overlays, the message forward-
ing workload is evenly distributed among all the nodes.

4.1 Shortest Path Routing

Algorithm 1 Generic multicast algorithm
multicast(msg):

for all n∈ interestedLocalNeighbors(msg)do
send(msg) to neighbor n

end for
for all g∈ interestedNeighboringGroups(msg)do

send(msg) to neighboring group g
end for
for all c∈ interestedClients(msg)do

deliver(msg) to client c
end for

receive(msg) from sender x:

if msg.sourceNode∈ localVirtualNodeGroupthen
for all g∈ interestedNeighboringGroups(msg)do

send(msg) to neighboring group g
end for

else if x 6∈ localVirtualNodeGroupthen
for all n in interestedLocalNeighbors(msg)do

send(msg) to neighbor n
end for

end if
for all c∈ interestedClients(msg)do

deliver(msg) to client c
end for

Algorithm 1 illustrates a generic multicast algorithm
using the shortest path dissemination trees embedded
within our overlay. InterestedLocalNeighbors is a
function that returns a subset of the members within the
same virtual node group that are directly or indirectly
interested in a message. A node becomes indirectly in-
terested in a message if any virtual node group that it
is connected to is interested in the message; it simply
acts as a forwarding node if it is not directly interested
in the message.InterestedNeighboringGroups is a
function that returns a subset of the virtual node groups
that are interested in the message and are directly con-
nected to the node. Similarly,InterestedClients is a
function that returns a subset of clients that are inter-
ested in the message and are directly connected to the
node. Returning to our example in Figure 3, nodeA will
initiate message forwarding by executing themutlicast

function; nodeB will forward the message to nodeC
by executing the first branch of the if statement within
thereceive function; and nodeC will forward the mes-
sage to nodeD by executing the second branch of the if
statement within thereceive function.
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By varying the behaviors ofinterestedLocalNeigh-
bors, interestedNeighboringGroups andinterested-
Clients, different message routing schemes can be im-
plemented. For example, global broadcast is imple-
mented by modifyinginterestedLocalNeighbors to
return a set containing all other members within the vir-
tual node group andinterestedNeighboringGroups

to return a set containing all virtual node groups that
the node is connected to. In subsequent sections, we
will demonstrate how this simple idea can be used to
support different message routing paradigms. The de-
scribed routing paradigms are implemented in our over-
lay through the use of object polymorphism.

4.1.1 Publish/Subscribe

For the purpose of our discussion, we will consider the
publish/subscribe paradigm as a generalization of all
forms of dynamic multicast routing schemes. We focus
on topic-based publish/subscribe routing since it is one of
the most successful paradigms in use by reconfigurable
multicast systems. To illustrate this point, many popular
Google applications, including YouTube, rely on an in-
ternal topic-based publish/subscribe service[33] to facili-
tate data exchange. However, our discussion is also gen-
eral applicable to content-based publish/subscribe rout-
ing, an active area of research[4, 8, 27, 40, 41].

When a node becomes interested in a topic, it sub-
scribes to the topic by broadcasting a subscription mes-
sage to all the nodes within the overlay. Upon receiv-
ing a subscription message, the node adds the topic to
the subscription set. Publication messages can then be
disseminate to selected sets of nodes by comparing the
publication topics against the subscription set.

In our topic-based publish/subscribe matching imple-
mentation, the subscription set is maintained in three
tree-based maps10 (topic→ set of interested recipients):
one for the clients, one for the local neighbors, and one
for the external groups. Note that Algorithm 1 does not
uniquely distinguish subscriptions with the same topic
when the subscriptions originated from the same exter-
nal group. Therefore, in practice, topics are aggregated
within each group and subscription messages are broad-
cast out of a group only when that group’s aggregated
topic set changes.

4.1.2 Point-to-point Communication

Point-to-point channels can be easily implemented by
routing the messages based on the destination node’s id.
However, location-dependent addressing schemes pro-
mote static network assignment and fragmentation of re-

10For systems that deal with large amount of topics, Bloom filters[6]
are more appropriate data structures than maps.

sources, and hence should be avoided[15]. As an alterna-
tive, point-to-point channels can be implemented on top
of the topic-based publish/subscript mechanism. When
a client that uses point-to-point communication joins the
overlay, it subscribes to a topic that represents its canon-
ical location-independent address. A peer can then com-
municate with that client by publishing messages with
the client’s canonical address as the topic.

4.1.3 Distributed Hash Table

Consistent hashing forms the foundation for distributed
hash table based systems. In the original variant[22],
each node in the system is assigned an unique yet ran-
dom position value in a ring of integers modulon, typ-
ically Z2128 or Z2160 . An object identified by a key can
then be located within the system by mapping the key to
a hash value and finding the node with the closest value.

A two-level consistent hashing scheme follows natu-
rally from the hierarchy of our overlay. Each node is
assigned to a set of random position values which are
unique relative to the other members within the same vir-
tual node group, thus forming a local ring within each
group. Similarly, each virtual node is assign to a set
of random position values which are unique relative to
other virtual nodes, thus forming a global ring that spans
the entire overlay. In our implementation, we assumed
the set size is the same for each (virtual) node. By mak-
ing this assumption, each node can compute all position
values using the local topology information without any
coordination, thereby reducing management overhead.

To locate an object within our overlay, a message is
first routed to the appropriate group identified by con-
sistent hashing using the global ring. Once the message
has reach the appropriate group, it is routed to the cor-
rect node by applying consistent hashing on the group’s
local ring. Note that if both levels of consistent hash-
ing share a hash value generated by a single hash func-
tion, then partitioning at the global ring will create unus-
able segments within the group’s local ring, which results
in uneven load distribution. Therefore, each level must
apply a different hash function to ensure pairwise inde-
pendence. In practice, we generate the two hash values
by splitting a single hash value computed from a crypto-
graphic strength hash function into two equal halves.

Load Balance Comparison. Because of the impor-
tance of distributed hash table in the development of stor-
age (e.g., Dynamo[12] and Cassandra[25]) and caching
(e.g., Memcached[2]) services, we must ensure the pro-
posed two-level consistent hashing scheme performs no
worse than the standard consistent hashing in terms of
load balancing.
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c N
Hashing
scheme p†

Points maintained Normalized partition size
within each node handled by each node
Total # Rel. size Avg. Std. dev. 90th %

30 4,431
Standard 1 4,431 1.000 2.26e-4 2.27e-4 5.23e-4
2 Levels 38 8,816 0.9948 2.26e-4 4.9e-5 2.90e-4
2 Levels 1 232 0.0262 2.26e-4 3.67e-4 5.72e-4

60 33,661
Standard 1 33,661 1.000 2.97e-5 2.99e-5 6.85e-5
2 Levels 78 67,236 0.9987 2.97e-5 4.8e-6 3.61e-5
2 Levels 1 862 0.0128 2.97e-5 5.11e-5 7.67e-5

90 111,691
Standard 1 111,691 1.000 8.95e-6 8.91e-6 2.064e-5
2 Levels 118 223,256 0.9994 8.95e-6 1.15e-6 1.046e-5
2 Levels 1 1892 0.0085 8.95e-61.557e-52.327e-5

120 262,521
Standard 1 262,521 1.000 3.81e-6 3.81e-6 8.79e-6
2 Levels 158 524,876 0.9997 3.81e-6 4.3e-7 4.37e-6
2 Levels 1 3,322 0.0063 3.81e-6 6.53e-6 9.89e-6

† The number of assigned points per (virtual) node

Table 3: Consistent hashing schemes load comparison

Within our topology, the total number of posi-
tion values maintained by each node grows cubically,
O(overlay size) = O(c3), for standard consistent hash-
ing, while the same number grows quadratically,O(# of

virtual node) + O(# of node within the group) =
O(c2) + O(c) =O(c2), for the two level scheme. More-
over, because each position value within the two level
scheme can be represented with half as many bits com-
pare to the standard scheme, hence, we can store twice
as many position values for the two level scheme using
the same amount of storage. For a fair comparison, we
need to ensure that both schemes use roughly the same
amount of storage for maintaining routing information.
Therefore, to compensate for the differences, we evenly
distributed twice the number of points used by the stan-
dard consistent hashing scheme between the routing ta-
ble for the virtual nodes and the routing table for the
nodes. For simplicity, the same number of points are as-
signed to each virtual node and node.

We compared the standard consistent hashing scheme
using aZ2160 ring against the two level scheme using two
levels ofZ280 rings, with hashes generated by a SHA1
function. Our results are summarized in Table 3. Note
thatRel. size indicates the amount of storage used by
a scheme relative to the storage required by the standard
scheme for the same overlay size, and the partition sizes
are normalized such that

∑
partitionSizei = 1.

As a baseline, our results for standard consistent hash-
ing agree with the theoretical analysis from Karger et
al.[22], with the majority of partitions no larger than
roughly double the average partition size. More im-
portantly, the two level hashing scheme routinely has a
smaller standard deviation and 90 percentile when using
the same amount of storage. Hence, the two level consis-
tent hashing scheme is better at spreading the load distri-
bution than regular consistent hashing. Also, at the cost
of slight increase in load imbalance, significant storage
saving can be achieved through the two level consistent
hashing scheme because its storage growth is one poly-
nomial degree lower than standard consistent hashing.

We conclude our discussion of load balancing by stat-

ing that our choice of position points allocation (i.e., us-
ing the same number of points per node for each level) is
suboptimal with respect to load distribution. While the
optimal trade off between the number of points assigned
to the global ring and the number of points assigned to
the local ring can be found by solving an optimization
problem that minimizes the variance within both ring lev-
els, constrained by twice the maximum number of points
used in the original consistent hashing scheme, this is
beyond the scope of our paper.

4.2 Dealing with Failures

When the overlay suffers from a failure, a virtual node
group may become temporarily disconnected from an-
other virtual node group. Hence, we need a solution to
work around the fact that messages cannot travel directly
between the two disconnected groups during brief recov-
ery periods. To minimize disruption, messages should
not be dropped whenever possible.

One obvious solution to deal with temporary failures
is to maintain within each node a message backlog queue
per disconnected group, and resume message forwarding
once the link between two groups has been reestablished.
However, a drawback for this approach is that it may re-
quire a huge amount of storage to handle accumulated
messages. Additionally, when the message incoming rate
is roughly equal to the maximum outgoing rate, the back-
log can introduce significant delays after the link has re-
covered because the node is unable to drain the queued
messages quickly enough. Capping the maximum queue
length fixes both issues, but it is an unattractive alterna-
tive since this could lead to a high message drop rate.
Thus, we did not rely on buffering to handle failures11.

Instead of buffering messages, we make use of path re-
dundancy within our topology to route messages. In our
current implementation, the overlay supports message
forwarding through a single intermediate virtual node
group: if the destination group is disconnected from the
source group, then an arbitrary group that is connected
to the source group is selected for the duty of forward-
ing the message to the destination group; if the inter-
mediate group is also disconnected from the destination
group, then the message is dropped. Note that as the
overlay size increases, the probability that two groups
sharing the same neighboring node from a third group
decrease; therefore, two independent paths become less
likely to share a common intermediate node as the over-
lay grows in size. Hence, when failures are independent,
the successful message delivery rate of our scheme im-
proves as the overlay scales out. This should not come
as a surprise since our fault resiliency simulation from
Section 2.4 shows similar results. Note that we can view

11However, buffering is used to deal with high volume traffic bursts.
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this routing scheme as a direct application of RON[5]; in
particular, if we collapse each group into a single vertex,
then it should be obvious that the traffic pattern generated
by this scheme matches that of RON.

Our RON-styled routing scheme can be easily adapted
to support applications that require guaranteed fault re-
siliency and timely message delivery. By ensuring that
no two paths share a common initial link and messages
are routed through at most one intermediate forwarding
group, we observe that each path has a maximum length
of five and has a disjoint set of intermediate nodes. Based
on these observations, we can implement a form of mesh-
based routing[37]: regardless of failure, a source node
broadcasts a message to all of its neighbors; if the neigh-
boring node belongs to the same group, then the node
selects an arbitrary neighboring group as the intermedi-
ate group to relay the message to its destination; other-
wise, the neighboring node belongs to an intermediate
group and hence should forward the message directly to
its destination. Because each node isc-connected, mesh-
based routing through our overlay can handle up toc− 1
intermediate node failures12.

5 Implementation and Evaluation

Implementation. The overlay nodes are implemented
in C++ using a simplified version of the staged event-
driven architecture[39]. Dynamic resource controllers
were not included in our system since performance pre-
dictability is jeopardized by dynamic resource realloca-
tion. Instead, thread pool allocation and batching factor
polices are statically specified. This reduces the imple-
mentation complexity and improves repeatability in our
experimental evaluations.

The resulting design resembles the architecture of a
combined input-output-queued switch, with two control
planes and a single forwarding plane. One control plane
is in charge of the overlay’s topology management and
implements the mechanisms described in Section 3. The
second control plane is similar to a traditional router con-
trol plane which deals with building and updating route
matching engines. Route matching engines are paradigm
specific; their complexity ranges from simple look up
tables to complicated state machines. Applications can
implement different routing paradigms and dynamically
register new route matching engines to the nodes through
the use of the factory pattern. Our prototype currently
supports broadcast, topic-based publish/subscribe and
DHT routing as described in Section 4. Finally, normal
message traffic is routed through the forwarding plane.
Since all three planes share the same senders, outgoing

12We cannot guarantee link failure resiliency since different links
may share a common physical link in the underlay.

messages are prioritize based on the sending plane.
Because our prototype was created as a proof-of-

concept, the implementation design was kept simple with
very few optimizations. This design approach works
fairly well in general, however, one particular shortcom-
ing of oversimplification was observed during our exper-
iments. Due to the effects of multicasting, a message
may be handled by multiple senders, each running on a
different thread. In our current implementation, to ensure
the messages are properly cleaned up after the sending
stage, each message is replicated at the route matching
stage and unique copies of the message are passed to the
senders. This results in unnecessary high memory usage
as well as wasted CPU cycles due to memory copying. In
retrospect, memory copying overhead can be eliminated
through the use of reference counting with the support of
a sophisticated lock management.

Evaluation. To enhance our understanding of the over-
lay’s routing capability, we deployed and tested our over-
lay on various workloads. We are particularly interested
in finding the trends in maximum sustainable throughput
as the overlay grows since this is a good predictor for the
maximum service rate that can be achieved as a service
scales out13. While evaluations were performed on all
implemented routing paradigms, we focus on the results
from broadcast routing as they represent the worst case
performance. In our experiments, the increase in latency
due to additional forwarding hops was negligible.

Our experiments were conduced on a 22 nodes14 clus-
ter connected by a 1 Gbps Ethernet switch. The over-
lays were deployed such that the nodes are evenly di-
vided amongst the servers, with each node connecting
to a sink client. As a baseline, messages are broadcast
from a single source client. Since messages are routed
along the shortest path dissemination tree, this is equiv-
alent to broadcasting within a tree-based overlay with
similar branching factor15. This baseline is compared to
the multiple sources case where messages are broadcast
from every node within the overlay, with each node con-
necting to a source client. In all cases, the broadcast rate
is increased until the nodes can no longer keep up with
the broadcast rate and messages begin to accumulate. To
observe the effects of varying message payload size, each
experiment is repeated using 100 bytes, 1,000 bytes and
10,000 bytes payloads.

Figure 4 shows the average maximum sustainable
broadcast rate per source client. Note the throughput rate
for this particular figure is in logarithmic scale. As ex-

13Absolute rates convey less information for our purposes because
absolute rates are optimization dependent.

14Linux 2.6, 2×dual-core Xeon 5160 @ 3.00GHz, 4GB RAM
15By using the same implementation and node configuration, imple-

mentation biases are eliminated.
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Figure 4: Average maximum sustainable broadcast rate
per source client

pected, the average broadcast rate decreases as the over-
lay grows due to the increase in branching factor, and
the average broadcast rate for the single source case is
much high than the multiple sources case because re-
sources are not shared. Observe the broadcast rate for the
single source case suffers from exponential decay while
the same fate is not shared by the multiple sources case.
These trends suggest that sending from multiple sources
becomes more beneficial as the overlay grows.
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Figure 5: Average maximum sustainable receive rate per
sink client

Figure 5 displays the average maximum sustainable
receive rate per sink client. Because the total broadcast
rate is statistically equivalent to the average receive rate
per client, it is not included in our presentation. When
message sizes are small, there is no significant perfor-
mance difference between single source and multiple
sources. This is attributed to a combination of high sys-
tem call overheads and heavy context switching due to
explicit thread yielding, which are used to relieve thread
starvation caused by unfair mutex acquisition. In fact,
for very small messages, sending from a single source

may have a slight advantage over sending from multiple
sources. However, when the messages are large, sending
from multiple source is clearly superior to sending from
a single source.
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Figure 6: Total maximum sustainable receive rate

The total maximum sustainable receive rate is pre-
sented in Figure 6 and 7. Note that the values presented
in Figure 7 included bytes used by the overlay’s message
headers. In general, these two figures reconfirm the re-
sults from Figure 5. Figure 7 also illustrates that sending
messages in large batches helps improve overall through-
put, regardless of sources. However, batching may not be
possible for dynamic routing paradigms.
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Figure 7: Total maximum sustainable receive rate (in
bytes)

For all experiments, the throughput variance, both
across time and between nodes, of the multi-source case
is smaller than the single source case. This suggest
the multi-source case is more capable of smoothing the
burstiness of forwarding traffic than the single source
case. This should not come as a surprise since the work-
load is evenly distributed across the entire overlay.
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6 Related Work

Our topology was originally inspired by the small-world
phenomenon as described by Kleinberg[24]. Because an
Euclidean distance grid poorly models a datacenter net-
work, we replace the grid with cliques of neighborhoods.
Although our topology originates from the small-world
phenomenon, its local clustering coefficient[26] is un-
usually large when compared with typical small-world
networks16. Therefore, it is unclear if our topology can
be classified as a small-world network.

In our initial design, each node has exactly one
inter-virtual node connection. A scalability comparison
against Pastry[35] reveals that our initial design was in-
ferior to Pastry17. Following this analysis, efforts were
directed toward optimizing our topology with respect to
its size. As a result, our topology becomes four times
more scalable than Pastry18. For the same diameter, the
de Bruijn graph[26] is more scalable than our topology;
however, our overlay’s fault resiliency, its ease of incre-
mental scaling, and its flexible routing paradigm support
are not reproducible with the de Bruijn graph.

Interestingly, our topology is more closely related
to physical router topologies than peer-to-peer overlay
topologies. Specifically, our design choices are similar to
DCell[17] and Dragonfly[23], both targeted towards im-
proving the scalability of datacenter physical networks.
With the exception of the fault resiliency theoretical anal-
ysis, which was influence by DCell, our work was inde-
pendently developed from both approaches.

DCell[17] relies on low radix mini-switches and re-
dundant server ports to construct a recursively defined
topology. The lowest level of DCell,DCell0, is formed
by connecting servers to a mini-switch. Higher level of
DCell,DCelli, are formed by connecting the servers be-
tweenk DCelli−1 networks to form a complete graph.
If the DCell topology is drawn using servers as vertices
and logically connected edges instead of physical wiring
edges, then their topology is equivalent to ours as ini-
tially described in Section 2. Since DCell is physically
restricted by low degree of connectivity, it must rely on
higher fractal levels in order to improve scalability. Be-
cause DCell is designed to replace existing router net-
work architectures, its routing strategy focuses on point-
to-point unicast routing. Due to the lack of automatic
failure recovery within DCell, it must resort to a more
complicated routing scheme for dealing with failure, re-

16As the size of the graph increases, the local clustering coefficient
approaches8

9
for our topology, whereas the local clustering coefficients

often decay to zero for small-world networks[26].
17By bounding Pastry’s diameter to three and selecting the number

of connections maintained by each node, we can estimate the maximum
number of nodes that can be packed into Pastry’s topology.

18Our topology is optimal, within a constant factor of4
27

, with re-
spect to the Moore Bound[26].

quiring the use of the Dijkstra shortest path algorithm.
In contrast, the Dragonfly topology[23] is a hypothet-

ical topology designed to minimize wiring cost. It relies
on high radix routers to construct a router topology core,
with terminals connecting to the core from the edges.
Ignoring the router ports used for connecting the termi-
nals, their topology core is roughly equivalent to our op-
timized topology, with each group within the Dragon-
fly topology core having one less router node than the
groups within our topology. If we introduce an additional
term to ourOverlaySize function to account for the ter-
minals, then we can optimized theOverlaySize with
respect to this new term and get a closed form solution
by using the cubic formula. The resulting assignment
policy is as follows:c− 2⌊ c+1

4 ⌋ ports should be used for
inter group connections,⌊ c+1

4 ⌋ ports should be used for
intra groups connections, and the remaining⌊ c+1

4 ⌋ ports
should be used for connecting the terminals, wherec is
the radix of the routers. Therefore the ”a = 2p = 2h”
policy suggested by Kim et al. is a suboptimal policy19.
Similar to DCell, Dragonfly focuses on point-to-point
unicast routing. Although Kim et al. did not deal with
routing in the face of failures, their use of the Valiant’s
algorithm for the purpose of load balancing is equiva-
lent to our RON-style routing. Finally, because the two
topologies are basically equivalent, our theoretic analy-
sis is also applicable to the Dragonfly core; the bisec-
tion width and the bottleneck degree within the Drag-
onfly core is asymptotically the same as our topology.
Hence, we expect the Dragonfly topology to have higher
network capacity than other physical network topologies,
including trees and DCell.

7 Conclusions

In this paper, we presented an overlay messaging infras-
tructure targeted at service deployment within a datacen-
ter. Our topology offers network capacity and fault re-
siliency unmatched by other topologies (with the excep-
tion of the complete graph); our overlay supports incre-
mental scaling and flexible routing. Despite the benefits
offered by our overlay, it is not a drop-in replacement
that can solve the scalability and communication issues
of all existing services. When our overlay is used care-
lessly (for instance, if our overlay is used in a hierar-
chical master-and-slaves configuration), our overlay will
perform no better than a tree-based overlay. For best re-
sults, a service build on top of our overlay infrastructure
should follow a peer-to-peer model and ensure that the
request workload is evenly distributed across all nodes.
Routing patterns should also be customized to take full
advantage of the overlay’s multicasting effect.

19The optimal policy should be ”(a − 1) = 2p = 2h”
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