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Abstract

In this paper, we study reliable distributed publish/suliserP/S) systems that can “tolerate” mul-
tiple simultaneous node crash failures. We formally defineusing consistency property, and propose
scalable algorithms that establish and maintain consisyan order to guarantee reliable, in-order, and
duplicate-free delivery of messages. Furthermore, we dhice a system configuration parametgr,
that corresponds to the maximum number of simultaneous fladdess that do not compromise P/S re-
liability guarantees or prevent system operations. Theacisieved via replication of routing information
in a fully decentralized manner compatible with the multiczeture of distributed P/S systems. More-
over, we assume node failures are transient and devise #hgosithat allow failed nodes to “recover”
by synchronizing with other nodes. A recovered node actsialat never failed before, and can fully
participate in message forwarding.



1 Introduction

Publish/subscribéP/S) is a message-oriented communication paradigm tlads déth selective de-
livery of publication messages from data sources, ipuplishersto interested consumers, i.esub-
scribers Distributed P/S systems have gained much attention in inokirstry and academia mainly
due to their high scalability to serve a large number of ¢igpublishers and subscribers) [9, 7, 8, 2].
However, the reliability aspect of this model which is caldor widespread adoption in critical appli-
cation areas (e.g., financial markets, military, and thdtheactor) needs further investigation. In fact,
we show later in this paper that in absence of effective béiig mechanisms, the routing strategies
(content-based and topic-based routing) employed in atandistributed P/S systems can lead to loss
of publication messages even in failure-free scenarioss fitoblem is further exacerbated under crash
failures of multiple nodes in the P/S system. Previous giteno deal with failures are either unable to
prevent publication loss [8, 6], or need special deploynpeotedure, to set up dedicated backup nodes
for each primary node [2]. In contrast, our approach reliegs eransparent replication scheme that can
reliably tolerate and recover from multiple node failures.

We refer to this feature as thefault-tolerance, and guarantee that within the scope eftdliability
specification, all operations oféafault-tolerant P/S system can be performed successfuilyiged that
the number of simultaneous node failures do not exéeed

A general definition of reliability is given in the IEEE Staard Computer Dictionary as “the ability of
a system or component to perform its required functions usidéed conditions for a specified period of
time”[1]. We tailor this definition to our context, and chaterize the reliable behavior of a distributed
P/S system as duplicate-free and per-source in-orderedglof publication messages &l matching
subscribers. To designate the exact moment in time fromlwthie system is able to provide this
guarantee, we rely on an expliconfirmationrmechanism. More specifically, for each messagssued
by a client to perform an operation, e.g., subscribe, théegyseplies with aconfirmationmessage,
Con f™ asserting successful completion of the requested oparatio

We consider three main categories of operations: join,igphnd subscribe. To construct a P/S
network and set up topology links, brokers and clients perfa join operation upon arrival, which
updates th&opology routing informatiowof all the nodes that are within distante 1 of the joining node.
The subscribe operation is carried out by subscribers sising a subscription. Consequently, receipt
of the corresponding confirmation message at the clienatggstart of the reliable system guarantee.
This approach effectively prevents the anomalous exati@nario illustrated in Section 3. Finally,
publishers carry out the publish operation by issuing aipatbn message which is forwarded through
the network towards thmatchingsubscribers. Confirmation message for a given publicatidicates
successful delivery of the publication to all non-faultytofang subscribers according to the reliability
specification.

Since failures are a reality in distributed systems, we skewgfault-tolerant forwardingalgorithm in
order to ensure reliability in the case of node failures. &@yproach can effectively bypass failed nodes
in the topology, allowing all system operations to be pemnfed successfully in presence of upditsi-
multaneous failures. More specifically, each piece of rguihformation is replicated transparently on
0 + 1 nodes along the message forwarding path. The non-faultgs@pe used if the other copies are
not available due to failures. Furthermore, if failures @magmsient, we allow failed nodes to recover by
receiving missed messages, and synchronizing the routfogmation. We only assume that a recover-



ing node is able to identifynodes previously within distande+ 1. Upon completion of the recovery
procedure, the recovering node is able to fully participat@essage forwarding as if it had never failed
before.

The contributions of this paper are as follows). We formally define a two-level consistency prop-
erty of the routing information among nodes;) (ve propose a generic forwarding algorithm that is
applicable to all types of multicast messages, and furtsfane it to individual types;iii) we present a
fault-tolerant forwarding algorithm that uses the comsistouting information to bypass any chain of
up tod consecutive failed nodesyj we propose a recovery algorithm in order to bring the rauinfor-
mation of a failed node back into consistency as it reco\g)sye devise a scalable duplicate detection
algorithm that only uses partial information about a messafprwarding path.

The rest of the paper is organized as follows: Section 2 giwd®rt background overview; in Sections
3 we demonstrate an unreliable scenario in a typical P/Sisyshat leads to incorrect loss of some
publications; in Section 4 we describe our model, precisplgcify reliable behavior of P/S system,
and formally define the consistency of routing informatidfurthermore, we propose the forwarding
algorithms for different types of multicast messages. Tddtftolerance forwarding, and duplicate
detection algorithms are presented in Section 5. Sectioovérs the recovery procedure. Section 7
gives an overview of the related work, and Section 8 pregartsonclusions. The proof of correctness
is given in Appendix A.

2 Background

A distributed publish/subscribe system is composed of saméonnected network of brokers, and a set
of publishing and subscribing clients that connect to teisvork. Publishers issue publication messages,
and send them to a network broker. The P/S system is respemsideliver the publications to those
subscribers that have issuedratchingsubscription. A publicatioomatchesa subscription when the
attribute-value pairs in the publication evaluate all jpcatés of the subscription toue. Based on the
expressiveness of the subscription language, P/S systemgécally broken into two types: those that
performtopic-basednatching and those that perforcontent-basedhatching. The former restricts the
subscriptions to specify @pic as the only predicate; whereas the latter allows subsongtio contain
a conjunction of multiple predicates with a wide range ofrapers, such as, <, >, >, or even string
operators.

Since publishers and subscribers are likely to be attaahdidférent brokers, delivery of publication
messages requires routing through the broker topologyth&umore, it is the responsibility of the P/S
middleware to ensure that publications are delivered teudikcribers with matching subscriptions, and
there is no delivery of publications to a subscriber unlekas a matching subscription. Without getting
into the implementation details, a typical P/S system wdayeut the brokers in a tree-based network
and propagate individual subscription messages throughewnetwork as they are issued. Any broker
forwards the subscription to farther nodes downstream ksodstores the id of the broker that it received
the message from. This effectively constructs a routinp,dztween the subscriber and any other node
in the network. Using this information, publication messa@reforwardedtowards their matching
subscribers hop-by-hop in the reverse direction.

1This is done via restoring data from persistent storage @oloyacting a topology directory repository, and is out @ th
scope of this paper.



3 Unreliable System Example

In this section, we present runtime execution of two distield P/S systems that depict anomalous
andunreliablebehaviors.

3.1 Content-Based P/S System

Figure 1(a) illustrates the network topology of the systehere there is onlpnepath between each
pair of nodes. In this systen$ 1 is a subscriber issuing subscriptieh that matches publicationsl,
p2, andp3 from P, and.S2 issues subscriptios2 which only matche®1. In this scenario, brokeB2
falsely suppressef and only forward®1, andp3 towardsS1. The details are illustrated in Figure 1(b),
where each axis corresponds to one message over time. Hukdiitles indicate initial generation of
the message from a client, and subsequent crosses on theepsesent arrival of the messages at other
network nodes. False suppressiongdis shown by an empty circle on its corresponding axis.

As it can be seen in the diagram, brokgt forwardspl while it is unaware of the subscription.

In fact, p1 is forwarded due to a side effect & which was present at the time. On the other harnd,
does not match1 and sinceB2 is still unaware of1, it is suppressed. Finallyl arrives atB32, and the
following publications are not lost.

3.2 Topic-Based P/S System

We use the same network topology illustrated in Fig 1(a),@edent the execution trace of the system
in Fig 1(c). Subscribers1 andS2 both subscribe to the same topic, and hence presernt€2atfbroker
B2 prevents suppression &fl. SinceS2 is removed shortly afterwards by an unsubscription message
US, P2 will not match any subscriptions and is dropped3& Finally, S1 arrives atB2 and the third
publication is correctly forwarded tB1.

We identify the cause of this problem as inconsistent rguitiiormation corresponding to subscrip-
tion from S1. While brokerB1 was aware of this subscription, brokBe had not received it yet. We
hence argue that arrival of any number of publicationSlamust not be interpreted as te&rt of the
reliable P/S service. We further propose that the cliertigstiberS1) must be notified explicitly by the
system on when the reliability guarantees can be provided.tHts purpose, we rely on confirmation
messages in our approach. In the following sections, wedtlyndefine the consistency property per-
taining to forwarding of different types of messages, aresent algorithms that ensure correct delivery
of messages even in presence of node failures.

4 Réliability
4.1 Model and Notation

To simplify presentation, we initially ignore the distira between clients and brokers, and refer to
them asnodes Since clients do not participate in routing the same waybttoers do, we will later
elaborate on how to refine clients to operate with only a dubisthis functionality. We model each
node as a process, a communication layer, and a failuretdet@odule. The process executes one
of the presented algorithms, and uses the communicati@n taysend/receive messages to/from other
nodes over a network. We assume each node is assigned al\glatiglue identifier,nodeld, which
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(c) Topic-based P/S system.

Figure 1. Sample runtime traces of a typical content-based P /S system, where intermediate publica-
tions are lost.

also serves as an address to communicate WithWe considetransientnode failures, i.e., nodes may
fail at some point in time, and theacoverat a later time. The process of a failed node stops executing
any instructions, and its communication layer is unableetodéreceive any messages. Furthermore,
all the data internal to the node’s process and all messageé® icommunication layer are lost. If a
node recovers from a failure it starts to execute@overy procedure We use the terms faulty node
and failed node interchangably, and assume that any nodecraalg an unlimitted number of times.

2For example, in an IP network, it is reasonable totuséeld = (I P_address, Port_ number).
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Figure 2. Node operational states.

Fig 2 illustrates different operational states of a nodengt@oint in time. TheOPERATIONALstate
corresponds to the state of a non-faulty node that operatesatly and executes theliable forwarding
algorithm (Section 4), whereas, tRAILED models the state of a crashed node that does not execute
any algorihtms. Th&RECOVERINGstate on the other hand, is an interim state during which duen
executes theescoveryprocedure. The node may fail while recovering. Howeverjupampletion of the
recovery procedure, the state transitiotoQ®ERATIONALtakes place.

We use thelatax, andprocedure x () notations to respectively refer to a data structure, aneeemf
algorithm executed by the process of node For any pair of nodesy and M, we usex! to refer to
N’s view of the operational state &f. Due to network delays, this view may not be accurate atra#$i.
Furthermoreny = FAILED if N is unaware of\/’s state. To maintain consistency in notation, we
usead to allow algorithms executed at nodéto access or update its own operational state.

The communication layer of a node is composed of a FIFO inpetiqg to receive messages, and zero
or more FIFO output queues used to send messagesnectionsy IS a set ofnodelds representing
nodes thatV maintains a connection to. For ea&h X € Connectionsy, there is an associated output
gueue in the communication layer of that is solely used to send messagesto As nodelds are
added/removed fromd'onnectionsy, corresponding output queues are creaded/destroyed. alylEss
aretransmittedby being dequeued from an output queue of the sending noderapatued at the input
gueue of the receiving node. We assume that the commumdatics retain the message order, and are
also reliable, i.e., unless the receiving node fails, nosags is lost while in transit between queues. The
process of a nodsend/eceives messages, by simply performing an equeue/dequeue @ueoatithe
corresponding output/input queue of its communicatioetaffurthermore, messages may be tagged as
low priority; the dequeue operation on all queues ensureshbdtighest priority message closest to the
head of the queue is always removed first.

We assume that the process\atan execute the instructiost art fail ure detector with
M?”, to monitor M’s operational state. If the failure detector detects failof M, it will notify the pro-
cess atV, by executingvy) «— FAILED. Other than what has been stated so far, and the requirements
of the particuar failure detector implementation used.,, éirtk delays, we do not make any further as-
sumptions about the network communication links. In the oéghis section, we will introduce the
notation that we adopt in the subsequent sections.

We explicitly distinguish between two types of linkscammunication linicorresponds to a directed
edge in the topology, and is used to send/receive messatyesdpats endpoint nodes. A communication
link from nodeX to Y is created whetX addsY to Connectionsx. On the other hand, @pology link
between nodeX andY is created during §in operation and representedfﬁ}. Topology links are
undirected, and we hasY = VX, Furthermore, the set of all topology links construct a sy

tree in the graph of all successfully joined nodeky * is a markedcopy of XY and represents a
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communication link created while a join operation is in pexg. By the time, the join operation is
complete)ﬁf* is replaced by><(_)Y.

For any pair of nodes4 and B in this graph, theopology path P(A, B), or simply P is an ordered
non-empty list of node identifiers that fall along the pathagfology links connecting! to B. d(A, B)
represents the length of this path, and we refer toith@ode on this path by’[i]. We haveX ¢
P(A,B) < (31,0 < i < d(A,B) A P(A,B)[i]| = X). Finally, P(A, B) is a¢-pathif and only if
d(A, B) < §. Theappend® (item, 1) operation, add&em to the end of list, possibly removing the item
at the head of the list if its length exceetls

Each message generated at a source naslés uniquely identifiable by its IDiy;q = (S, source M sgld),
wheresource M sgld is a locally unique identifier from a totally ordered%df m andm’ are messages
from the same source, and preceedsn’, we have:

miq.sourceMsgld < m;,.sourceMsgld

Duplicate messages are two copies of the same message, dadaeveandd’ are duplicate# and only

if d;s = d.,. The sender of a messagecan be identified byn.sender which is updated automatically
at the timem is being enqueued in the output queue. Furthermore, anyagesshas a typel'(m),
whereT'(m) € {J,SUB, PUB, ConnectionRequest, SynRequest,

JoinRequest, CloseConnection, Con firmation, Status,

Guided, REJOIN}. We refer toJ, SUB, PUB asmulticastmessages, i.e., a receiving node may
decide to forward them to some other nodes. All other typesi@$sages are meant to be sent and
recieved between individual pairs of nodes, and are hennemdticast (unicast). For any multicast
messagen, therecipient seof m at nodeN, I'}Y, is a set of node identifiers that wishes to deliver
the message to. This set is typically computed by a functRﬁ,PTfG(m) (m), based on the type of
message, andy’s internal routing information. To make an analogy, in attianal P/S systems, if: is

a subscription message, then the computed recipient sebkart3 would contain all the neighboring
brokers excluding the sender of. Likewise, if m is a publication message, then the recipient set
would contain all local clients and neighboring brokergthat had previously forwarded a matching
subscription message. Furthermakeis responsible to either directly or indirectly deliver tmessage

to all members of this recipeint set. For any multicast mgssaat nodeN, aCon firmation message,
Conf™, is generated aV¥ indicating successful delivery of, to all non-faulty members df?;.

If Vis a successfully joined node in the topology, asde I'};, we say thatV is afinal destina-
tion of m, i.e., a node thatn must be delivered to. The rationale behind this definitiothat in a
distributed system that deals with message forwardingraales that need to receive a message must at
least be able to identify themselves as such. We formaliegtal of forwarding to deliver any mes-
sage to all of its non-faultfinal destinationsFor instance, ip is a publication message, any matching
VALID_SUBSCRIBEDBubscriberS will compute (soS is non-faulty) its own node identifier i, and
hence is a final destination pf

4.2 Reliability Specification

J, SUB, and PUB are the message types associated yaih, subscribe and publish operations
respectively. Upon arrival to the system, all nodes havautzassfully perform a join operation and

3This is different from totally ordered multicast.



become &/ALID_JOINEDnNode.VALID_JOINEDnNodes can then participate in message forwarding, ac-
cept other joining nodes, and issue subscriptions/puimics. Subscribing clients are mainly concerned
with the subscribeoperation. This is carried out by issuingg& B messages, to the connected broker.
After s is forwarded to all its final destinations the broker will desonfirmation messagé,on f°, back
to the client, indicating successful updates to subsomptouting information in the network. At this
point, the operation is complete anthecomes &ALID_SUBSCRIBEDBubscription.

The reliable P/S system specification is as follows:

For each publication message,issued at time, the reliable P/S system guarantees duplicate-
free delivery op to all non-faulty subscribers with a matching subscriptiomttrmed before

t. Furthermore, delivery of any publicatigr published aftep by the same source can only
follow delivery ofp.

In the following sections we formally define the consistepoyperties that lead to realization of the
above reliability specification.

4.3 Consistency

In a o-failure-tolerant P/S system, we consider two levels ofsistency.d-Level-1 consistency (or
simply Level-1 for short) requires that for any final destioa ' of a messagen, all nodes within
distancey + 1 of F directly identify ' as a recipient ofn?.

o-Level-1 consistency holds>
N,Ni faulty Ad(N, F) <+ 1
<Vm, F, F'is a non-faultyfinal destinationof m = (V Vs non-faulty A d(N, F) < 0 + :>)>

F € RCPTI™ (m)

On the other hand-Level-2 consistency (or simply Level-2) extends this antio nodes farther in the
network. 6-Level-2 requires that in addition @3Level-1 consistency, nodes farther thas 1 from all
final destinationsf’, of any message:, recursively identify a node on the connecting patli‘tavhich
isd+ 1 hops closer td. Fig 3 illustrates a final destinatidn of a message: which is forwarded based
onJ-Level-2 consistent routing information.

d-Level-2 consistency holds> /-Level-1 consistency holds

: , N VN, N is non-faulty A d(N, F) > 6+ 1 =

Vm, F, I is a non-faultyfinal destinationof m = ’ m
( S f " (P(N, F)[§ + 1] € RCPTE™ (m)

Inherent to these definitions, is that no node in the netwsnlequired to have global information
about the final destinations of any type of message. In faistjg an important feature and accompanied
with advanced optimization techniques, can improve thébday of the system. Furthermore, as we
see later, some types of multicast messages need only tb negies within distancé + 1 of their
sources and hence rely on Level-1 consistency. Other typesilbicast messages, need to reach the
entire network, and hence rely on the Level-2 consistencpqty.

4This also includeg", sinced(F, F) < + 1.



Final Destinatiol

6 + 1 nodes d + 1 nodes

Figure 3. The requirement of J-Level-2 consistency for a final destination F' (shaded node) of a
message m. Arrows from node A to B, impliesthat B € RCPTX(M).

4.4 Reliable Forwarding Protocol

The reliable forwarding protocol is executed @QPERATIONALnodes and deals with delivery of
multicast message types to non-faulty final destinatiomshis section, we describe the algorithm with
generality in mind, such that it applies to all types of nadt messages. In subsequent sections, we will
elaborate on the details with regard to specific messagstgpg, how the recipient sets are computed,
and how forwarding leads to updating nodes’ routing infarora

Algorithm 1 illustrates the generic reliable forwardingatithm. In failure-free executions of the
system, all forwarding nodes execute this algorithm andsagss are always transmitted along the
edges of a spanning tree that correspond to the topology. lidkwever, in case of node failures, other
algorithms presented in subsequent sections may try tadessmne messages over links that are not part
of the topology tree. We avoid more details here, and onlg twit this may lead to arrival of duplicate
messages at receiving nodes.

In the generic reliable forwarding algorithm, noffe receiving a message, will need to make sure
that it has not previously forwarded another copyrofWe use a local timestamp object for this purpose,
and use a duplicate detection algorithm that is present&egation 5. Ifm is a duplicate, there are two
possibilities: {) N has previously forwarded the first copy;, but has not yet seronf”. In this
case, the sender of the duplicate message must receive ar@tion along with the sender ot’ (the
first copy). This is taken care of at Line 3 by addingsender to a setSendery; which already contains
the sender ofn’. (ii) N has already sent confirmation of the first copy, and hencesteecthmediately
sendCon f™ to m.sender (Line 5). To distinguish these two casééusesProcessingListy, which is
a FIFO list of previously sent but non-confirmed multicasssages.

What follows after Line 9 deals with the first copy of any messady initializes M sgld} by a
call to timeStampy () which returns a locally unique identifier from a totally oreé set. It is used to
maintain a local order between arrived messages at Nodaurthermore, the input timestamp object of
N is updated by the information im (details in Section 5)Sender’} is initialized; andm is added to
ProcessingListy. In Line 14, N initializes the recipient set of., I', by computingRCPTfS(m)(m).
Line 15 corresponds to initialization 6futy; by the set of closest non-faulty nod&s that/N maintains
a connection with/ € Connectionsy) and are on the paths to memberd@f. In Line 17, N uses
a message-type-dependent function to make copies, @nd send them to all members©@t:t%}. We
will elaborate later orROPTﬁ(m) (m) andmake,copy,sendﬁ(m) (m) for each multicast message type.

In the while loop of Lines 19-24,N waits to receiveC'on f™ from all members oOuty;. If N
is a final destination ofn, it delivers the message, and updates its local routingnmdtion in Line



Algorithm 1. Generic forwarding algorithm
Input: Messagen being forwarded aDPERATIONALnode N

1 if ts_objy.isDuplicate(m) then

if m € ProcessinglListy then

Sendery} <« Senderyt U {m.sender}
else
SendCon f™ to m.sender

end

Discardm / /1 ast arrived copy of m

return
end
Msgldy < timeStampy()
ts_objn.update(m)
Senderf} «— {m.sender}
ProcessingListy.append(m)
I« RCPTE™ (m)
Out™ {X X € Connectionsy A (IF € I'Y, X € P(N, F))A }
15 N (VX" € Connectionsy, X' € P(N,X) = d(N,X) < d(N, X"))
16 forall X € Outy — {N} do
7 make_copy_sendy™ (m, X)
18 end
19 while Out® — {N} # 0 do
20  forall X € Outfy — {N} do

© 00 N o o A~ W DN

[ S S
w N B O

N
~

21 ReceiveCon f™ from X

22 Outl — OutRy — {X}

3 end

24 end

25 if N € Out} then

26 update_routing_inf ormation%m) (m)

27 forall X € Sendery; do

28 SendCon f™to X

29 end

30 ProcessingListy.remove(m)

31 Discardm, msgldy;, Out®, Sendery;, andl'y

26. In Lines 27-29)N sendsCon f™ to the senders of: (including senders of duplicates). Finally,
N performs a clean up by removing from the ProcessingListy, and discarding it along with its
associated temporary data structures.

When there are no failed nodes in the system, each nbdeconnected to all its neighbors in the
topology, i.e.VX,d(N,X) =1 = X € Connectionsy. Thus, Line 15 of the forwarding algorithm
can be rewritten as follows:

10
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Figure 4. Join-state transitions of nodes.

Outhy — {X|d(X,N)=1ANEM €Ty ANX € P(N,M))}
4.5 Multicast Messages

Although the forwarding protocol of Section 1 provides a g@malgorithm for all multicast mes-
sages, there are differences between message types inntipeitedion of the recipient sets, and how
routing information is updated. In this section, we elab®n these details by going through the oper-
ations that respectively usk SU B, and PU B messages.

4.6 The join operation

Nodes that are not part of the topology are initially in DETACHEDstate. These nodes perform a
join operation on goin pointwhich is an already joined node in the netwbrklodes that successfully
complete this operation becorW@LID_JOINED, and we say thak' is avalid topology linkif and
only if either X or Y has successfully completed a join operation on the othee.ndthetopology
routing information T'O Py, is a set of topology links, that represenss view of a portion of the
topology falling within distancé + 1 of N. More formally, if XV is a valid topology link, andV is a
VALID_JOINEDnNnode, we have:

d(X,N) <5+ 1Ad(Y,N)<5+1e XY € TOPy (1)

Furthermore)N usesl"O Py to compute topology paths betwe¥ALID_JOINEDnNodes at distancet 1
from itself.

The join operation ensures that Eq.1 holds for\éNLID_JOINED nodes, and is organized in two
phases. Figure 4 illustrates the nodes state transitiomsgdin, and Algorithm 2, illustrates the pro-
tocol of the first phase. HETACHEDNodeN initiates the join operation by sending/ain Request
messagej Req, to a join pointM®. jReq.link contains the information about the new Iidm. The
join point M, receivesj Req, and retrieves the topology link\/ addsN M to TOP,; as amarkedlink
to TOPy,. Finally, M computes a partial set of its own topology routing informatiP AR_TO Py,
and sends it to back t. PAR_TO Py contains topology links that have endpoints at distahog\/
(these nodes are hence within distafiee 1 of N). IV receives the partial topology routing information
and concludes the first phase of join by assigning f€@Py . At this point N becomes aATTACHED
node in the system.

5Join points can be discovered by means of a naming serviée didtussion is outside the scope of this paper.
8In this paper we do not address the discovery of join points.
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Algorithm 2: Join operation — Phase 1

Joining node N Join point M
[IN is DETATCHED
I'1'T(jReq) = JoinRequest

<

jReq.link «— N M~

o/‘N4 — OPERATIONAL

Start fault detection with/

Connectionsy «— {M}

SendjReq to M

Receivej Req from N
link «— jReq.link
TOP]W — TOP]\/[ U {ZZTLI{L
N o XY € TOPM/\
PARTOP;; +— { XY (M, X) < 6 Ad(M.Y) < 6 }
al, «— OPERATIONAL
Start fault detection witid/
Connectionsy, < Connectionsy U {N}
SendPARTOP}jto N

ReceiveP AR_TOP3Y from M
TOPy «— PARTOPY
/'l N beconmes ATTACHED

In the second phase of the join operatidhuses the reliable forwarding algorithm (Algorithm 1) to
deliver aJ messagej, to topology nodes within distande+ 1. This effectively enables these nodes
to know about the new joined node by locally storing the nesvBated topology link. Furthermorg;
receives the subscription routing information currentiggent in the network via invoking a synchro-
nization procedure with the join poidt/. This step is only needed i¥ is a broker node, and we will
describe it in detail in Section 6. Upon completion of theperations,N becomes &ALID_JOINED
node and can issue subscriptions, publications, and aneepjoining nodes.

The.J messagej, issued as part of join operation is initialized and forveattds follows:j.operation =
JOIN, andj.link = N1M. The final destination of corresponding to joining aN to M, are all nodes
within distance of the join point, and we have:

X is a final destination of < d(X, M) <
The recipient sets at forwarding nodBsare computed as follows:

RCPT4(5) -
begin

TOPp <+ TOPg U {j.link*}
d(X,M)<dANBe PX, M)/\}

t X
return { (32.X7Z € TOPy)

end

12



In other words, the recipient set o{j.link = JW/[) at nodeB consists of all nodes that are covered by
B’s(to_pglogical routing information, and haveé-dopology-path ta\/ that goes through. Furthermore,
the NM* is added tdl'O P (as a marked link).

A call to make_copy_send(j, M) simply sendgi to M, and is as follows:

make_copy_send;(m, M) :
begin

Sendj to M
end

Finally, update_routing_in formation}(5) is called by all final destinations3, to update the local
topology routing information:

update_routing_in formation(j) :
begin
if j.operation = JOIN then
TOPg «— TOPg — {j.link*} U {j.link}
end

In effect, this function adds the topology link/ink, to TO Py replacing any marked copy of it.

4.7 The subscribe operation

The subscribing clients are the only nodes in the P/S systahperform this operation by generating
a subscription messageof type SUB. The message containgrom and s.predicates fields: the
former is initialized with the source identifier, and thedatspecifies the subscribing source’s interest in
receiving publications. All nodes in the network must be @@t this subscription in order to (prevent
the anomalous scenario presented in Section 3) and be afdemard matching publications towards
the subscriber. Thus, the final destination of any subsonptis as follows:

VN, s, N isVALID_JOINED < N is a final destination of
At node N, the recipient set of is computed as follows:

RCPTRVB(s) :
begin

return {X‘ N € P(X,s.from) AN (3Z,(s.from)Z € TOPN)} U{N}
end

In other words, the recipient set efat node/N contains any node in the portion of the topology that is
covered byl'O Py, and connects te. from via a path througlV. These nodes are in the subtrees rooted
at N, other than the subtree that senth N. NodeN forwardings callsmake_copy_send3"? (s, M) to
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send a copy of to M, and is as follows:

make_copy_send3B (s, M) :
begin
s« s.clone()
if d(N, M)+ d(N,s.from) <6+ 1then
s'.from < s.from
elseif d(N, M)+ d(N,s.from) > § + 1 then
s'.from «— P(N,s.from)[d(N,M) — (§ +1)]
end
Sends’ to M
end

Intuitively, if M is more thard + 1 hops away frons. from, it will receive a copys’, such that’. from
is a node on the connecting path betwegfirom andM, and at distancé+ 1 of M. On the other hand,
if s.from is closer toM than + 1, then the message that is senfifais exactly similar tos (except for
s.sender).

update_routing_in formation3”P(s) is called by all final destinationsy, to update the local sub-
scription routing information as follows:

update_routing_in formation3” P (s) :
begin

SUBS_SETy <« SUBS_SETy U{(s.predicates, s.from)}
end

4.8 The publish operation

The publishing clients are the only nodes in the P/S systanpérform this operation by generat-
ing PUB messages. In contrast tband SUB message types?U B messages are only forwarded.
A PUB messagep, containsp.attrValSet which is a set of attribute-value pairs used to evaluate
the predicates of subscriptions. Furthermore, the finalirdggons ofp, is a dynamic subset of all
VALID_SUBSCRIBEDsubscriptions that match. For publication message and subscribef, we
formalize this as follows:

VS, p. S is a final destination of < (33, s is VALID _SUBSCRIBEDA s.source = S/\>

matches(p.attrValSet, s.predicates)

Furthermore, at any nod¥, the recipient set g is computed based on the subscription routing infor-
mation,SUBS_SETy, as follows:

VN,p, X € RCPT{V(p) & (Ipred, X) € SUBS_SETy A matches(p.attrValSet, pred))

To give further intuition about the recipient set offd/ B message, Figure 5 illustrates a simple
network of one publisherP, and four subscribersy1, S2, S3, andS4. An arrow, from nodeA, to
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Figure 5. RCPT)?UB(p) of a publication p from F1 matching subscriptions from

different values of 4. An arrow from A to B implies B € RCPTYV5(p).

Nod RCPTIP(p)

0 5=0 =1 5 =2 5=3
Pl | (N1} | {N2, N3} | {51,547 | {S1,54)
N1 | {N2,N3} | {S1,84} | {S1,54} | {S1, 54}
N2 | {S1,N1} | {S1,N3} | {S1,54} | {51, 54}
N3 | {S4, N1} | {S4,N1} | {51,54) | {S1,54)
S1 | {S1,N2} | {S1.N1} | {S1,N3} | {51, 54}
S2 | {N1} | {S1.N1} | {S1,N3} | {S1,54)
93 | (N3} | {S4, N1} | {S4, N2} | {S1, 54}
S4 | {S4, N3} | {S4, N1} | {54, N2} | {51, 54)

Table 1. Computed recipients sets of all nodes in Figure 5 for

S1 and S4 for

different values of 9.

B illustrates the fact that for a publicatignthat is being handled at, B € RCPT. " (p). In this
particular example, the publication being handled onlyain@$ subscriptions frord1 and S4. The
Figure illustrates the situation under various values.offable 1 summarizes the computed recipient

sets at different nodes.

PU B messages do not contribute to the routing information atsgahd:pdate_routing_in formationyV?(p)
simply delivers the publication messagto the subscriber (sinc¥ is a final destination op).

5 Fault-Tolerance

We now consider the possibility of node failures. We defiredtiault-toleranceproperty of a P/S
system, as its ability to provide the P/S reliability gudess (Section 4.2), and perform all operations
in presence of up t6 non-OPERATIONAL nodes. We configure the system to establiglevel-1 con-
sistent topology routing information ardLevel-2 consistent subscription routing information.irgds

"FAILED or RECOVERING
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(a) With no failures (b) With failures

Figure 6. Fault-tolerance forwarding bypasses faulty node s (filled circles represent final destina-
tions).

the replicated nature of these consistency propertiegscah identify and connect to their closest non-
faulty nodes by skipping any chain of at méstonsecutive failed nodes. The (non-confirmed) messages
are then (re-)send towards final destinations via the netesahat bypass failed nodes. Figure 6 illus-
trates the general idea. As we prove in Appendix A, usingapoach all system operations (including
subscribe and publish) can be successfully carried out wptko 6 simultaneous failures and the P/S
reliability requirements are met.

If there are no failuresVALID_JOINED nodes maintain communication links to their immediate
neighbors in the topology. Furthermore, communicatiokdiare monitored by failure detectors, and
failure of any nodeV/ detected by any connecting pe€rinvokes failure Detected(M). This algo-
rithm is illustrated in Algorithm 3. In this section, we ass&! NV is in the OPERATIONALstate, and
postpone the case in whidk is aRECOVERINGode to Section 6.failure Detectedy handles the
failure of M in two stages. In the first stage, Lines 1-MN2updates its communication link information,
and further computes a set of nodé&w Peers, to connect to. Each nod€ € NewPeers is an im-
mediate neighbor af/ that is farther away fronv than/. If there is no previous communication link
to X, N assumes that is OPERATIONAIl.and establishes a new communication linkktdoy sending
a ConnectionRequest message. At the receiver(aonnection Request message is handled according
to Algorithm 4.

The next stage to handle failure 8f (Lines 17-27) deals with retransmission of any message,
m, that was previously sent td/ but has not yet been confirmed, and we hawé: € Out%}, and
m € ProcessingListy. NewOut?}} contains the new peers of that fall on the paths to members of
I'%t, and hence can be used to deliveto final destinations. For all these message in orfenpdates
Out?y and send the message to the node¥ éiwOut?.

Duplicate Elimination: Unconfirmed messages that are re-sent by ngde bypass a failed node
M may arrive at the receiving peers as duplicate messages.isTbaused by the fact thaf had the
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Algorithm 3: failureDetected (M)
Input: Failed nodeV/ (detected by nodé’)
1 begin
> OpM — FAILED
3 Stop failure detection witld/
4 Connetionsy < Connectionsy — {M}
5 NewPeers « {X]m € TOPy ANM € P(N,X)}
6 if al = OPERATIONAL then
7 forall X € NewPeers AN X ¢ Connectionsy do
8
9

ax «— OPERATIONAL
Start failure detection witlk

10 Connectionsy < Connectionsy U {X}
11 SendConnectionRequest to X
12 end

13 elseif Oz% = RECOV ERING then
14 forall X € NewPeers do

15 synchronizeToy(X)

16 end

17 Synchy < Synchy — {M}

18 end

19 while (m « ProcessingListy.getNext()) do
20 if M € Out} then

21 NewOuty «— {X|X € NewPeersy A (Y € '}, X € P(N,Y))}
22 Out® «— OutRy U NewOutyy — {M}

23 forall X € NewOut}} do

2 make_copy_send” ™ (m, X)

25 end

26 end

27 end

28 end

chance to forward the message to a number of nodes befoesliisef As a result, duplicate detection
and elimination is a key element in our approach, and in geien, we propose two different algorithms
for this purpose.

Our first approach relies on tlgobally unique message identifiers assigned by the source. Since
identifiers are totally ordered, each nofle uses a ni@e timestamp objectis_objy, to keep track
of the message identifier of the “mogcent” message received fragach individualsource. A mes-
sage is a duplicate, if itsourceMsgld does not succeed the timestamp associated with the source
node. If the message is not a duplicate, the timestamp oftilnes node is updated by storing the new
sourceM sgld.

However, this approach scales poorly, and may require eadé to keep track of messages from an
excessive number of sources. As a solution to this problesrpnepose an enhanced approach in which
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Algorithm 4: handleConReqy(Connection Request c)
Input: C'onnection Request message
begin
M «— c.sender
if M ¢ Connectionsy then
Start failure detector witid/
Connectionsy < Connectionsy U {M}
end
end

the timestamp object only maintains information about thestmrecent message from nodes within
distance + 1.

Each multicast message, has an additional fieldn.visited, which is a list of at most + 1,
(nodeld,nodeM sgld) pairs corresponding to the Iast+ 1 nodes that forwardeeh. If m bypasses
failed nodesnil values are appended to the visited list. The algorithm tateothis list is carried out
as part of the “send” operation, and is illustrated below:

11

append®*t({(N, M sgId), m.visited)

while i < d(N, M) do
append® L ({P(N, M)[i], nil), m.visited)
1—1+1

end

Send mto M

Similar to the previous approach, receiving nodes mairgaiimestamp objects_obj, and update it with
the information in then.visited field of non-duplicate messages.objy.update(m) is as follows:

forall (nodeld, msgld) € m.visited N msgld # nil do
ts_objn.most_recent(nodeld) < msgld
end

Finally, m received at nodé/, is not a duplicaté and only if m.visited contains pairs that succeed the
pair with identicalnodeld in ts_objy. ts_objy.isDuplicate(m) is as follows:

forall (nodeld, msgld) € m.visited N msgld # nil do
if msgld i ts_objn.most_recent(nodeld) then
Return T'rue
end
Return False

6 Recovery

Failed nodes are likely to miss messages that contain gutiiormation. Thus, the recovery pro-
cedure typically involves synchronization with severalgh®oring nodes, and ensures that the routing
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information of the recovered nodes is consistent. We asshate recovering nodg retains the same
node identifier (and address) it used prior to failure, arait restore its topology routing information,
TO Pr. While synchronization is in progress, the node particpatemessage forwarding by the use
of Guided messages and upon successful completion of the recovergque, the node become$-
ERATIONAL A Guided messagey™, encapsulates a multicast messagesuch that all fields of are
accessible iry™. Furthermoreg™.to is a set of § — 1)-paths that contain additional information on
how to forwardm. The routing information at RECOVERINGode is inconsistent, and may lead to
message loss. On the other hand, if the synchronization, 39iis OPERATIONAL(we elaborate on the
case wheré is itself RECOVERINN Section 6.2), it has all the information about the finaltolegions
of a message within distanée+ 1 of S. Thus, for any multicast message being sent from a synchro-
nization point,S, to aRECOVERINGode, R, all calls tOmak:e,copy,sendg(m) (m, R) are preceded by
the following:
if af = RECOVERING then
g™ «—Guidedm)
g"to—{P(R, X)X eI"U NRe P(S,X)}
end
make,copy,sendg(m) (g™, R)

This ensures thak will have enough information on how to further forward Handling ofGuided
messages RECOVERINGodes is presented in Section 6PERATIONALnodes on the other hand,
extract the encapsulated multicast message, and invokelibble forwarding algorithm as presented
in Section 4.

Algorithm 5 illustrates the recovery algorithm executedrbgovering nodeR. T'O Py is initially
used to identify a set of synchronization pointg;nchy, to receive the routing information from, and
TOPy, andSUBS_SET}, temporarily contain the received routing information. ®@mecovery is com-
plete, these sets along with the receivedided messages during recovery are used to initidlizePy
and SUBS_SETR. As the last stepR notifies all its connected peers about its transition to(tre
ERATIONALstate. The synchronization algorithm, is presented in Allgom 6. In this algorithm, the
recovering nodeR initializes a communication link with the synchronizatipoint, N, and sends a
SynRequest message. AStatus reply message and the topology and subscription routiny rme-
tion are then received fronV. Finally, if synchronization withV is completed successfully;O Py,
SUBS_SETy, and Synchy are updated. The node also forward®& . JOIN message that is for-
warded similar ta/ messages to distanéet 1 of the source. HoweverR £JOIN messages do not
update the topology routing information, at receiving rdad its sole purpose is to make sure that all
the messages that have been resent are received withinagista 1 of R8. At the end,R’s transition
to OPERATIONALtakes place.

Algorithm 7 illustrates the algorithm executed at a synaiwation point,V, upon receiving &yn Request
messages, from a recovering nod&. It is possible thatV was previously connected #® and receives
m without having detected®’s failure. As a result)N tears down the connection, and stops the failure
detector. Furthermore, there might be messageshat were sent té and are not yet confirmed (i.e.,
R € Out® andm € ProcessingListy). N initializes the FIFO listPrevOut with all such messages

8REJOIN is used to deliberately delay the transitionfofo OPERATIONALThis enables us to formalize the invariants
and ensure guaranteed behavior. For more informationt@fae correctness proof of the duplicate detection meshaii
Section 5.
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Algorithm 5: Recovery algorithm at nodg
Input: Restored topology routing informatiohO Pr
1// ol = RECOVERING

2 Synchp — {X|XR € TOPg)

3 TOP, — 0

4 SUBS_SET}, — 0

5 forall N € Synchy do

6 synchronizeTor(N)

7 end

s while Synchpr # () do

9 wait

10 end

1 TOPp — TOPy

12 SUBS_SETRr «+ SUBS_SET},

13 Apply Guided_T'O Pr in-order toT'O Py

14 Apply Guided_SU By in-order toSUBS _SETg
15 st.status — OPERATIONAL /| T(st) =Status
16 forall X € Connectionsg do

17 Sendst to X

18 end

19 Reliably forwardr;j // T(rj)=REJOIN
20 while Outy # () do

21 wait

2 end

2 af — OPERATIONAL

while preserving the order (Lines 8-11). In Line AR TOP{ is a subset of’O Py and contains
unmarked topology links with endpoints farther thafrom R and within distancé to N. These end-
points are hence within distanéet 1 to R. In Line 14, PAR_SU B{ is a set of predicateodeld pairs
containing the subscription routing information that ns&ekevel-2 consistency requirements frai's
point of view. In Lines 15-20)N establishes a connection & and sends its operational state along
with the routing information taR. A P/S system tends to have large number of clients, and hence
PAR_SUBZ is likely to be a very large set. In practice, transmissiothis message may take a long
time, and hence result in a slow down of all the communicalietween these nodes. As a resilt,
sendsPAR_TOP# and PAR_SU BE as low priority messages. All the normal priority messages a
guaranteed to be transmitted first. MessageBrinvOutl are sent afterwards vi@uided messages.
In Lines 24 and 25V awaits the status reply message fréisignifying completion of recovery, and
updatesy¥ accordingly.

PAR_TOPE and PAR_SU BE computed at the synchronization pofit correspond to a snapshot
of the routing information af. Recovery may take a long time and hence there may be many gesssa
arriving at S that need to be forwarded towards subtrees of the topologiedoatR. The Guided
messages effectively allok to participate in message forwarding. In contrast to ragmialticast
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Algorithm 6: synchronizeTog(N)
Input: Node N to synchronize with
1 begin
Il o= RECOVERING
2 Synchg <« Synchr U{N}
3 if N ¢ Connectionsg then
4 a¥ «— OPERATIONAL
5 Start failure detection wittv
6
7
8
9

Connectionsg < Connectionsg U {N}
end
SendSynRequest to N
ReceiveStatus from N
10 ol « Status.status
11 ReceivePAR TOP# from N
12 ReceivePAR_SUBZE from N
13 TOP}, — TOP, U PAR.TOPE
14 SUBS_SET} « SUBS_SETRUPAR_SUBR
15 Synchgr «— Synchr — {N}
16 end

messages appends the routing information @fuided messages t6uided_T'O Pr or Guided_SU Bp.

Once synchronization ends, this information is applied@Pgr or SUBS_SFETg accordingly. This
ensures that the routing informationfateflects not only the snapshots that were taken some while ago
at the synchronization points, but also the most currenrimétion in the messages that were forwarded
afterwards.

6.1 Handling Guided Messages

A RECOVERINGnhode R, discards all multicast messages and proceéseged messages only.
Guided messages are used to convey the information about how t@fdrav message to RECOV-
ERING node that may potentially have inconsistent routing infation. If ¢" is a Guided message,
R, executes a modified version of Algorithm 1 by first extragtm. The recipient set, andut}; are
computed as follows (path information is extracted frgito):

't —{X[|3Y,P(R,Y) e g"toNX € P(R,Y)}
m : Y eI'FAX € P(RYY)A
Qutfy — {XX € Connectionsp )\ ((VZ € Connectionsg, Z € P(R,Y) = d(R, X) < d(R, Z)))}
The rest of the generic forwarding algorithm remains ungleanexcept for the fact thapdate_routing_in f orma
appends the routing information in to the FIFO listsGuided TO Pr andGuided_SU Bg. These will
be applied after synchronization is complete (i.e., wEenchr = 0).
While a recovering node is synchronizing with a synchromirapoint, there are chances that either
one fails before completion. Once detected by the othew pdue failureDetected (Algorithm 3) is
invoked. We discussed this algorithm in Section 5 for theeocakere N is OPERATIONAL In this
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Algorithm 7: handleSynReqy(SynRequest )

Input: SynRequest message

© 00 N o g b W N P

N
N P O

13

14
15
16
17
18
19
20
21
22
23
24
25
26

begin

R «— s.sender

PrevOut® «— ()

if R € Connectionsy then

|/ Possibly failure of R was not detected
Stop fault detection wittR
Connectionsy < Connectionsy — { R}
while (m < ProcessingListy.getNext()) do
if R € Out} then
PrevOut® « PrevOut.append(m)

end

end

;

<
XY € TOPy U Guided TOPyA
<>

PAR.TOP§ «— { XY| XY not markedA d(X,N) < d(X,R)A
d(X,R) <0+1Ad(Y,R) <é+1

; (SUBSSETNU)
Guided_SU By

d(Z,N) <d(Z, R)\

d(Z,R) <d+1)

\/

' = (p, Z")\
, (SUBSSETNU)

~+

PAR.SUBE — {t=(p,Z

~—

V Guided_SU By
ANd(R,Z') > 6+ 1A

Z = P(R, Z')[6 + 1]

Opk +— RECOVERING

Start fault detection wittk

Connectionsy < Connectionsy U {R}

st.status «— OpN | | T(st) =Status

Sendst to R

SendPAR_TOPE andPAR_SUBE as low priority toR

while (m < PrevOut.getNext()) do
make_copy_send” ™ (m, R)

end

Receivest Rply from R/ / T( st Rpl y) =Status

ol « stReply.status

end

section, we focus on the scenario wherrREBCOVERINGode, N detects failure of a synchronization
point M. In this caseN has to identify a set of hew peers to connect to and syncleamith (Lines
13-18 of Algorithm 3). Furthermore, as we see later in thidiea, a recovering node participates in
message forwarding by receividguided messages. As a result, any non-confirmed messages that were
previously forwarded td/ (M is now failed), are re-sent to such that to bypasgLines 19-27).
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Not part of the chain
S+ is synchronizing with

Figure 7. Chain of RECOVERINGuode that all receive part of their routing information from OPER-
ATIONALnode S'.

6.2 Recovery Through a Chain of RECOVERINGNodes

In this section, we consider the case where a n®dis synchronizing with a synchronization point
5?2, while S? is itself aRECOVERINGiode. Furthermore§? must have other synchronization point on
each direction upstream. Considerifigjto be S?'s synchronization point on one direction, and further
applying the same arguments. After at mést 1 times application, we arrive &'’ wherel < §. We
must either arrive at a@PERATIONALsynchronization point, or conclude that there is no fartiezte
to proceed. This implies that ach directionR is connected to a@PERATIONALnode (if it exists),
S!, through a chain of zero or more synchronizRECOVERINGiodes,S? - - - S, Furthermore, the
topology routing information thak needs to receive frory is only a subset of the toplogy routing
infromationTOPS' thatO sends to its closeRECOVERINGode,S'!. Thus,R can correctly receive
this information through the chain ®ECOVERINGiodes. This is illustrated in Fig 7.

Each nodesS’ on this chain iRECOVERINGand receive® AR_TOP;,,, from S*'. Furthermore,

it computesPAR_TOPS ™" as follows:

| PARTOPS, U
PARTOPS ™ — XX € <GuidedTOP51:+1 A
d(X,S8) < 4§

Finally, S*~! receives this information as part of its synchronizatiothvsi.
The subscription routing information that is sent duringiayronization is similar. Any nodé”
(1 <i <) receivesPAR_SUBS,,, from S+ and computeSUBS_SET*" — S’ as follows:

b€\ Guided_SUBg.

d(X, 8" <§+1

y PAR_SU B§Z+1u) N 5

SUBS_SETS. ' — { t = (X, pred)V |
! __ / PARfsUB:g;FlU

A= (Y, pred)A. ' € (GuidedSUBsm A

dY,8) >5+1AX =P(S™ Y)[6+ 1]

\ 7

Similar to the case where the synchronization poi@PERATIONAL this information is sent wittow
priority. Furthermore, as illustrated in Fig 7, not RECOVERINodes onP (S, S!) are necessarily part
of this chain. This may occur when the skip@@BCOVERINGode starts its recovery procedure, after
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the chain has formed. Finally, note that theided messages, use communication link®&gnections),
and do not necessarily follow the synchronization chains.

7 Related Work

Related work falls into the following two categories, relalgroup multicast, and reliable P/S sys-
tems. We discuss them in turn below. The problem of reliablglipation delivery is to some extent
relevant to the traditional reliable group multicast pesbk. However, in practical P/S systems with a
high publication rate, it is very costly to enforce propestsuch as virtual synchrony [3], or total or-
dering of publication delivery. This is mainly due to thetf#ltat each publication is delivered based
on individual subscriber’s interest, and maintenance dfaaexdgroup viewfor this level of dynamism
among a large number of clients is infeasible. Thus, we eliat per-source in-order delivery, as
required by our reliability specification (Section 4), pides a reasonable balance between application
requirements and feasibility of the implementation.

In the reliable P/S literature, we give an overview of soméhef most important related work. The
Gryphon distributed P/S system [2] introduces the concépirtual brokers to tolerate failures. Each
virtual broker is a set of physical machines which act astidehreplicas. Upon failure of a machine, its
replicas (if any) take over and re-established the affeptdadication flows. For each propagation tree,
this requires a special deployment procedure to map vilitaers to physical machines. In contrast,
our approach does not need special deployment proceduwtegdmpts a configurable and completely
transparent replication scheme that takes p&#orgthe propagation tree.

Snoeren et al. [9] propose an approach to builefault tolerant P/S system, by constructifig 1 dis-
joint forwarding paths between subscribers and publislaed forwarding publications on all redundant
paths. Thus, in presence &toncurrent failures, at least one forwarding path is nacéd. However,
this approach incurs high bandwidth consumption. In cattrahen there are no failures our approach
sends publications aloraysingleshortest path towards each subscriber. Furthermore, gessage only
re-sent when a failure is initially detected (and not aftends).

In Hermes [8] the routing information at P/S brokersadtstate to deal with failures. This is done by
having clients periodically renew subscriptions. Howeuetess the clients subscribestth broker nodes
simultaneously, this approach does not prevent loss ofhmeggublications. XNET [4] proposes two
schemesgrash/recovelandcrash/failover to deal with broker failures. However, these approaches ar
unable to handle multiple simultaneous failures. Cugold.g6halso present an algorithm to improve
the efficiency of reconfiguration in highly dynamic P/S netk# However, the proposeeconfiguration
pathapproach only strives to minimize the publication loss gia reconfiguration process, rather than
preventing it. Epidemic (gossip) algorithms have beeniedpio P/S systems [5], in an attempt to
improve the reliability of highly dynamic systems. Howewuao strict guarantees in terms of publication
delivery are provided. We believe that in a fairly stableisvment, our algorithms enforce a much
stricter reliability guarantee even in presence of fasdure

8 Conclusions
In this paper, we studied the reliability and fault-toleraspects of distributed P/S systems. We

formally defined a routing information consistency propemd presented algorithms to ensure reliable
delivery of different types of messages by establishing mathtaining consistency. Furthermore, in
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order to deal with up té simultaneous node failures, we proposed an approach testreglication of
routing information to bypass failed nodes.

In our approach, the quality of service of the failure deiecplays a crucial role in ensuring fast reac-
tion to failures. While this is a common requirement of almadkapproaches, our system readily reacts
to the detected failure by re-sending messages that aréjyoksst due to the failure. Furthermore,
confirmation mechanism prevents the anomalous scenaegsmted in Section 3, and ensures that the
reliability guarantees are met.

In this paper, we also theoretically proved that using thetalgorithms provided in this paper, all
system operations can be carried out successfully andlibbiligy guarantees remain uncompromised,
unless the number of nOBPERATIONALnodes exceed. Furthermore, we prove that the failure de-
tector mechanism is able to detect duplicate arrival of agss using only information about the last
0 + 1 hops visited by a message, even in scenarios where nodddygoscillate betweerFAILED,
RECOVERINGandOPERATIONALstates.
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A Correctness

In this section, we first present a Key Lemma which we use togpsmme of the most important
properties of our approach, e.g., in-order, duplicate-tielivery. At the end, we prove the correctness
of the join, subscribe, and publish operations, and confldethe reliability specification is met under
up tod node failures.

A nodeN is skippedjf and only if a nodeA sends a messageto nodeB, such thatV € P(A, B) —
{A, B}. TheKey LemmandKey Corollarybelow prove that a@PERATIONALnode is never skipped.
For the purpose of the provesly we refer to a recovering node that has successfully syncedmand
is just about to send thBE JOIN message a®PERATIONAL* The scope of this naming is while
the node is executing Lines 19-22 of Algorithm 5. This isiing to the node, and is merely a naming
practice, with no algorithmic implicatiofsAll properties that we prove and apply @PERATIONAL*
nodes also apply tOPERATIONALnodes.

Lemma 1. (Key Lemma) For any pair of non-faulty connected node$,and B, if C' is an OPERA-
TIONAL* node onP(A, B) —{A, B}, thenC'is connected to nodes on batt{A, C) and P(B, C'). We
formalize this as follows:

C e P(A, B) — {A, B}

A € Connectionsg N\ B € Connectionsy

c _
VA, B,C,al = OPERATION AL x A (Connecm’mwc NP(A,C) # @A)

Connectionsc N P(B,C) # ()

Proof. Suppose the contrary becomes true for the first timte &inced(A, C') < d(A, B), the fact that
B € Connections 4 implies thatC' has failed at some point befoteOtherwise, an attempt to bypasSs
would have never been made. There are further chanced trad B have had failures as well. Consider
"y, Uz, andty,, as the last times prior tg that eitherA, B, andC were still faulty. ForA and B assume
", andty is 0, if they never failed. With regard to the precedencé,ot’;, andt;,, we have one of the
following six possibilities:

)t <t <ty <t Atthe time thaiC started its recovery procedure, botrand B were non-faulty.
Thus,C synchronizes with the closest non-faulty node /(0’, A) and P(C, B). If C detects their
failure at any point while synchronizing or afterwardsiries a farther node on the corresponding
paths. Since by time, A and B never fail again(' never skips eithed or B, and the condition
holds.

i) t7, <ty <t <t Assumek; = d(A, B). SinceC never sees the failure of it never skipsA.
This ensures that the first conditiofpnnectionsc N P(A, C) # 0, holds. Furthermore, sincé
Is connected td3, then all nodes betweeti and B have had failures too, and will recover at some
point. If B detects all these failures, it will connectdg and the second condition holds. However,
if B connects taX betweenC' and B, then eithert’y < tf, ort;, < t%. The former is a case of
(i) andC connects taP(C, X) which is a subset oP(C, B). The latter, is another case aff)( in
which A, B, andC are substituted by, C', and X. Furthermore, we havke, = d(A, X) < k;.
In the worst case, since node distances are finite, we cag gpplargument a limited number of
times. At some point we get t&; = C' and the condition holds.

%We do not make any use of this in the reliablilty and fauletahce algorithms and protocols.
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i) tn <ty <ty < t: SinceA and B never see failure of’, they will never skipC'. ThusA €
Connectionsg andB € Connections 4 cannot be true. The condition still holds.

V) t7, <t <t < t: Similar to caseif).
V) t <ty <ty < t: Similar to casei().
vi) t; <t < tf, < t: Similar to caseiy.
In all the cases above, the condition holds. This conclugegtoof. O]
Corollary 1. (Key Corollary) No OPERATIONAL* node is ever skipped.

Proof. Key Lemma shows that if there is @PERATIONALMode,C, between any two communicating
nodes,A, and B, then there is also a sequence of communication links thatexti A to C, and B to
C'. Since messages are always sent to the nearest connecatedhgeemessages frohand B to each
other, always go througf'. Thus,C' is never skipped. [

A.1 Correctness of Forwarding

We now prove allOPERATIONALfinal destinations of a message will receive a message,d@dvi
that the required level of consistencyl(evel-1 orj-Level-2) is already established and the number of
non-OPERATIONALnodes does not exceed

Theorem 1. (Correctness Theorem) For any multicast message generated at time from sources,

and forwarded based oftLevel-1 orj-Level-2 consistent routing information, a nodedownstream
from S sendsCon f™ at timety towards S if and only if all OPERATIONAL final destinations/” of

m downstream fromV sincet have received and confirmed, provided that no more than non-

OPERATIONAL nodes are present in the system at any time.

Proof. SupposeF is a final destination ofn and let/N be the closest node t on P(F, S), such that
N send<C'on f™ towardsS, while F' has not yet receivesh.

e If m is being forwarded based aiLevel-1: Sinced + 1 > d(F,S) > d(F,N), o-Level-1
consistency implies that)(if NV is OPERATIONAL.it computes a recipient set for that contains
F,ie.,F e I'f. On the other handjif if N is RECOVERINGN has receivedn as aGuided
messagey™ from some node o (N, S) — { N} (possiblyF). Through a chain of zero or more
RECOVERINGnodes, arOPERATIONALnode M € P(N,S) — {N} has incorporated path
information intog™.to. Sinced-Level-1 consistency is establishes, aftd/, F') < 6 + 1, g™.to
contains a path té¢'. From both {) and (i), it follows at N we haveF € I'}, andN is aware of
a path toward$”, P(N, F'). Thus,F forwardsm to the first non-faulty node oR (N, F') — {N}.
Furthermore NV awaitsCon f™, from last nodeX that it forwardedn to, X € Out}}. WhenN
itself sendCon f™ upstream, it must have receivétbn f™ from X, or conclude that all nodes
on P(N, F) — {N} are failed. The latter cannot be true siric@ever fails in the intervalt, ¢ ).
Furthermore, sincé’ has not yet receiveth, X will be the closest node té' that send€’on f™
beforeF receives it. This is a contradiction, adtdmust have receivedh and confirmed it before
and upstream nod®, send<'on f™ towardssS.

27



e If m is being forwarded based a@nLevel-2: if 6 + 1 > d(F,S) > d(F,N), then the proof is
identical to the)-Level-1 consistency case. Now consider the case whereS) > § + 1. Since
d-Level-2 consistency is eatablished,if /V is OPERATIONAL.Iit computes a recipient set for
that contains eitheF', or a noder” which isd + 1 hops closer ta, i.e., ' = P(N, F')[§ + 1] and
F' e I'}. If NisRECOVERINGIt has receivedr through a chain of zero or moRECOVERING
nodes from an upstrea®@EPRATIONALnode . In this case)NV will again try to sendn towards
F’suchthatF” = P(M, F')[0+1]. Furthermore, in both cases, has the path information towards
F'. Thus,N will sendm towardsF’ via a nodeX € P(N, F’) — {N}, and we haveX € Out}.
This implies thatV could not have sen@on f™ to its upstream without receivingon f™ from
X; or otherwise,X is a node closer thatv to ' that has sen€on f™ to its upstream prior to
arrival of m at F'. This is a contradiction, sinc& was the closest node v that confirmedn
beforeF" has receivedn.

]
A.2 Duplicate Detection

We say a message s “tagged by at®PERATIONALnode”,if and only if there is a paitX, msgldy) €
m.visited, andX was iINnOPERATIONALstate when processing. We now prove that using a ¢ 1)-
list of visited nodes, the duplicate detection mechanisabis to track and identify duplicate arrivals of
a message.

Lemma 2. (Duplicate Detection Lemma) The duplicate detection mechanism is able to identify dupli
cate arrival of messages.

Proof. Multicast messages are always sent in a direction that ig frawan their source. We use induction
on the distance of a nod® from the source of any message and any of its duplicate copies’
(mig = m,). Let.S = m.source = m/.source.

Basis: VV,d(N,S) <+ 1, N is able to identifym andm’ as duplicates.

Proof of induction basis: itV is in distancej + 1 from S, both m.visited andm’.visited contain
(S,msgld¥). Thus, N can detectn andm’ as duplicates by updating its input timestamp object,
ts_objy, using the first arrived copy, and then callinguplicate on the second arrived copy (this call
returnstrue).

Induction step: If VN, d(N,S) < k, N is able to detect» andm’ as duplicates, theWV, d(N, S) =

k + 1, N detectsn andm’ as duplicates.

Proof of induction step: suppose the contrary is true,d@V, S) = k+1 > 6 + 1 and N cannot detect
m andm’ as duplicates. LeP = P(P(N, S)[1], P(N,S)[0 + 1]); all members ofP are within distance
5 + 1 of N. Suppose is thefirst time a node sent eithen or m’ towardsany node onP, or attempted
to sendm or m' via skipping any node of. Furthermore, supposgis the time by which bothn and
m’ arrive atN. We have the following facts:

i) From the way the algorithm works, every message beingdoned is tagged by at least o0&°-
ERATIONALnode (also applies to the encapsulated messages withirided message).

i) Nonode, X, X € P, can beOPERATIONALat all times in the interva(t, 7'); otherwise, X would
not be skipped and would have tagged betlandm’ (Key Corollary). Thus N could identify the
messages as duplicates since they both have an identicacentesponding tox.
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iii) Since in ad-resilient system, at most non-OPERATIONALnodes may exist, we conclude that
there must be at least one node Bnthat has completed its recovery procedure and bechRie
ERATIONALIn the time intervalt, 7). Otherwise, either (i) or (ii) would be violated. L&tbe the
first node that took the transition @PERATIONALat timet” aftert.

iv) Not all nodes ofP that were initiallyOPERATIONALat ¢ can fail beforeR recovers; otherwise,
(i) is violated.

Consider allOPERATIONALnodes onP that fail wereOPERATIONALat ¢ and will fail beforeT.
Let L be the one that fails last. Now consider all the messagesviya sent in the intervdk, "), in
which L is alwaysOPERATIONALand kR become©OPERATIONALat¢". Assumer is the last message
sent toR att(™) from nodeY on P(R, S) that would be enough to lét becomeOPERATIONAL*had
all the other needed messages for this transition arrive la¢forer is processed). Sinceg is sending
synchronization messages B it is eitherOPERATIONALor is receiving synchronization messages
from a node orP(Y, S). In the former case, it is never skipped by nodesgiw, S) since it iSOPERA-
TIONAL and in the latter case, again it cannot be skipped by any apnd&Y’, S). This is becausey;
must be connected to a clos€®?ERATIONALnode,O on P(Y, S) to receive synchronization informa-
tion from (this information is also supplied #9). Thus, a path of communication links exist betwégn
andO, and no message is ever sent from node#0R, S) that bypasses eithé} or R. Now consider
the following cases:

| — If eitherm or m’ had been attempted to be sentpor bypassk by any other node befor&™):
this implies, that during synchronizatia® will receive m or m’. If both are received, theR
detects them as duplicates (otherwifewould be a closer node t6 than NV that cannot detect
duplicates). Furthermore, in terms of the relative locatd 2 and L, one of the following is
possible:

a. d(N,L) < d(N, R): R forwards one of the received copies towaidsIf L has previously
received a copy, it will discard the new one; otherwise, it f@rward it towardsN. This is
also the first and only copy that is sent towardsloser than.. Finally, R reliably forwards
aREJOIN message;j, and awaits receipt af'on f"7). Since bothl,, and N are non-faulty
and within distance + 1 of R, they both receivej, and update their timestamp associated
with R. By ", R becomeOPERATIONALand unlessk fails, no other copy ofn will arrive
at N without R’s initial timestamp, which precedes the current timestasgociated withR?
atN.

b. d(N,L) > d(N, R): L has beerOPERATIONALsincet, an attempt to send a copy of to
R, or bypass it, implies that, has already received the same copy and has tagged it. Thus, i
due recovery of?, a duplicate copy ofn is sent toN, then both copies carry the same entry
for associated with.. Thus, N can detect the duplicates. Similar to the previous case, the
propagation of theR £JOIN message fronk ensures that unleds fails again, no duplicate
copy ofm is sent to/V without havingR’s associated timestamp, which precedes its timestamp
updated by-j.

c. d(N, L) = d(N, R): this impliesk = L and cannot be true.
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Il — If neither m nor m’ had been attempted to be sentitpor bypassi by any other node before
t™): unlessR fails again, it will receive a copy of: and forward it towardsV. Furthermore, any
additional copies are discarded unléstails again (at some time beyont).

We have shown that all copies of that are sent in the intervél, t") can be detected & as dupli-
cates. Now consider the next recovered nBdéf it exists) which took the transition tOPERATIONAL
at timet’, and apply the same argument for the intervalt™"). It further implies that by completion
of recovery of no node o, there is a chance that receives undetectable duplicates. NowAeb be
the last node to recover (possibly= R) att¢* in the interval(¢,7"). For the intervalt*,7"), we know
that there is no recovery, anid f requires that there be a node that rem&mrERATIONALThis node,
H, must have been recovered at least once ginde the above discussion, we have also illustrated that
undetectable duplicate arrivals cannot take place as Istigearecovered node remal@®ERATIONAL
This is also true fot7. Thus, by timel’, IV is able to detect all duplicate arrivals of. O

A.3 In-order Delivery

Now we prove that arrival of messages from the same sourltewfthe order they were generated
from the source. In fact, we show that the order of messagesg aheir path to any final destination
never changes.

Lemma 3. (Ordered Delivery Lemma) For all non-identical multicast messages and m’ from the
same source that arrive at a final destination nddethe order of delivery is the same as the order of
generation at the source.

Proof. Let S = m.sender = m/.sender, t andt’ respectively be the arrival times of andm’ at F.
There are three algorithms that involve a multicast messageing sent front to a final destination
F.

1. Reliable forwarding algorithm: adds a message to a FIRGPhscessingList, enqueues it on a
FIFO output queue, sends it over a FIFO communication linkl, @equeue it from a FIFO input
gueue at the receiver.

2. Fault-tolerant forwarding algorithm: considers messag ProcessingList in-order, enqueues
the messages in a FIFO output queue while preserving the, getels the messages in-order over
a FIFO communication link, and dequeues the messages frdfiRput queue at the receiver
(if transmission was successful)

3. Synchronization algorithm (at the synchronization poia combination of the reliable forward-
ing algorithm, and the fault-tolerant algorithm that bosesGuided messages to transmit mul-
ticast messages. However, again messages ithecssingList of the synchronization point
are processed in-order. Furthermore, other messagesrthag afterwards are added to the
ProcessingList in-order, and follow the previous ones on the list.

Now suppose the contrary is true, aAdreceivesn’ first. SinceF' is a final destination ofn andm/’,
the Forwarding Theorem requires thatreceives bothn andm’. Thus, we must havé < ¢. This
implies that by timet, no upstream node fromy, will receive the confirmation of.. Thus, all these
nodes,X, that have receivech and forwarded it downstream still hawe in their ProcessingListx.
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Now consider the messagesandm’ that pass through a sequence of operations as mentioned abov

to travel toF. Furthermore, by timeé no upstream node fror ever receiveg'on f™ (sincem has not

yet been received bl), nor removesn from its ProcessingList. Thus, on all the upstream nodes that

forwardm’ towardsF', m has been received first. This is due to the fact that all ojperatisted above

preserve the order of messages, and sinde never removed fronProcessingList of any nodeyn’

follows m at all times. Sincéd’ receivedn’ prior tom, this is a contradiction, and the proof is complete.
O

A.4 Recovery

In this section, we show that by the time a previously failederecovers (becom&@PERATIONAN
it has consistent topology and subscription routing infation, as if it had never failed before.

Lemma 4. The routing information]’O P and SUBS_SETy at a recovered nod& is respectively
)-Level-1 andy-Level-2 consistent. Furthermore, at the tiffidakes the transition tOPERATIONAL
no unconfirmed messages still in transit may cause the mudiate atR to violate the consistency
requirements.

Proof. Let 7% be the timeR completes its recovery procedure, and consider the netindhe interval
(0, 7%). Now consider the sequence of recovered nodes in this alteiy, - - - , R;, whereR, = R.
Furthermore, lef'® be the time nodein this sequence recovers. We first prove that the routirtg &a
consistent af '#:.

NodeR; has been synchronizing with zero or M@EERATIONALnodes in order to get the topology
and subscription routing information. Consider the chaiREICOVERINGodes that lead to one of
theseOPERATIONALnodesO, as illustrated in Fig 7. The multicast messages that hawedratO
since time) are either confirmed, and thus updatedis routing information, or are not yet confirmed.
Since there is no node that has recovered priét;tahusO has bee®PERATIONAlever since it joined
the network. By the Key Lemma, f@PERATIONAILnode is ever skipped. ThuS,misses no messages,
including the ones that must have been forwardefdtaNow lett))’ be the time whe first received the
SynRequest from W, the closest node on the chain of recovering nodd%loLetALLt(v)v be all theJ,

SU B messages distined #y, that arrived aO prior tot}y . Furthermore, let! LL_ CONFIRM ED,w

be a subset oﬂLLtgv that has been confirmed l:t%’. Since R; is a final destination of alln ¢
ALL_.CONFIRMEDt}, W is also a final destination of.. Thus, the recovering nodé& receivesn
from O as part of its recovery aBBAR-TOPY or PAR_SU B} . Furthermore, each node on the chain,
S (wherelV = S'es*=t and R, = S') except forO, is also a final destination of the message that added
corresponding entries tBAR_TOP., andPAR_SUBg,,., and receives it frons***. Thus, byl

Ry has already received routing information on behalf of alsssgjes iIMLL_.CONFIRMED,w.

Now consider the messages distinedcathat have arrived ab by timet}}” but not yet confirmed, i.e.,
ALL%V — ALL CONFIRM ED,w. All these messages are still in ProcessingListo, and as part of
the sychronization procedure (Algorithm 7), they are seraided messages towards, via S~
Furthermore, at any nodé?, on the chain this messages if added to fhecessingListg: and is sent
towardsR,; via the next non-faulty topology node (perhafis'). However, if all these nodes including
the rest of the chaing'~!, - - -, S! = R);) is detected to be faulty, we must have reached an edge of the
network, thus the message is confirmed®yand further added to its temporary routing information,
Guided_TOPg: and Guided_SU Bgi. At some time later, th&yn Request message is received from
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Si=1, this information is further sent towardd " as part ofPAR TOPS™ andPAR_SUBS, "', thus
R, eventually receives it, aBAR_TOPL andPAR_SUBL.

Finally, consider all the rest of tha transit messages distined #®, that arrive aD after¢}}. These
messages are again senttoasGuided messages and arrive At eventually (but perhaps not By?).
If R does not receive the messages priof'tg it will receive it unlessR fails again. This is ensured
sinceR is anOPERATIONALnode and a final destination of the message.

We have showed, that the first recovered not in the cRain - R can correctly recover, and establish
consistent routing information. Application of the samguament for a finite number of times fat,,
Rs, - - -, ensures thak can recover without compromising the consistency of théesys ]

A.5 The Join Operation

The key in our approach, is the ability ¥ALID_JOINED nodes to compute a topology path between
all nodes within distancé&+ 1. This is ensured via the join operation, which updates theltgy routing
tables. We now show the correctness of the join operationshbying that)-Level-1 consistency is
established.

Lemma 5. Non-concurrent join operations establish Level-1 consisgeamong alVALID -JOINED
nodes in the network. Furthermore, any pair of these nodesndY’, d(X,Y) < § 4+ 1 can locally
compute the path-path P(X,Y).

Proof. To prove thav-Level-1 consistency property is established, we use itoluon the size of the
network,size.

If size = 1, §-Level-1 trivially holds. Now suppose that for all consttioas of a network of size
k, 6-Level-1 holds. We prove that for all constructions of a ratwof sizek + 1, 6-Level-1 is also
achieved. For each such network, assume the last join epeiErried out byV on M, prior to which
size = k. This operation took place when all other join operationsenmmpleted and all nodes were
in VALID_JOINED state (non-concurrent). As a result, in the first phase ofasijoin, IV receives a
PAR_TOP{ that has aVALID_JOINED nodes with distancé of M (§ + 1 from N). This is in fact,
all the information thatV needs to forward join messages based-twevel-1 consistency. Furthermore,
reliable forwarding of the join message takes place at each nod¥, based on their local'O Py,
which is a superset of the computed recipient staIRCPTﬁ(j) (7). This guarantees thatwill be
forwarded to all members of this set. By the tifien f/ propagates back towards, N M is added to

TO Py, thus all nodes within distanege+ 1 of IV, are also aware oV M and can compute a path 0.
This ensures that by the tinfé becomes &ALID_JOINEDnode,j-Level-1 consistency property holds
for forwarding of J messages. This concludes the proof. O]

Lemma6. Concurrent join operations establish Level-1 consistemagiag allVALID _-JOINEDnodes
in the network. Furthermore, any pair of these nod€sandY’, d(X,Y) < § + 1 can locally compute
thed-path P(X,Y).

Proof. Suppose that there were a number of join operations takamgemoncurrently. Consider any pair
of these operations that joining nod&s and N, join, join points A and B repectively. Ifd(A, B) > 4,
there are no conflicts and they take place independently,thsyi were taking place non-concurrently
(Lemma 5). Thus, we only need to consider the cases wherel(A, B) < §. Ford(A, B) = 0, there
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are two nodesV; and N, that are joining the same nodg (A = B). Without loss of generality, we
can assume that initially receivedV,’s join request.A further adds]ﬁ* to TOP,, and replies tav;
with PAR_TOPY". At any time later, whemnV, requests a join, it will know abodﬁ* by receiving
the updated® AR TOP}>. On the other hand, wheN, sends the join message tbin its second
phase of the join operatiom will correctly route it to/N;. Furthermore N, will not be able to get to
VALID_JOINED state withoutNV; having confirmed the join message 8. This ensures that by the
time the two concurrent join operations end, Level-1 cdessy is met for forwarding off messages.
Furthermore, botlV, and N, can locally compute” (N, Ny).

Now consider the case, wheble< d(A, B) < ¢, and A received the initial join request frorv; at
time¢,, and B received the join request from, at timet,. Without the loss of generality suppose that
t; < t,. One possibility is that by time,, /V; actually proceeds to phase 2 of join, and its join message
Jjn, has arrived a3. Thus, B has added@* to TOPg, and by timet,, it will reply to N, with the

updatedP AR_TOP}> which includes]m. On the other hand, since all the nodesi, B) have
received;y, and have updated their local topology s€t;s join messagejy, will also be routed taV;.
This ensures that by the tindé, and N, receiveCon f?» andCon f’» repectively, Level-1 consistency
iS met.

Now we consider the case wheteandB reply to N; andNy’s join request (in phase 1) without having
received the join message of thg and V;, respectively. Thus, botl; and N, proceed to the second
phase of join, without having any knowledge of the otherypmining. Thus, by the timel receivesjy,

it already knows about; A and will forward the message t¥; and wait for its confirmation. Hence,

by the timeN, receivesCon f/v2, NoB € TOPy,. The same argument applies fd andjy,. This
concludes the proof. O]

A.6 The Subscribe Operations

Subscription forwarding establishes the routing statehenrietwork that is used to forward publi-
cations. In this section, we prove that this process estaddi-Level-2 consistent subscription rout-
ing information used for forwarding of matching publicatso (Note that the routing state stored in
SUBS_SET of any node is actually used for forwarding of publications,, forwarding of publica-
tions use thé-Level-2 consistency established by the forwrading precésubscriptions).

Lemma 7. Subscription forwarding algorithms establisH_evel-2 consistency.

Proof. For any subscriptiors from subscriberS, all nodes,N, that forwards, call the make_co —
py_send3’B (s, M) procedure to send a copy gf(with a modifiedfrom field) to all nodes)/ down-
stream from/N. Furthermore, by Lemma 5 and Lemma/%,is able to identify all downstream nodes,
and compute paths towards them. Oridereceives this copy, it forwards further downstream. Fi-
nally, it awaitsC'on f* messages from those nodes, and once all confirmation messageceived)/
updates its subscription routing information, with.predicate, s'. from), such that’. from points to
the subscribef, if d(S, M) < § + 1, or else to a nod&’ € P(M,S), which isé + 1 nodes closer to
S. Thus, by the time théV receivesCon f* from M, all OPERATIONALnodesX, downstream in the
subtree of\/ have entries that can correctly identify a nddec P(X, S) as mandated by theLevel-2
consistency condition. This is also true whgmeceives all pending’on f* messages. At this poins,
becomed/ALID_SUBSCRIBENd thej-Level-2 consistency requirement is met. ]
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A.7 The Publish Operation

We now prove that the publish operation is able to deliveipiligications to matching subscribers, as
required by the reliability specification (Section 4.2).

Lemma 8. Unless there are more thansimultaneous no®PERATIONAL nodes in the system, using
thed-Level-2 consistent routing information established bwBrding of subscriptions, all publications
are delivered to matching subscribers as required by thialdity specification.

Proof. Since subscription forwarding establishiesevel-2 for VALID_SUBSCRIBEDsubscriptions
from S, it directly follows from the Correctness Lemma that the jmdilons matching will be de-
livered toS. Furthermore, the delivery order of publications from tlaens publisher to subscribers
matches the order they were published from the source. I¥isahce all duplicate messages are de-
tected and eliminated using the duplicate detection mesimanf Section 5, no publication will be
delivered more than once to a matching subscriber. Thisreashat the reliability specification is met,
under at mosé simultaneous no@PERATIONALnhodes. O
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