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Abstract connections bandwidth reduction is even more dramatic).
In addition, nodes in a mobile ad hoc network are powered
The publish/subscribe model of communication provides by batteries, thus placing further restrictions on communi
sender/receiver decoupling and selective information dis cation and processing capabilities.
semination that is appropriate for mobile environments  Such aresource constrained and highly variable environ-
characterized by scarce resources and a lack of fixed infras-ment is challenging for tightly coupled distributed applic
tructure. We propose and evaluate three content-based rout tions. Communication failures are the norm rather than the
ing protocols:CBR is an adaptation of existing distributed exception in such an environment, and hence the need arises
publish/subscribe protocols for wired networks; CBR ex- for new communication protocols that take this into con-
tendscBR to provide fault-tolerance, an&AFT-CBR pro- sideration. Data-centric networking protocols use canten
vides both fault-tolerance and reliability. Using network addressing instead of host (e.g., IP) addressing for partic
simulations we analyze the applicability and test the trade ipating nodes, thus decoupling application communication
offs of these algorithms. We show tlat-T-CBR can guar- from the underlying network [1, 2]. Equally important for
antee 100% delivery to small groups, at the expense ofmobile ad hoc networks is the possibility of routing proto-
transmission delaycBR, with a low message overhead and cols that can provide highly selective information dissem-
low delay, is more suitable for larger groups at the expense ination between peers, thus making group communication
of reliability. FT-cBR provides comparable delivery ratesto more efficient: the routing protocols perform timely filter-
RAFT-CBR, as well as low delay, at the expense of increased ing of data, thus minimizing the amount of data that needs
message cost. to be communicated between peers.
Many applications can benefit from selective and de-
coupled dissemination including stores sending coupons to
1. Introduction shoppers at a mall, reporters at a news conference sending
. real-time photos and news to interested readers, teammates
Mob|l_e aq hoc networks (MANET) haye atfracted a lot communicating with each other in a strategic game, and
of attention in the past few years. The main advantage of adcommuters propagating traffic jam information to drivers

hoc ?etworks IS thaSt thﬁy do not depend on ell(ny mfrastruc-(fehind them. Other more critical applications include send
ture for operation. Such peer-to-peer networks are create ng information about arriving patients in a hospital or-dis

spontaneously as soon as two participants are within theaster scenario to those doctors and staff who are able to trea

transmission distance of each other. As more part|C|pantsthe patients’ symptoms, and disseminating traffic accident

join, leave or just change geographic position, the networkda,[a to nearby police and ambulance
seamlessly reconfigures allowing all participants to commu '

nicate. The network uses peer routing to allow two nodes to
communicate even if they are not within transmission dis-
tance of each other.

It has been shown that the publish/subscribe (P/S) com-
munication model is well suited as a model for a wired,
data-centric content-based routing network [1, 2]. Howeve
the performance of content-based routing (CBR) in ad hoc,

AdTr:]e flextibilit)li of adhhohcl ngtwork_s .con:es itta plrice. highly dynamic networking environments offering a P/S
oc networks are highly dynamic, hetwork topology style of interaction is not known. It is the objective of this

changes can be very frequent because of user mobility, net; aper to establish this through the following contribusion
work links often go down intermittently and their bandwidth pap g g

is limited because of wireless channel errors (usually anor e We design two new CBR algorithms specifically tar-
der of magnitude lower than wired links; for long multi-hop geted for ad hoc networks:BR and the fault-tolerant
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version, FT-CBR. The two algorithms are the first the P/S model highly attractive for information dissemina-
general-purpose CBR solutions in ad hoc networks.  tion applications characterized by timely filtering of data

e We describe a newreliable, content-basedex- for multiple subscribers and support for intermittent con-

plicit multicast (xcast) protocolRAFT-CBR. To the ~ N€ctions. _ . . .
best of our knowledge, this is the first reliable and AN application of this model to wide area information
fault-tolerant content-based xcast for ad hoc net- dissemination in wired networks has been studied in the

works. context of content-based routing [1, 2]. In this contexg, th
_ ) L functionality of the broker is implemented as a network of

* Tocope with the inherentunreliability of MANET sys- . qnerating brokers rather that as a single centralized bro

tems, the algorithms use soft state. Leases are inffoyq; "The primary task of the broker network is the same

duced as a means to keep routing information fresh. a5 \yith the centralized broker approach, namely filtering
e We examine the effectiveness of the algorithms by of events based on subscriptions. However, due to the de-

thoroughly evaluating their performance using net- centralized nature of the system, efficient delivery of ¢ésen

work simulation. from publishers to subscribers now becomes an important
task for the broker network as well. The broker network is
a virtual, application level network, which is usually made
to coincide with the actual (physical) network for efficignc
purposes, but could equally be created as an overlay net-
work.

Dissemination of events in a distributed P/S system is
similar to a network level multicast [3]. From the system’s
point of view, the publisher is seen as the producer (multi-
cast source) of events which need to be delivered to multiple
subscribers (multicast receivers). However, the mairediff
ence is that the multicast groups are created dynamically
based on theontentof the event instead of an IP address.
As a result, the groups tend to bmallerand morenumer-
ous and frequentlshort-lived This is significantly differ-
ent from group membership of the traditional multicast, in-
cluding reliable multicast, protocols where the groups are
defined a priori and only the membership is dynamic. The
ability to create and destroy multicast groups based on the
content of the data to be disseminated allows for fine-grain
filtering which is particularly important for resource con-
strained ad hoc networks.

2. Background Explicit multicast (xcast) [4, 5] is a multicasting tech-

The P/S communication model includes three entities: "dué which builds on an underlying unicast routing. The
publishers, subscribers and brokers. Publishers are datap WO main advantages of xcast over traditional multicast is

ducers, subscribers are data consumers and brokers forwarf€ Use of soft state and the ability of the sender to spec-
data from publishers to subscribers. ify the membership of a multicast group. This makes xcast

To inform the broker about its interests. a subscriber MUch more suited for content-based routing than traditiona

sends a subscription message: a query on the content of thEulticast approaches.

plata. The broker uses the subscription _to fiIt_er all incom- 3. Reated Work

ing data and only forwards the data that is of interest to the

subscriber. The basic unit of data is an event, and the sub- The P/S communication paradigm has been studied ex-
scriptions are filter expressions on the event content. Thistensively [1, 6]. WhilecBR andFT-CBR are fully content-
model provides uniform access to data, in the form of sub- based routing algorithms, f®tAFT-CBR we make the as-
scriptions, regardless of where the data is located in the ne sumption that a publisher knows about all the subscribers
work. interested in that publisher’s publications.

The data (event) flow creates loose coupling between Distributed P/S architectures have been primarily stud-
publishers and subscribers. In other words, neither the subied in the context of wired networks [2, 7]. Our work looks
scribers nor the publishers are aware of where that dataat small scale wireless ad hoc networks with resource con-
originated or who is receiving it, respectively. This makes strained publishers and subscribers and without a fixed in-

The three algorithms;BR, FT-CBR and RAFT-CBR, all
provide P/S CBR semantics to the application, although
they differ in the implementation. Some applications, such
as those involving financial transactions or the transioissi
of safety critical notifications in a hospital, functionatk-
quire strong reliability and fault-tolerance guarantesesh
as those provided bRaFT-CBR, while others, can enjoy
improved performance with effective fault-tolerance tech
nigues, such asT-CBR, without incurring the costs of full
reliability. Despite the lack of reliability guaranteesrm-
CBR, its performance is fairly close to that RAFT-CBR but
without the extra overhead. The main difficulty in creating
a reliable CBR protocol stems from the decoupling of pub-
lishers and subscribers.

In the next section we briefly introduce P/S and multi-
cast, followed by related work review in Section 3. In Sec-
tion 4 we describe the three protocols in detail and then eval
uate them using simulation in Section 5. Section 6 summa-
rizes the main contributions and identifies directions fwr
ther research.



frastructure. We develop new CBR protocols that use sub

o A . . o AdsTable Store ads from neighbors
scription leases, a routing metric favoring subscription-c t.pbr * Publisher
ering', and fault-tolerance mechanisms. t.pat *h Qd\_/egtti)sen;]ent patctjerhn d
. . _ tneigh* eighbor that send the a
_ Multicast for ad hoc r_1_etworks hf';\s been studied exten thops Sum of hops from t.neigh to publisher(s) for t.pat
sively [8, 9, 10]. In traditional multicast, group members  t.expire Time to expire this entry
agree on the content disseminated in a particular group a Sut?lsdTable Stoc;e Shubs from ngigthrS
[P : ; . ; : t.child * Node that sent subscription
priori. Our protocols dlffc-_:-r_m two respects: dt_mng dissem tpat * Subscription pattern
ination, they do not explicitly create any routing strueir t.expire Time to expire this entry
in the network and they allow multicast groups to be cre- MCTable Store MC info from neighbors
A ; t.pbr * Publisher
ated/]o|ned/detached/_d_estroyd;inam|(_:ally based on the tneigh * Neighbor that sent the MC info
event content. In addition, they provide fault-tolerantlan ¢ pat * Subscription pattern
reliable multicast routing. t.count Number of subs at t.neigh covered by t.pat
Reliable multicast for mobile ad hoc networks has been thops Sum of hops from t.neigh to publisher(s) for t.pat
. . . .. ' t.expire Time to expire this entry
studied prewpusly (8l _AlthOUgh:BR IS S'm'lar tp mu'F" . UnackdTable| Store events forwarded to neighbors
cast,decouplingof publishers and subscribers is a distin-  tevt* Copy of event message
uishing feature o€ BR which precludes using existing ap- _L&xP're Time to expire this entry
9 9 . L .p 9 gap FloodTable Store events flooded to neighbors
proaches to provide reliability. Consequently, we develop Same as UnackdTable

FT-CBR andRAFT-CBR for this purpose. We are not aware

of any existing reliable content-based xcast protocols.
Similar work in sensor networks [11], relies on subscrip-
tion flooding while the protocols in this paper use a more
resource efficient subscription multicast that is more appr
priate for ad hoc networks.
RAFT-CBR extends the xcast idea [4, 5] to provifdeult-

Table 1. FT-CBR data structures. In each ta-
ble, the fields that constitute the primary key
are marked.

. X First, every publisher must send advertisemenines-
tolera_ntandrellabIeCBR semantics. . sage indicating the types of events it will publish. This ad-
This work—referred to_as AdHOC.'TOPSS_'S part of vertisement is flooded and stored in thdsTabl e. The
the.ToPSS (Toronto Publish/Subscribe System) researcrhdvertisement message includes the number of hops it has
projects [12, 13, 14, 15, 16]. propagated, so nodes know which of their neighbors is on
4. Algorithms the shortest path to each publisher. Next, every subscriber

This section describes three algorithms that per- must send asubscrlptlonmessage expressing Iits interest.

form content-based P/S multicast in a MANET. TbBR The AdsTabl e IS used to forwar_d the subscriptions to-
. . ) . ward those publishers who have indicated (through adver-
algorithm is unreliable and does not tolerate any fail-

R : ; tisement messages) that they will publish events that could

ures; it is an algorithm that serves as a foundation for o .
; . . match the subscription. Nodes on the path from subscriber
other algorithms.FT-CBR is an extension ofcBr that . o : :
) : . : ; to publisher store the subscriptions in th8uwbsTabl e.
adds fault-tolerance; while this algorithm tries to re- _ o .
. I Finally, events(also known as publications) published by

cover from faults there is no way of knowing if events

were actually delivered. To provide reliability, we de- publishers are sent along the reverse path of subscriptions
. ” to interested subscribers. The detailed contents of the var
velopRAFT-CBR, a reliable and fault-tolerant algorithm.

_ ous messages in the system are outlined in Table 2.
4.1. Content-based routing To summarize, the advertisements set up a routing layer
No prior work on deploying CBR for ad hoc networks

for the forwarding of subscriptions, which in turn create a

exists. ThecBRr algorithm is based on existing distributed routing layer for the forwarding of events.
P/S algorithms in wired networks [1, 2], but is extended to  Notice that subscribers can be anonymous in this system.
use soft state and use a new routing metric appropriate forA noden receiving subscription from neighbor does not
ad hoc networks. know if ¢ is interested irs or is simply forwardings from

Each node maintains adds Tabl e and aSubsTabl e, some other subscriber. Likewise, whersends an event
to store advertisements and subscriptions from neighbors}o ¢, n cannot know ifc is interested ire or is only act-
respectively. The fields in these and other data structuresng as a forwarding agent.
are outlined in Table 1. The purpose of these tables is de- MANET environments experience high transmission
scribed below. failures, and frequent topology changes. Therefore rout-
ing paths can become stale and must be refreshed over
time. In CBR leases are used as a simple and inexpen-
sive way to keep the routing tables up to date. Every

1 Covering is an optimization that quenches subscriptignfotward-
ing a few “general” subscriptions instead of many “specifioes.



MSG Any message below Algorithm receivgSUB s)
m.sender | Node that sent the message (* Store sub in SubsTable and forwasg.
ADVERT | Advertisement message 1. (x Noneed to forward this sub if we've already sent a coverirg su
a.pbr Publisher 2. if ISubsTable.hasCovering(
a.pat Advertisement pattern 3 then neighs < findBestNeighbors()
a.hops Sum of hops from sender to publisher(s) for a.pat 4. send§, neighs)
SUB Subscription message 5.
s.sbr Subscriber 6. updateSubsTable(
S.pat SUbSC”PUO_n pattern Algorithm findBestNeighbo(SUB s)
MC Most-covering message (* Return the best neighbors to forward this stib.
m.pbr PUb“Sh_er_ 1. M < {m|m € MCTable A m.neigh # s.sender A m.pat 2O
m.pat Subscription pattern s.pat A ( }A m' € MCTable| m/.pbr = m.pbr A m/.neigh #
m.count Number of subs at sender covered by m.pat s.sender A m/.pat D s.pat A m’.count > m.count ) }
m.hops Sum of hops from sender to publisher(s) for m.pat 2. A« {al|a € AdsTableA a.neigh # s.senderA a.pat O s.pat/A
ACK Message to acknowledge events (7 a’ € AdsTable| o’ .pbr = a.pbrA o’ .neigh # s.senderA
a.pbr Publisher a’.pat D s.patA a’ .hops > a.hops ) }
a.seq Sequence number 3
EVENT Event message 4. (= For every publisher, pick a neighbor from MC or Ads table.
e.sender | Node that sent the message 5. for p € {M.pbr U A.pbr}
e.pbr Publisher 6 dom «— m € M|p = m.pbr
e.seq Sequence number 7 a«— a € Alp = a.pbr
e.body Message body 8. n « nil
e.cids Ids of children to receive this event 9. if m.pbr # nil
e.fhops Number of hops to flood 10. then n «— m.neigh
11. if a.pbr # nil A m.hops > a.hops + h
Table 2. FT-CBR Messages 12. then n — a.neigh
13. if n 2 nil
14. then neighs < neighsUn

node periodically broadcasts the contents of these ta-1o: réurnneighs
bles to its neighbors, and each entry in these tables is ex-
pired if it has not been refreshed for a specified time. In this
way, new routes are automatically learned, and old ones for-
gotten without having to be explicitly deleted. formation about their subscriptions to their neighborsigsi
an MC (most-covering) message. (When the covering op-
timization is used, nodes only beacon the minimal cover-
ing set of subscriptions.) Each node stores this informatio
about its neighbors’ subscriptions in B&Tabl e.

During subscription forwarding, theCTabl e is used
to forward subscriptions to the neighbor with the most cov-
ering subscriptions under the assumption that this neighbo
is likely to have a covering subscription for a long time.
It is dangerous, however, to only rely on thETabl e as
subscription cycles can develop; a momentary cycle in sub-
scription forwarding could lead a set of nodes to receive
more subscriptions than expected, thereby increasing thei
MC count, which in turn makes them more favorable to re-
] o ) ceive even more subscriptions. Instead, the algorithm fall
4.1.2. Most-covering optimization We introduce a new  pack on theAdsTabl e to determine where to forward
routing metricmost-covering metrichat tries to build bet- subscriptions if using th&CTabl e results in a path that
ter multicast trees in an ad hoc network. Consider the net-jg j, hops longer to the publisher than the path using the
work in Figure 2. There is an existing multicast tree (only a aqsTapl e.
path in this case) from subscribeto publisher. Another Notice that the MC optimization tries to direct subscrip-
subscriber” would normally send subscriptions throughthe tjon quickly towards an existing multicast tree. When used
shortest path to the publisher (a). However, this ends up exith the covering optimization, more subscriptions can be

panding the multicast tree. In this cageshould send its  quenched than with the covering optimization alone.
subscription through (b). Even though this is not the short-

est path to the publisher, it builds a multicast tree that has

fewer total hops and hence fewer events need to be trans- Even when beacons are used to keep routes updated as

mitted. nodes move, it is still possible that a node’s neighbor set
To achieve this, all subscribers periodically beacon in- changes during a beaconing interval. Consider a multicast

Figure 1. FT-CBR subscription handler

4.1.1. Covering optimization Covering is a technique to
reduce subscription messages. A subscriptioavers sub-
scription s’ if the set of events that matchis a superset
of those that matck . Intuitively, more “general” subscrip-
tions are likely to cover more specific ones. A nodéhat
has already seen and forwarded subscriptiomill not for-
ward subscription’ that is covered by. It will simply store

s’ inits SubsTabl e. This reduces the number of subscrip-
tions sent, and also provides anonymity to subscriberd Wit
the covering optimization a node only forwards the minimal
set of subscriptions§'in its SubsTabl e such that the sub-
scriptions inS cover all subscriptions in thBubsTabl e.
The pseudo-code for this is shown in Figure 1.

4.2. Fault-tolerant content-based routing



(a) Shortest path subscription (b) Most covering subscription

Figure 2. Most covering optimization

tree with a node, that sends evermtto a neighbouring sub- Broker

scribere. If ¢ has moved out of the transmission range.pf UE Information about unacknowledged events.

thenn has no way of finding; recall that there is nounder- ~ u.evt | The eventitself (where & UE). _
Iying routing protocol sm, cannot simply route to ¢ u.dests | Set of destinations that the event was forwarded to (by this

node).

The FT-CBR algorithm assumes that has likely not u.ackd | Set of destinations that have ACK'd the event.
moved far fromn during the beaconing interval, sdfloods uts Timestamp of last ACK received for the event.
e over a pre-determined number of hops to try to find Publisher
In our implementation, events are flooded for two hops, so —ss Set of subscriptions for this publisher.

e is sent to the neighbors of and all their neighbors. A s.pat | Subscription pattern (wheresSS).
Fl oodTabl e is used to remember recently sent events, so —S:dest | Subscriber associated with subscriptions.

a node does not flood an event it has already flooded. In or- SE asfﬁd"{,;’ﬁ”éi;?n”;ﬁyng“s publisher that have not yet been
der forn to know whether properly received, FT-CBRre- PSiest | Sequence number of the previous event sent to subscriber
guires all events to be acknowledged hop-by-hop. So flood- dest.

ing is initiated byn only after it does not receive an ac-  gypscriber

knowledgment for some specified time. Nodes store in the "RE___ | Setof events received at this subscriber.

UnackdTabl e recently forwarded events for which they
are waiting for acknowledgments. The complete pseudo-
code for event handling iFT-CBR is shown in Figure 3.

In the codee.cids refers to the children in eveats multi-
cast tree, and. f hops is the number of hops to flood

Table 3. RAFT-CBR data structures

potentially millions in wired networks. We also requiretha
the publisher not fail; reliable delivery is not guarantéfed
4.3. Reliableand fault-tolerant CBR the publisher fails. In addition, it is assumed that there ar
It is very difficult to guarantee that an event is delivered N° Prolonged partitions between a publisher and its inter-
to all interested subscribers in an ad hoc network becausé®Sted subscribers; that is, eventually, there will be aimgut
information about the set of interested subscribers is dis-Path from publisher to subscribers.
tributed over several nodes. The failure of any one of these We develop a reliable content-based xcast proto-
nodes loses information that cannot be reliably recovered.col (RAFT-CBR), to route subscriptions and events between
Replicating this information is not sufficient; it is posgib ~ any two nodes.
that all replicas fail simultaneously (perhaps due to a net- In RAFT-CBR, advertisements from the publisher are
work partition). flooded throughout the network and periodically beaconed,
To guarantee reliable delivery of events, we now re- just as inFT-CBR andCBR. However, since advertisements
quire that the publisher knows all subscribers interegted i are used to disseminate the existence of publishers rather
events it publishes. This is an acceptable concession sincéhan being used to keep routes to publishers fresh, adver-
MANETS typically only have dozens of subscribers, unlike tisements can be beaconed much less frequently, or even



Algorithm receivéEvente) 19. 38. then notify(fwdevt)

(+ Deliver and forward even) 20. ( Find children with matching subs) 39. fwdevt.cids—

1. wasForMe— e.cids.contains(Myld) 21. fwdevt—e 40. fwdevt.cids\ Myld

2. wasFlooded— e.thops> 0 22. fwdevt.cids— 41. (+ Forward to neighborsk)

3. keepFlooding— e.fhops> 1 23. SubsTable.getMatchingChildren(e.body) 42. if fwdevt.cids# 0

4. gotFromSelt— e.sender = Myld 24. fwdevt.fhops— 0 43. then broadcast(fwdevt)

5. seen— false 25. 44, UnackdTable.add(fwdevt)

6. seenFlooded- false 26. (x Ack this eventx) 45. (x Keep flooding the event)

7. seenForMe— false 27. doAck« lwasFlooded\ !gotFromSelfA 46. doFlood— keepFlooding\ IseenFlooded

8. wasForMe 47. if doFlood

9. (x Update or add to flood table) 28. if doAck 48.  then dupevt— e

10. fe«— FloodTable.getMatching(e) 29. then ack+— new ACK message 49. dupevt.fhops— dupevt.fhops - 1

11. if fe # nil 30. ack.publisher— e.publisher 50. dupevt.cids— dupevt.cids\ Myld

12. then seen— true 31. ack.segq— e.seq 51. if dupevt.cids# ()

13. if fe.cids.contains(Myld) 32. send(e.sender, ack) 52. then broadcast(dupevt)

14. then seenForMe— true 33. (x Keep forwarding the event) 53.

15. fe.cids.addUnique(e.cids) 34. doFwd— !seenForMeA wasForMe 54. (x Add to flood table if did somethings)

16. if fe.fhops> 0 35. if doFwd 55. if IseenA (doAck v doFwdV doFlood)

17. then seenFlooded- true 36. then (x Deliver to own node first) 56. then FloodTable.add(e)

18. dse fe.fhops— e.fhops 37 if Myld € fwdevt.cids

Figure 3. FT-CBR event handler
EVENT Evenimessage. not_used to maintain a multicast treeT from publisher to sub-
e.pbr Publisher of event e. scribers. Instead, since the publisher knows the sub-
e-Sﬁq geguef:jce QUTbecijf ?t\]/eﬁle- . ded o wih scribers’ addresses, it uses reliable xcast to disseminate
e.chain rdered set of nodes that have forwarded event e, wi : : :
the publisher's node being the first element. eve;nt_s, as is further _explamed below. For this reason, sub-

e.body Contents of event e. scription beaconing is no longer required; the subscribers

e.(dest,seq)

Set of subscribers that should receive this event, and the
sequence number of the last event e.pbr sent to e.dest.

SUB Subscription message

s.sbr Subscriber

s.pbr Publisher

s.pat Subscription pattern

SUBACK Subscription acknowledgment message

a.sbr Subscriber

a.pbr Publisher

a.pat Subscription pattern

PING Ping message.

p.pbr Publisher of the message.

p.chain Ordered set of nodes that have forwarded the message,
with the publisher’s node being the first element.

p.dests Subscribers that should receive this message.

ACK Cumulative acknowledge message.

a.pbr The publisher of the event this ack is for.

a.seq The sequence number of the event this ack is for.

a.dests The subscribers this ack if for.

NACK A request for events that have not been received.

n.pbr The publisher whose events this NACK is for.

n.sbr The subscriber who sent this NACK.

n.chain The ordered set of nodes to to forward this NACK to.

n.holes A set of (lower,upper) sequence number ranges. Note

that lower and upper may beco or oo, respectively.

Table 4. RAFT-CBR Messages

stop sending subscriptions once they receive an acknowl-
edgment from the publisher.

The messages and data structuresRirFT-CBR are
shown in Tables 3 and 4, respectively.

4.3.1. Event delivery In RAFT-CBR, publishers tag each
evente with a locally unique sequence number, such that the
(publisher id, sequence number) pair can be used as a glob-
ally unique identifier ofe. The event also includes the ad-
dresses of the set of subscribérso which the event needs

to be delivered. When a node receives an event, it queries
the underlying routing protocol to determine the next hop
to reach every subscribere C. The node then forwards

to each of these next hops, modifying the 6ein e to in-
clude only those subscribers that a particular next hop-is re
sponsible for forwarding to. This process repeats until an
event reaches all interested subscribers. The pseudo-code
for this procedure is shown in Figure 4.

4.3.2. Reliability The RAFT-CBR achieves reliability by
exploiting unique event sequence numbers and publishers’
knowledge of interested subscribers. A publisher maistain

a table PS.s: that stores, for each subscriber for which it
has a subscription, the sequence number of the last event

eliminated by having subscribers pull advertisements from that was published to that subscriber.
a neighbor upon entering the network.

Subscribers unicast subscriptions to those publish-scribers’ addresses, but also the sequence number of the
ers whose advertisements intersect the subscriptioninterlast event that the publisher published to each of these sub-
est. These subscriptions are acknowledged by the pub-scribers. With these previous sequence numbers, it ispossi
lisher. Unlike the previous algorithms, subscriptions are ble for a subscriber to determine if it has missed any events.

With every event, the publisher stores not only the sub-



Algorithm receivéEVENT e) 0O
(+ Broker receives an event) O @) O
1. append Myld te.chain o)
2. removeCycles{chain) O
3. z — newUE element S O 500m
4. z.{evt,dests,ackd,ts} — e,e.dests,), NOW O @) O
5. UE—UEUz
6. e) o O O
7. pbr «— e.pbr
8. par «— e.chain.myparent o
9. ds[—] < 0 ( (dest,seq) pair for each neighbe. 1000m
10.
11. (x Determine next hops) @ Publisher O Mobile users
12. for (d, s) € e.(dest, seq)
13. doif d = Myld ; ; itri ;
" then mysubscriber receive() Figure 5. Shopping district scenario
15. edse n < getNeighborq)
16. ifn=0Vn € e.chain
i;' then S ir"gaSt events) written on top of ns2.
19. ¢ .(dest, seq) — (d, s) Since real-world P/S or mobility traces are difficult to
! . . . . . .
20. sendg, ¢”) obtain, a plausible scenario is developed. The scenario is a
21. ese ds[n| < ds[n] U (d, s) . S .
2. shopping district in which shoppers roam about on foot. The
23. (x Forward event to next hopg publishers are the vendors who would like to send coupons
gg- for égl ?sgz}t fe@]i . or product advertisements to shoppers. The shoppers would
. . s — . . .
26 sendg, ¢) 1 only like to receive notices for those products or vendors
_ they are likely to be interested in. In this scenario, shop-
Figure 4. RAFT-CBR broker event handler pers do not explicitly indicate their interests; insteduit

interest is implied by their current location. For example,
. . users who are browsing a sporting goods store are likel
If so, it sends a negative acknowledgment, NACK, up the . . 9 P g9 y
multicast tree towards the oublisher. The NACK specifies to be interested in coupons for athletic footwear, and those
ranges of sequence numberis that thé subscriber ispmissin near a movie theater are good candidates to receive movie
Noc?es alon ?he NACK path that have events that fall .th.ngticket coupons. It is assumed that the shoppers’ mobile de-
9 P Ve events WITIN yices (perhaps a PDA), contain a GPS device that can be
the requested ranges unicast these events directly tolthe su . . : . .
used to determine their location. A GPS is not a require-

scr_lber_. If not, the NACK propagates up to the publisher ment as other techniques to determine location can also be
which is guaranteed to have the event.

; . . . . _used.
When a subscriber receives an in-order event, it replies . . . .
with a positive acknowledgment, ACK, to its parent broker Itis important _to emphasize that the stathnary pub_llsher
in the multicast tree. Brokers in the multicast tree collect alnd l_JShe of_IocE_non data are fTatures kOf t.hrlls scebqarlo,;he
ACKs from their children and eventually forward them up algorithms in this paper can aiso work with mobile pub-

to the publisher. Notice that under normal operation, event Ilr?he_rs agd vylthoutrllocatlon n:formathn. AS lmgntloned n
and ACKs are multicast not unicast. the introduction, other typical scenarios include selecti

ACKs and NACKSs are only sent when a subscriber re- data dissemination in accident scenarios, selectivertrasns
ceives an event. PING messages are used in cases whe jon of photos to friends and relatives, and complex data ex-
events fail to reach a subscriber. If the publisher does not¢Nange among the participants of a cooperative game.

receive an ACK or NACK from the subscriber for a speci- ~AS Shown in Figure 5, the scenario simulates a
fied time, it multicasts a PING to these subscribers, in order 1000x500m area populated with 50 mobile users mov-

to force the subscribers to respond with an ACK or NACK. ing according to a random waypoint model with a speed
of 1m/s and 60s pause time. There is one stationary pub-

5. Evaluation lisher at the corner of this area publishing at a rate of 3.2

This section presents an experimental evaluation of €vents/s, or eight events every 2.5s. The stationary pub-

the algorithms introduced in Section 4. The experimen- lisher is justified in this shopping district scenario be-
tal testbed, workload, and metrics of interest are desdribe Cause the publishers here are the various shopping outlets,
after which the results are discussed in detail. and publications originate from a server in the wired net-

, work and enter the wireless network through a fixed

5.1. Methodology and Scenario wireless base station. To simplify the scenario and our im-
Our experiments use ns2 as the underlying network sim-plementation, the simulated area is divided into eight
ulator, with thecBR, FT-CBR, and RAFT-CBR algorithms 250x250m zones, and a subscriber's current location



is specified by the zone it resides in, instead of its ex- imum of 2 hops from the shortest path. Recently flooded
act GPS location. Therefore, both subscriptions and events are remembered for 5 seconds.HAFT-CBR, neg-

the contents of publications are simply an integer be- ative acknowledgments are aggregated and sent every 30ms
tween one and eight. Also publication messages are paddednd acknowledgments are aggregated and sent every 10ms.
to be 512 bytes in size. The tests are run for 800s in sim-The publisher waits for 10 seconds for acknowledgment
ulated time and the results are averaged over ten runsof an event before sending a PING message to subscribers
When computing the metrics, the first 200s of simula- which are unresponsive. Consequently, cached events are
tion are ignored in order to allow the system to stabi- expired after 10 seconds as well. DSDV [17] is used as the
lize. underlying routing protocol foRAFT-CBR.

5.2. Metrics 54. Results
This paper uses three metrics to compare the perfor-

mance ofCBR, FT-CBR, andrRAFT-CBR. Thedelivery rateis

the primary metric, and it measures the ratio of succegsfull

delivered events. At the time of publication of every event,

the number of subscribers that are interested in that esent i

calculated, and this becomes the expected number of deliv

eries for this event. Then the percentage of these expected 4 1 Scalability Figure 6 shows the performance of the
deliveries that actually occur is counted. Note that this ex CBR, FT-CBR, and RAFT-CBR algorithms with increasing

pected count cannot be determined in a real network since,mper of subscribers. Note that there are always 50 mobile
information of the subscribers’ interest is distributedov users; only the number of these users that are subscribers
the network. It should be noted that this expected count is
only an estimate, since itis possible for subscribersrege
to change while the eventis in transit. Therefore, itis poss
ble that a correct operation of the system results in fewer or
greater deliveries, although our experiments show that thi
discrepancy is hardly noticeable.

The second metric is thdelayin event delivery. This
is computed as the average of the differences between th
publication and delivery of an event to every subscriber.
Note that when a single publication is delivered to multi-
ple subscribers, the difference is computed once for every
subscriber that delivered the event. Also note that undeliv
ered (but expected) events are not included in this metric.

Fmally, the message cosof the algorithms is €% has sub-linear growth in message cost with increasing sub-
amined. Every message transmitted, regardless of SIZ€¢ ribers

is counted as one message. The total number of mes- _ )
FT-CBR improves onCBR by having nearly a 100% de-

sages transmitted by all the nodes during the simu- . )
lation is presented. Furthermore, the message cost iéweryrate,butatadelaysllghtlyhlgherthan 0.1t00.2%T

divided into data (events), subscriptions, routing (atiser reason for the higher average delay is the retransmission

ments, and any underlying routing protocol), and control tlmde;s used irFT-CBR. Also, FT'CBRSUﬁeﬁI:OT:_ ahh|gher
(messages related to fault-tolerance and reliabilityluishc and faster growing message cost tregr. The high mes-

The experiments evaluate how the algorithms perform
with varying subscribers, mobility speed, and interesaloc
ity. In addition, the impact of covering and MC optimiza-
tions on thecBR algorithm with increasing subscribers and
varying interest locality is measured.

varies.

CBR can deliver about 75% of the events within less
than 0.1s. These figures are largely independent of the sub-
scriber population, because the zones in our scenario are
small enough to be in the broadcast range of a node. Thus,
the multicast tree depth does not change much whether there
is one interested subscriber in every zone (the case with
S0 users), or six per zone (50 user case). In other words,
the protocol exploits the broadcast channel. Furthermore,
CBR has no failure recovery mechanisms so delay will not
change significantly even if there is congestion in the net-
work (delivery rate would decrease, but remember that un-
delivered events are not counted in the delay metdsR

ing ACKs, NACKs and PINGS). sage cqst is largely dl_Je to the ﬂoodi_ng of unac_knowledged
_ events inFT-CBR. Unlike cBR, the high bandwidth con-
5.3. Algorithm parameters sumption of FT-CBR with increasing subscribers impacts

There are several parameters that control the behavior of0th the delivery rate and delay.
each protocol. Subscription, advertisement and MC leases RAFT-CBR, as expected, is able to deliver virtually 100%
are used to maintain soft state. Each lease is renewed evergf the events for all subscriber populations shown, butst ha
7 seconds, and it expires after 15 seconds. Consequently, a relatively high delay of almost one second. The delay can
broker that misses two lease renewals expires the subscriplikely be improved with more adjustment of the timers. It
tion state. FOFT-CBR, an event is retransmitted if an ac- is interesting thaRAFT-CBR has a lower message cost than
knowledgment for it is not received within 0.5 seconds. Ex- FT-CBR and yet achieves higher delivery rate. This is be-
panding ring search is limited to 2 hops and if MC is used, cause the error recovery mechanismincBR (flooding) is
the paths to the publisher are allowed to deviate up to a max-more expensive than that mFT-CBR (multicast pings).
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Figure 7. Performance for increasing speed

The dissection of messages in the message cost graph imore often as users move faster. The beacons are not fast
Figure 6 is useful in understanding where each algorithm enough to refresh the topology information when node mo-
gains and loses. We see tleR has the fewest transmis-  bility is high, leading to stale routes, and therefore loder
sion of events (since it never retransmits events). Thid, an livery rates.
the lack of any control messages are vitBR has the low- Because of these stale routes;CBR experiences more
est message cost. We also see that even thaaght-CBR message losses with higher mobility, and needs to flood
has comparable control message costit@BR, and greater  events more frequently leading to increasing message cost.
routing cost tharFT-CBR, its overall cost is lower, primar-  Indeed, most of the message cost increasa-inoBR is due
ily due to lower event cost. Recall thet-cBRfloods events  to flooded events. The ability of flooding to bypass stale,
when a node cannot be found whereasT-cBR uses less  broken routes diminishes as the speed increases. However,
expensive unicast to find the nodeaFT-CBR also gains  even with 10m/s mobility (an unreasonably high speed for
from not needing to beacon subscriptions. users in a shopping district;T-CBR achieves about 95%

Figure 6 demonstrates that there is no clearly “better” al- delivery rates.
gorithm. The choice depends on the desired delivery rate, RAFT-CBR, reassuringly, maintains 100% deliv-
available bandwidth, and required P/S semantics. ery at high mobility, and has a scalable increase in message

cost. This suggests that the routing protocol underly-
5.4.2. Mobility speed Figure 7 shows the performance ing RAFT-CBR—DSDV in this case—is able to main-
of the algorithms with increasing maximum node mobility tain routes more cheaply than the beaconsrFiRCBR.
speed. However, the results show that mobility has a greater im-

The cBR algorithm suffers from lower delivery rate as pact on the delay oRAFT-CBR than FT-CBR. So, there
users move quicker. The delay and message cost are relis a trade-off here between the speed and cost of updat-
atively constant because, even though more messages aiieg stale routes. Also notice that, unlilkg-CcBR, most of
lost when there is greater mobilitygR has no error recov-  the message cost increas&iFT-CBR is due to the under-
ery mechanisms. Also, the multicast trees have roughly thelying routing protocol having to work harder to maintain
same shape and size (since there is a constant number gbutes; there is little increase in the event cost.
randomly moving subscribers); the tree is simply changing  The increasing delay cftAFT-CBR with increasing mo-
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bility might be cause for some concern. It suggests thagther
could be a speed at whietaFT-cBR will completely break
down. SinceRAFT-CBR does not give up on delivering old

For the message cost, predictably, covering reduces
cost by quenching subscriptions. The MC optimiza-
tion has higher cost, mostly due to the introduction of

events, it might not be able to deliver events fast enough tomessages to beacon MC information. All three algo-
keep up with a sustained event rate. This would not be arithms experience sub-linear message cost growth with
problem if the event rate is not too high, or if events were increasing subscribers, with the no covering algorithm suf
bursty, giving the algorithm time to “catch up.” The delay fering from the worst message cost scalability. The latter
is also highly dependent on the various timer values used inis due to the increase in subscription messages result-

this algorithm. We plan to investigate this issue further.

5.4.3. Scalability with optimizations Figure 8 explores
the effects of the covering and MC optimizations. THBR
algorithm is considered without any optimizations, with
covering only, and with both covering and MCBR is used

ing from more unquenched subscriptions.

5.4.4. Interest locality with optimizations Figure 9 stud-

ies the impact the degree of similarity among subscrip-
tions has on the algorithms. We vary the percentage of sub-
scribers who have identical, and static interest; the remai

because it has the worst delivery rate and any improvementsng users have, as before, interest that varies with theér-lo

will be most evident here.

Figure 8 shows that the MC optimization improves the
delivery rate by about 10%. It is expected that the benefits
of the MC optimization will improve as there are more sub-
scribers, and a larger multicast tree. This claim is suggabrt
by the graphs in Figure 9 where the effects of a larger mul-
ticast tree (obtained by increasing locality) are shown.

Understandably, the delay increases with MC. This is be-
cause the MC optimization favors paths that attach to the
multicast tree quickly, even if these paths are not the short
est path to the publisher.

tion. This models the case where some shoppers are always
interested in certain items regardless of their location.

With no locality, while subscriptions change frequently,
the changes are localized in the network with the effect that
all subscribers in a zone always have the same subscrip-
tion. Thus, the shape of the multicast tree remains relgtive
stable. In the full locality case, even though subscribers d
not change their subscriptions, these subscriptions mbve a
over the network. This greatly affects the shape of the mul-
ticast tree over time; in addition, since subscriptionsrente
localized to a zone, the multicast tree for a particular even



must now cover a larger area of the network, whereas it content-based publish-subscribe systems,Middlewarg

only had to reach one zone before. The need to update a  pp. 185-207, 2000.

larger and more dynamic multicast tree reduces the reliabil [4] L. Jiand S. Corson, “Explicit multicasting for mobile &dc

ity when there is high locality present. networks,”ACM Mobile Networks and Applicationsol. 8,
The MC optimization leads to a better delivery rate as _ PP- 535-549, Oct. 2003. _ S

subscribers have more common interest. This is because[?] K. Chen and K. Nahrstedt, “Effective location-guideeer

even though the multicast tree is larger and more dynamic, ponstructlon algorithms for small group multicast in mghet

MC is able to reduce message cost significantly (because 5 ::nIFNFbO(iOm iOOJZ. b E. Llitbat. J. Pereira. K

it gets better at finding a quick path to join the multicast [6] F. Fabret, H.-A. Jacobsen, F. Llirbat, J. Pereira, K. $0s

t hen th lticast t h ¢ h and h and D. Shasha, “Filtering algorithms and implementatian fo
ree when the multicast tree has greater reach and has more very fast publish/subscribe systems,"'StGMOD, 2001.

nodes). . [7] M. Castro, P. Druschel, A.-M. Kermarrec, and A. Rowstron
All three algorithms suffer from longer delay as the lo- “Scribe: A large-scale and decentralized applicatiorelev
cality increases. This is a consequence of the multicaess tre multicast infrastructure JEEE JSACvol. 20, oct 2002.

becoming more far-reaching; with no locality, events for a [g] u. varshney, “Multicast over wireless network€ommuni-
zone near the publisher do not propagate into more distant cations of the ACMvol. 45, pp. 31-37, December 2002.

zones, but this is no longer true as locality increases. [9] S. Lee, W. Su, and M. Gerla, “On-demand multicast
The MC optimization gains the most from increased lo- routing protocol (ODMRP),” inInternet Draft, draft-ietf-
cality since, as explained above, it gets better at finding a manetodmrp-02.txlanuary 2000.
quick path to join the multicast tree. [10] E.Royer and C. Perkins, “Multicast using ad hoc on-detdha
. distance vector routing,” iMOBICOM 1999.
6. Conclusionsand Future Work [11] C. Intanagonwiwat, R. Govindan, and D. Estrin, “Dimsdt
Three CBR algorithms for ad hoc networks are pre- diffusion: a scalable and robust communication paradigm fo

sensor networks,” iIMOBICOM, pp. 56-67, 2000.
12] I. Burcea, H.-A. Jacobsen, E. de Lara, V. Muthusamy, and
M. Petrovic, “Disconnected operation in publish/subserib
middleware.,” inlIEEE Mobile Data Managemenpp. 39—
50, 2004.
G. Li, S. Hou, and H.-A. Jacobsen, “A unified approach to
routing, covering and merging in publish/subscribe system

sented.RAFT-CBR is the best choice if reliability is more
important than resource preservation. However, if low mes- [
sage cost is a priority, and reliability is not cruciakr is a
better choice. For exampleBRris a good choice for stream-
ing audio dissemination, where delay and message cost artﬁs]
important, while reliability is not as crucial since old dat

might no longer be useful as it is replaced by new data. based on modified binary decision diagranaternational
FT-CBR, is recommend for highly dynamic environments Conference on Distributed Computing Systems (ICDCS’05)
where network topology is in constant flux and node fail- [14] H. Liu and H.-A. Jacobsen, “Modeling uncertainties P
ures are frequent. lish/Subscribe System,” im Proceedings of ICDE2004.
Even though multicast has been proposed to solve sim-[15] M. Petrovic, |. Burcea, and H.-A. Jacobsen, “S-ToPSSe-a
ilar information dissemination problems in MANETS, mantic publish/subscribe system,”fery Large Databases
content-based routing provides a more flexible and ro- (VLDB'03), (Berlin, Germany), September 2003.
bust approach. [16] M. Petrovic, H. Liu, and H.-A. Jacobsen, “G-ToPSS - fast
In the future, we would like to investigate subscriber lo- filtering of graph-based metadata,"tine 14th International

cality, in which some zones have more subscribers than oth- ~ \World Wide Web Conference (WWW2Qa&)hiba, Japan),
ers. In addition, we plan to develop more scenarios to verify May 2095' s _ Lo
the performance results under varying conditions andsstres [17] C. Perkins and P. Bhagwat, "Highly dynamic destinaten

. . . quenced distance vector routing (DSDV) for mobile comput-
tmhgnagggfng;rgﬁ;ggﬁ;n?nd also examine the state require- ers.” inSIGCOMM pp. 234—244, 1994,
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